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SECTION 1 
 

CHAPTER 1 
 

RISK AND THEORY OF PROBABILITY 
 
 

 

Chapter Introduction 
 

Every business faces risk regardless of its size, products or geographic location. 
This chapter presents the theory of risk and uncertainty, various classifications 
and costs of risks prevailing in an organisation. 

 

Learning Outcomes 

 

A. The concept of risk 
B. Risk and uncertainty 

C. Risk possibilities 
D. Risk classification 
E. Risk attitude 
F. Risk costs 
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Look at this Scenario 
 

Every business faces risks. The following are some generic examples of business 
risks faced by an organisation. 

a) Stakeholders withdrawing during a project may endanger funding of the 
project; 

b) Confidential information may be stolen by employees even within a 
closed network; 

c) Lightning striking an aircraft during take-off may make all people on 
board immediate casualties; 

d) Change in consumers’ tastes and fluctuations in the market; 
e) Natural calamities like flood, earthquake, etc. 

All of the above situations fall under various categories of risks. The given list is 
not exhaustive. 

This chapter will explain classification of risks. 

 

A. Risk concept 

 

Risks can be identified, measured, controlled and financed; this is the 
fundamental principle of the discipline of ‘Risk Management’. This task can be 
approached mechanically in terms of identifying a problem, finding a solution 
and then applying it. 

However, the individual risk problem is always a part of a complex risk situation 
which involves the physical circumstances, the attitudes, knowledge and 
motivation of the people as well as the social circumstances all interact 
together. 

 

Since risk is ubiquitous (i.e. existing or being everywhere at the same time; 
constantly encountered; widespread) and the potential amount of detail 
involved is unlimited, the ‘concepts’ and ‘structure’ are important tools in 
understanding and managing risks. A good starting point would be to look at the 
meaning of “Risk”. 

 

Definition 

The term “risk” has several meanings. To the ordinary man in the street “risk” 
means exposure to danger. The word ‘Risk’ is defined as under in different 
dictionaries: 

 

a) Concise Oxford Dictionary: Risk: hazard, chance of bad consequences, 
loss etc.; exposure to mischance. 

b) Chamber’s English Dictionary: Risk: hazard, danger, chance of loss or 
injury: the degree of probability of loss; a Person, thing or factor likely 
to cause loss or danger. 
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So, risk is something or some event that can cause harm or loss; in a broad 
sense, it is the exposure to events which cannot be predicted with absolute 
certainty. 

 
To understand the severity of a risk, risk is often analysed for probability; the 
higher the chance that it will happen the higher the risk. Probability is then 
assessed in combination with loss. 

 

Definition 

 

ISO 31000 – standard prescribed by The International Organisation for 
Standardization - defines ‘risk’ as the effect of uncertainty on objectives, 
whether positive or negative. 

 

There is a great deal of uncertainty in life, business, commerce, industry, etc. 
 

Firms may suffer loss due to destruction of their property by accidents, 
breakdowns of plant & machinery, fire, flood, cyclone etc. Further, there are 
several other uncertainties associated with the conduct of any business. 

 

Example 

 

Some examples are: 
 

a) Production may not reach the planned output; 
b) Marketing efforts may fail due to lower prices or better products of 

competitors; 

c) Business finance may not be easily available or may be costlier. 
 

Trying to put risk in the widest possible framework, it could be considered as 
future uncertainty or anything that could occur to prevent achieving the 
expected objective or planned result or outcome. 

 

In simple terms, this can be expressed for a business as uncertainty that will not 
allow the business targets to be achieved and the degree of the effects on 
targets will depend upon the degree of risk. 

 
This can also apply to any activity like safely crossing the road, building a new 
factory, carrying out an operation, arranging an event or making a friend. The 
context will thus depend on the circumstances. 

 

The above examples suggest that the term risk may be defined as “future 
uncertainty as regards financial loss”. 

 
But risk is not always loss causing and some risks may cause both loss and gain 
(usually to different people as with the extra work a repairer gets after a bad 
storm). 
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Risks can be of different types. They may be: 
 

 Physical, causing direct harm or damage, or 
 Social, causing loss of reputation or damage to self esteem 

 

The objects affected by risks equally vary from physical property and people to 
non-physical property such as ideas and reputations. 

 
Sometimes a risk is not conscious. New risk situations may arise from a 
combination of physical circumstances e.g. Use of new materials, new type of 
machinery etc. 

 

Behaviour of those involved is also an equally important factor as the physical 
circumstances. The behaviour may be conscious or unwitting, accidental or 
deliberate. 

 
It may have objectives aimed either at good results or causing harm or the 
individuals involved may be indifferent to the possibility of harm. There are 
many aspects of human behaviour which directly influence the outcome of a risk 
situation. 

 

Companies are also subject to changes in social, political and economic factors. 
Social change is a major factor in risk. 

 

Example 

 

Social attitudes to work, the role of Government, equitable distribution of 
income, the authorities etc. affect the risk profile of an organisation. 

 

Individuals and companies alike are vulnerable to political risks. Both have to 
bear the consequences of inflationary or deflationary economic policies of 
successive governments or be subject to restrictions imposed by the government 
on export or import of capital goods. 
The increasing volume of legislation enacted in democratic societies imposes 
additional constraints and costs and reduces the ability to compete. 

 
Political Risks also arise from “confiscation, expropriation, nationalization and 
deprivation” of private property by governments (CEND). This risk becomes 
significant especially when organisations have global businesses and invest in 
foreign territories. 

 

Associated risks also include: 
 

a) Currency inconvertibility and/or Non-Transfer 
b) Political Violence/War 
c) Business Interruption and Contingent Business Interruption 
d) Non-honouring of Promissory notes, Letters of Credit or sovereign 

guarantees, 
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e) Contract Frustration 
f) Forced Abandonment/Divestiture 
g) Non-compliance with Extra territorial judgments, arbitration awards, etc 

 

Economically, changes in the methods of production and distribution are 
another source of risk. Modern economies are highly interdependent and 
changes in one section of economy may change the risk situation for other 
sections. 

 
Needless to mention not all of such risks are insurable and it should, therefore, 
be recognised that insurable risks is only a sub-set with which one has to deal 
with. 

 

Risk, in insurance terms, is the possibility of a loss or other adverse event that 
has the potential to interfere with an organisation’s ability to fulfill its 
mandate, and for which an insurance claim may be submitted. 

 

Test Yourself 1 

 

Which of the following risks can cause direct harm or damage? 
 

I. Social risk 

II. Physical risk 
III. Market risk 
IV. Dynamic risk 

 

B. Risk and uncertainty 

 

Definition 

 

Professor Frank Knight in “Risk, Uncertainty and Profit” identified uncertain 
events into two main categories: 

 
Those, for which the probability of occurrence can be calculated either on a 
rational basis or on the basis of statistical analysis of a number of similar events 
that have occurred in the past, are Risks. 

 
Events for which analysis is impossible by virtue of the fact that they are either 
an “one-off” event or because their occurrence does not follow an apparent 
pattern of events, are Uncertainties. 

 

Definition 

 

Risk is, therefore, defined as the variation in the outcome that occurs over a 
specified period in a given situation. 
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Definition 
 

The Probability of Occurrence or the chance that an event may take place is 
defined as the number of occasions a particular event will occur in an infinitely 
large number of independent events. 

 

It is measured either as a decimal or a fraction or as a percentage but always in 
the range of Zero to One i.e. the likelihood of an event is assigned a numerical 
value between 0 and 1, with those that are impossible assigned a value of 0 and 
those that are inevitable assigned a value of 1. 

 

Tip 

 

‘Zero’ indicates state of intrinsic impossibility and ‘One’ indicates state of 
absolute certainty. 

 

Thus, probability is the relative frequency with which a specified event can be 
expected to occur in the long run. 

 
The deviation in actual from expected outcome is a measurement of the 
degree of variation between expected and actual outcome. 

 

Tip 

 

The greater the variance from the expected outcome, the greater the risk is. 
 

The mathematical value is determined by examining a large number of cases 
exposed to the same degree of hazard. 
The larger the number of cases, the better will be the ability to forecast the 
future losses. This is the “law of large numbers”. It is also called the “law of 
average” or the “doctrine of probability”. 

 
According to this law, the greater the number of instances considered and 
longer the period examined, the more likely it is that experience will be 
repeated in future instances, and more reliable will be the forecast of future 
loss experience. 

 

Definition 

 

The American Risk Insurance Management Association defines risk as 
“uncertainty or lack of knowledge concerning the outcome of events”. 

 

Insurers generally use the word ‘Risk’ in two distinctive meanings viz. 
 

 As the subject-matter of insurance or 
 Different types of perils such as fire, flood etc. 
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Test Yourself 2 
 

What is defined as variation in the outcome that occurs over a specified period 
in a given situation? 

 
I. Risk 

II. Uncertainty 
III. Probability 
IV. Expected value 

 

Test Yourself 3 

 

How is the probability of occurrence measured? 
 

I. As a decimal or a fraction or as a percentage 
II. Only as a decimal 
III. Only as a fraction 
IV. Only as a percentage 

 

C. Risk possibilities 

 

Risk is created by: 
 

1. Activities: Commercial, constructional, financial, manufacturing, 
professional, charitable, political or scientific 

2. Relationship to people or property 
3. Laws and regulations 
4. Environmental, physical, social, political situation. 

 

Risks result in injury or loss for a number of reasons and often in combination: 
 

1. Lack of awareness i.e. failure to recognise possibility or circumstances of 
Risk, 

2. Lack of capability i.e. lack of knowledge / skill / competence, 
3. Lack of motivation i.e. indifference or refusal to deal with a risk problem. 

 
The vast majority of losses involve one or more of these factors. 
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D. Risk Classification 
 

1. Classification of risks 
 

Risks have been mainly classified as: 
 

a) Personal, property or liability risk 
 

i. Personal: Potential loss to the persons 

ii. Property: Potential loss to the property 
iii. Liability Risk: Potential liability for any individual or institution. 

 
b) Physical, social or market risk 

 
i. Physical: Storm, Tempest, Flood, Hurricane and such other natural 

phenomena. 
ii. Social: Riot, Strike, Civil Commotion, Burglary, Theft etc. 
iii. Market: The price reduction or the purchase and sale constraints are 

involved. 
 

c) Pure or speculative risk 
 

i. Pure Risk: is considered in the context of the existence of a chance of 
loss only, but not the chance of gain at all. 

iv. Speculative Risk: When there is a chance of gain as well a loss. 
 

d) Static or dynamic risk 
 

i. Static Risk: Which are connected with losses caused by the irregular  
action of the forces of the nature or the mistakes and misdeeds of 
human beings. 

v. Dynamic Risk: Which are associated with changes in human wants and 
improvements in Machinery or Technological innovations. 

 

e) Fundamental or particular risk 
 

i. Fundamental Risk: Risks associated with groups, impersonal in original  
and effect. These fundamental risks are in the form of Political or 
Economic changes happening to a group. 

vi. Particular Risk: Which are associated with individuals. 
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2. Categories of risks 
 

A number of different terms have been used to categorise risks according to the 
cause, the outcome or the method of tackling the risk concerned. 

 

a) Pure and speculative risk 
 

This category is concerned with the outcome of uncertain events. Pure risks 
are events the occurrence of which results in either loss to the individual or 
organisation concerned. Pure risk holds out no prospect of gain which is 
what distinguishes it from speculative risk, where the prospect of either gain 
or loss exists. 

 

Example 

 

Examples of pure risks include 

 
Chemical Fire, explosion 

Natural Cyclone, flood, earthquake 

Social Riot, strike, theft, fraud, negligence 

Technical Machinery breakdown 

Personal Death, disablement, sickness, theft, fraud and injury, 

 

It can be seen that in most cases it is unlikely that anything other than loss will 
result. 

 

Entrepreneurial or business risk undertaken by businessmen is an example of 
speculative risk where either profit or loss may result. 

 

Example 

 

The following chart provides illustrations of business risks. 

 
Technical New technology 

Social Consumer behaviour, industrial unrest 

Economic Inflation, tax policy, competition 

Political War, nationalisation 
 

Some examples of business risks are: 
 

i. Production may not achieve the planned output at the planned cost 
due to uncertain events such as non-availability of raw materials or 
increase in their costs or labour problems in the form of strikes, or work 
to rule or go slow tactics, etc. 
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ii. A firm may fail to sell its products at the planned price because of 
competitors’ actions in terms of reduced prices or better products or 
changes in fashions and consumer tastes and preferences or reduced 
consumer spending power due to recession, unemployment, etc. Export 
sales may be affected by war, changes in exchange controls, tariffs, 
import quotas 

 
iii. Most businesses depend upon credit for financing. Working capital may 

be affected if bank credit is not easily available or there is increase in 
market interest rates. Another risk is the failure of debtors to settle 
their debts. 

 

b) Dynamic and static risks 
 

These are more properly identified with the factors causing change. 
 

Dynamic risks are those associated with changes in society and arise from 
market, management and/or political forces and can result in either profit 
or loss. 

 

Static risks are independent of these movements and result only in loss. 
 

c) Fundamental and particular risks 
 

Fundamental risks are those which affect if not the whole of society at least 
a large proportion of it and arise from natural disasters or changes in the 
political or economic system. They are impersonal in the sense that they  
are not caused by the individual and they affect society as a whole. 

 

Particular risks are to some degree under the control of the individual or 
organisation concerned and affect only the party incurring the risk. A 
somewhat imperfect example may be if an individual chooses to leave his 
employment during a period of full employment and fails to secure another 
position immediately, the resulting unemployment could be the particular 
risk that the individual undertook when resigning in the first place. 

 
If, however, unemployment was a feature of the economic environment, this 
would be regarded as a fundamental risk. 

 
d) “Commercial” and “insurable” risk 

 

These terms are used by Bannister and Bawcutt in their book, “Practical 
Risk Management”. The principal distinction is that while some risks are 
amenable to insurance – e.g. static and pure risks – others are not. 

 
These commercial risks are normally associated with speculative or dynamic 
risks and are usually regarded as being uninsurable. 
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Does this then mean that only uninsurable risks should be the concern of the 
risk manager? This question arises on the grounds of the “trade-off” which 
takes place when an insurance premium is paid. The trade-off in this case is 
between the payment of the premium and the assurance by insurer that 
funds will be forthcoming in the event of a loss which is akin to the trade-off 
that occurs when a capital expenditure is made in the present against the 
expectation of higher returns over certain period of time. The trade-off 
being the commitment of premium, now is in the expectation of 
compensation of loss in the future. 

The conclusion is that many of the techniques that have been developed for 
dealing with insurable risks could be applied with equal profit to commercial 
risks and that the risk manager's activities and remit should not be restricted 
by this false division. 

 

3. Types of risk 
 

Thus the risks faced by the business enterprise fall into three main categories: 

a) Those which are at least partially manageable by management such as 
physical damage, liability etc 

b) Those directly controllable by management including risks normally 
associated with commercial management such as staff selection and 
control 

c) Those which are not under the direct control of management but 
which may be manageable to some degree or other such as the social, 
political and physical environment. These risks however include 
circumstances from which loss or gain may result. 

 

Test Yourself 4 

 

Which types of risks are considered in the context of the existence of a chance 
of loss only, but not the chance of gain at all? 

I. Pure risks 
II. Speculative risks 

III. Both pure risk and speculative risk 
IV. Neither pure risk nor speculative risk 

 

Test Yourself 5 

 

The risks faced by a business enterprise fall into three main categories. Which 
of the following is not one of the categories? 

I. Partially manageable by management 
II. Directly controllable by management 
III. Fully controllable by management 
IV. Manageable by social, political and physical environment 
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E. Risk Attitudes 
 

Risk attitudes can be defined as the ways in which a person behaves in an 
uncertain situation and vary from person to person because of their 
personalities, economic status, potential gains/ losses. 

 
These attitudes fall into one of the following categories: 

 

Diagram 1: Categories of risk attitude 

 

 
The risk neutral person reacts to risk in line with its statistical probability i.e 
with the likelihood of its occurrence. He tries to neutralise or balance the 
chance of a loss against the chance of gain e.g. if he has to bet on the result of 
a match between two teams, he will bet equal amounts on both the teams. 

 

The risk preferer actually welcomes the existence of risk and uncertainty. He is 
willing to take chance of gain against the odds posed by risks. 

 
The risk averter is the one normally frightened by risk and does not like to live 
with uncertainty. He would rather pay for certainty and will even pay for 
changing uncertainty into certainty, e.g. payment of premium to insurer for the 
assurance of loss compensation. 

 

Test Yourself 6 

 

Under which of the following risk attitude category is a person willing to take a 
chance of gain against the odds posed by risks? 

 
I. Risk neutral 

II. Risk preferer 
III. Risk averter 
IV. All of the above – risk neutral, risk preferer and risk averter 
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F. Risk costs 
 

The costs imposed by the existence of risk can be identified in three separate 
areas: 

 
1. Cost of the loss 

 
This includes both direct and indirect costs. 

 
Direct costs being those immediately attributable to the event – e.g. repairs to 
a damaged vehicle, replacement of goods damaged as the result of a collision, 
third party compensation, if necessary, assessor's expenses etc. 

 

Indirect costs in this example may be additional wear and tear on other vehicles 
and time lost by other drivers attending the scene of the accident. 

 
2. Costs of handling risk 

 

Time spent on identification, analysis and negotiation of insurance covers could 
be more profitably employed in income-generating activities. The additional 
monetary costs of loss prevention and reduction together with the costs of 
consultancy fees and insurers' profit loading serve to reduce the profitability of 
the company. 

 
3. Costs imposed by risk 

 

Because we live in an uncertain world, individuals are willing to pay amounts in 
excess of the sums which they stand to lose, on average, in the long term i.e. 
over their lifetime. This is known as the expected value of loss. 

 
The cost of risk is, thus, dependent on three variables, viz. 

 
a) Risk control measures, 

b) Uninsured losses 
c) Insurance 

 
These costs get distributed among the bearers of the risks, as shown in the 
following diagram: 
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Diagram 2: Costs of risks 
 

 

While investigating and distributing costs of any risk, another useful 
classification to be kept in mind is the distinction between private and social 
costs. 

 

i. Private costs are those costs necessarily incurred by the individual or 
firm engaging in a particular activity. 

 
ii. Social costs, as referred by economists, are those which fall on the 

community at large arising out of that activity. 
 

To illustrate, a manufacturing company will have to meet the direct costs of 
raw materials, labour and other utility services. However, if during the 
manufacturing process, it discharges untreated effluents into nearby water 
courses or smoke into the air, the ensuing loss of amenities, additional cleaning 
costs etc will fall upon the surrounding community. Prevailing law as applicable 
at the location of the activity whether the company has to pay for these costs; 
if they form part of the Private costs. 

 
There are both private and social costs associated with many pure risks. 



16 IC-86 RISK MANAGEMENT 

RISK COSTS CHAPTER 1 
 

 

 

Example 
 

For example, a serious fire may close down a factory with a consequent loss of 
employment not only for those who worked there, but also amongst its suppliers 
and local tradesman. 

 
Similarly, an explosion in a factory may cause extensive damage to surrounding 
properties and injuries to members of the public. Even if there is no legal 
compulsion to compensate injured third parties, the company may feel it as its 
moral obligation to do so in keeping better public relations. 

 

4. Handling risks 
 

Several methods are in everyday use for handling both pure and speculative 
risks. They include risk avoidance, risk reduction, risk retention (or a 
combination), risk transfer, hedging and research. These will be dealt with in 
subsequent chapters. 

 

Test Yourself 7 

 

Which costs are necessarily incurred by an individual or firm engaged in a 
particular activity? 

 
I. Private costs 
II. Social costs 
III. Direct costs 
IV. Indirect costs 
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Summary 
 

a) Risk is something or some event that can cause harm or loss; it is the 
exposure to events which cannot be predicted with absolute certainty. 

 
b) Risk is not always loss causing and some risks may cause both loss and gain. 

 

c) Uncertainties are the risks for which analysis is impossible by virtue of the 
fact that they are either a “one-off” event or because their occurrence does 
not follow an apparent pattern of events. 

 
d) The Probability of Occurrence or the chance that an event may take place is 

defined as the number of occasions a particular event will occur in an 
infinitely large number of independent events. It is always in the range of 
Zero to One. 

 

e) The deviation in actual from expected outcome is a measurement of the 
degree of variation between expected and actual outcome 

 
f) Classification of risks: 
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g) Categories of risk attitude: 
 

 Risk neutral: person reacts to risk in line with its statistical probability 

 Risk preferer: person welcomes the existence of risk and uncertainty 
 Risk averter: person is normally frightened by risk and does not like to 

live with uncertainty 
 

h) Costs of risks 
 

 Cost of loss, both direct and indirect 
 Costs of handling risks 
 Costs imposed by risk 
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Answers to Test Yourself 


Answer 1 
 

The correct option is I & II. 
 

Risks causing direct harm or damage are physical & social risks. 
 

Answer 2 
 

The correct option is I. 
 

Risk is defined as the variation in the outcome that occurs over a specified 
period in a given situation. 

 

Answer 3 
 

The correct option is I. 
 

The probability of occurrence is measured as a decimal or a fraction or as a 
percentage. 

 
Answer 4 

 

The correct option is I. 
 

Pure risk is considered in the context of the existence of a chance of loss only, 
but not the chance of gain at all. 

 
Answer 5 

 

The correct option is III. 
 

The risks faced by the business enterprise fall into three main categories: 
 

 Those which are at least partially manageable by management 
 Those directly controllable by management 
 Those which are not under the direct control of management but which 

may be manageable to some degree or other such as the social, political 
and physical environment. 

 

Answer 6 
 

The correct option is II. 
 

Under risk preferer category of risk attitude, a person is willing to take a chance 
of gain against the odds posed by risks. 
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Answer 7 
 

The correct option is I. 
 

Private costs are those costs necessarily incurred by the individual or firm 
engaging in a particular activity. 

 

Self-Examination Questions 

 

Question 1 
 

In accordance with the concise oxford dictionary, risk is defined as  . 
 

I. Chance of loss or injury 
II. The degree of probability of loss 
III. The effect of uncertainty on objectives 
IV. Exposure to mischance 

 

Question 2 
 

Which risks arise from “confiscation, expropriation, nationalisation and 
deprivation” of private property by governments? 

 
I. Social risks 

II. Political risks 
III. Natural risks 
IV. Speculative risks 

 
Question 3 

 
Insurers generally use the word ‘risk’ in two distinctive meanings viz. as a 
subject matter of insurance and different types of  . 

 

I. Hazards 
II. Uncertainties 
III. Perils 
IV. Losses 

 
Question 4 

 

Risks result in injury or loss for a number of reasons and often in combination of 
 

 

I. Lack of awareness, lack of motivation 
II. Lack of motivation, lack of capability 
III. Lack of capability, lack of awareness 
IV. Lack of awareness, lack of motivation, lack of capability 
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Question 5 
 

Under which of the following risk attitude category is a person normally 
frightened by risk and does not like to live with uncertainty? 

 

I. Risk neutral 
II. Risk preferer 
III. Risk averter 
IV. All of the above – risk neutral, risk preferer and risk averter 

 

Answers to Self-Examination Questions 

 

Answer 1 
 

The correct option is IV. 
 

In accordance with the concise oxford dictionary, risk is defined as hazard, 
chance of bad consequences, loss etc.; exposure to mischance. 

 

Answer 2 
 

The correct option is II. 
 

Political Risks arise from “confiscation, expropriation, nationalisation and 
deprivation” of private property by governments (CEND). 

 
Answer 3 

 

The correct option is III. 
 

Insurers generally use the word ‘risk’ in two distinctive meanings viz. as a 
subject matter of insurance and different types of perils. 

 
Answer 4 

 

The correct option is IV. 
 

Risks result in injury or loss for a number of reasons and often in combination of 
lack of awareness, lack of motivation and lack of capability. 

 
Answer 5 

 
The correct option is III. 

 

Under risk averter category of risk attitude, a person is normally frightened by 
risk and does not like to live with uncertainty. 
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CHAPTER 2 
 

RISK MANAGEMENT – SCOPE AND OBJECTIVES 
 
 

 

Chapter Introduction 
 

Having studied the “Risk Concepts”, let us now move to the area of “Risk 
Management” in this chapter. The chapter discusses the concept of risk 
management including its various definitions, basic components, contributions 
and benefits. 

 

It also explains why risk management is not similar to strategic management. 

 

Learning Outcomes 

 

A. Risk management approach 
B. Risk management - definitions and basic components 
C. Risk management - contributions and benefits 
D. Strategic management vs. Risk management 
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Look at this Scenario 
 

Twilight Co. is venturing into the manufacture of chemicals that involve the 
testing and use of uranium and platinum. Both these chemicals may be very 
harmful to human beings. 

 
Twilight has set up its plant at an underground site in a remote area. The 
biggest risk that the business faces is the risk of serious or even fatal injuries to 
its employees. 

 
The risk management approach for the company should begin by identifying the 
events that could give rise to the risk, then consider the likelihood of them 
occurring and then consider the various possible injuries the work process can 
cause to the workers such as health risks and the risk of death. 

 
Study of the risk management approach will enable management to better 
understand how it can effectively battle the risk by creating an appropriate risk 
management process. 

 

A. Risk management approach 

 

Until a few years ago Risk Management to many of us equated roughly with 
insurance, so that if a risk is insured that was effective risk management. The 
growing awareness and importance of risk management has brought about a 
subtle change in the status of the insurers and the insured alike. 

 
The major factors contributing to bring about such a change are the growing 
complexities of industrial and commercial risks, the vast amount of money at 
stake in terms of assets, people and potential liabilities. 

 

Risk management in terms of skills, knowledge and opportunity offers a wider 
appeal than simply insurance which is just one link in the risk management 
process chain. 

 
Before deliberating on Risk Management, it may be worthwhile to note that: 

 
1. It means application of the following general management concepts to a 

specialised area 

 
a) To manage is to forecast and plan, to organise, to command, to 

coordinate and to control, 
b) To foresee and plan means examining the future and drawing up the plan 

of action, 
c) To organise means building up the dual structure of the undertaking, 

both material and human, 
d) To find good and dependable alternatives, compare the results of these 

alternatives, choose among them. 
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2. Risk management requires preparing plans, organising materials and 
individuals, maintaining activity for the selected objectives, binding 
together and unifying all activities and efforts and controlling the activity to 
ensure that everything occurs in conformity with established rules. 

 
3. Risk is created by: 

 
a) Activities (Technical, Scientific, Commercial; Constructional; 

Manufacturing, Financial, Professional; Security, Charitable; or Political) 

b) Relationship to People or Property 

c) Laws and Regulations 

d) Environmental, Physical, Social, Political 

This suggests that what need to be done with risks is - analysis, treatment and 
financing. 

 
Diagram 1: Steps involved in risk management process 

 

 

The process of risk management generates both benefits and costs for a 
particular organisation, for a given community and for the entire economy. 

 
For an organisation such benefits include reduced costs of risks, lowered 
adverse effects from exposure to losses, reduced waste of resources and 
improved allocation of productive capabilities. 

 
4. Managing risks within a company implies a three-fold approach 

 

a) Formal system of risk threat 
 

i. Identification/anticipation, 
ii. Measurement/evaluation/assessment, 
iii. Control, 
iv. Recording information and decisions, 
v. Monitoring results. 
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b) Adopting measures for economic control that either 
 

i. Produce a measurable reduction in overall cost of risk, 
ii. Noticeably reduce the possibility of both everyday working risks and 

catastrophe loss and/or, 
iii. Help to ensure the company’s survival whilst minimising the cost of risk 

control. 

c) Establishing management responsibilities for risks. 
 

The potential for applying risk management is very wide. Apart from the 
insurable risk area it includes: 

 

i. Commercial risks – evaluating trade-off between risk and return, 
ii. Political risks – recognizing threats in the environment and keeping the 

company in balance, 
iii. Social risks – Dealing with risk problems in a social context, 
iv. Project risks – ensuring on-time, on-budget performance, 
v. IT risks – the special vulnerabilities in I T operations, 

vi. Military risks’ 
vii. Personal risks – handling various threats to the individual. 

 
Application of each area will require analysis of the physical situation and 
consideration of both the motivation and attitudes of the parties involved. 

 
One of the biggest issues in practical risk management is the reluctance to 
recognise that risk management performance is closely related to 
organisational competence and objectives. This means that it is difficult to 
solve risk problems in a badly managed company and that any risk 
management activity may create considerable conflict. 

 

Test Yourself 1 

 

What does the process of risk management generate for a particular 
organisation, for a given community and for the entire economy? 

 
I. Benefits 
II. Costs 

III. Both benefits and costs 
IV. Neither benefits nor costs 
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B. Risk management - definitions and basic components 
 

1. Definitions 

 

Definition 

 

The simplest definition of Risk Management can be: ‘The identification, 
evaluation, control and prevention, and transfer of risk’ 

 

Definition 

 

Other commonly quoted definitions include: 
 

a) The protection of assets, earnings, liabilities and people of an enterprise 
with maximum efficiency and at minimum cost. 

b) The identification and evaluation of the threats to the expectations of 
an organisation and the development of means whereby the expectations 
will be fulfilled in the most efficient manner by removing or reducing 
those threats’. 

c) The identification, measurement and economic control of risks that 
threaten the assets and earnings of a business or other enterprise. 

d) Risk management is the identification, assessment, and prioritisation of 
risks followed by coordinated and economical application of resources  
to minimise, monitor, and control the probability and/or impact of 
unfortunate events or to maximise the realisation of opportunities. 

e) Risk Management is the process of measuring, or assessing, risk and 
developing strategies to manage it. Strategies include avoiding the risk, 
reducing the negative effect of the risk, transferring the risk to another 
party and accepting some or all of its consequences. 

f) Traditional risk management focuses on risks emanating from physical or 
legal causes (e.g. natural disasters, or fires, accidents, death, and 
lawsuits). 

g) Financial risk management, on the other hand, focuses on risks that can 
be managed using traded financial instruments. 

 

Definition 

 

For non-profit organisations, the definition can read: ‘The identification, 
measurement and economic control of risks that threaten the continued 
provision of essential goods and services”. 
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2. Basic components of a risk management process 

 
Which form of definition is appropriate will depend on the situation being 
examined. However, basic components of the risk management process shall 
remain the same viz. 

a) Identification: The recognition / anticipation of risks that threaten the 
assets and earnings of a business enterprises 

b) Evaluation /measurement/assessment: Estimating the likely probability 
of risk occurrence and its likely severity 

c) Prevention and control: Measures to avoid occurrence of risk, limit its 
severity and reduce its consequences 

d) Financing: Determining what the cost of risk is likely to be or might be 
and ensuring that adequate financial resources are available 

 

The words ‘economic control’ will always be seen in the Risk Management 
definitions. What is meant by these words? They mean: 

 

Definition 

“Adopting measures for economic control that either: 

a) Produce a measurable reduction in the cost of risk and / or 
b) Reduce noticeably the possibility of catastrophe loss and / or 
c) Help to ensure the company’s survival whilst minimising the overall cost 

of risk control.” 

 

Test Yourself 2 

The simplest definition of risk management can be the identification, 
evaluation, control and prevention and  of risk. 

I. Transfer 
II. Expectation 
III. Protection 
IV. Retention 

 

Test Yourself 3 

The basic components of risk management indicate: 

I. The recognition / anticipation of risks that threaten the assets and earnings 
of business enterprises 

II. Estimating the likely probability of a risk occurrence and its likely severity 
III. Measures to avoid occurrence of risk, limit its severity and reduce its 

consequences 
IV. Determining what the cost of risk is likely to be or might be and ensuring 

that adequate financial resources are available 
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C. Risk management - contributions and benefits 
 

1. Possible Contributions of risk management to a business 
 

These can be broadly summarised as under: 
 

a)  Risk Management can make the difference between survival and 
failure. 

 

b)  Profits can be improved by reducing expenses as well as increasing 
income. 

 
c)  Risk Management can contribute directly to business profits in at least 

six ways: 
 

i. If a business has successfully managed its pure risks, the peace of mind 
and confidence gained permits it to investigate and assume attractive 
speculative risks that they might otherwise seek to avoid. 

ii. By alerting to the pure risk aspects of speculative ventures, risk 
management improves the quality of the decisions regarding such 
ventures. 

iii. Once a decision is made to assume a speculative venture, proper 
handling of the pure-risk aspects permits the business to handle the 
speculative risk more wisely and more efficiently. 

iv. Risk Management can reduce the fluctuations in annual profits and 
cash flows. 

v. Through advance preparations, Risk Management can, in many cases, 
make it possible to continue operations following a loss, thus retaining, 
customers or suppliers who might otherwise turn to competitors. 

vi. Creditors, customers and suppliers, all of whom contribute to 
company’s profits, prefer to do business with a firm that has sound 
protection against pure risks. Employees also prefer to work for such 
firms. 

 Peace of mind made possible by sound management of pure risks may 
itself be a valuable non-economic asset because it improves the 
physical and mental health of the management and owners. 

 The Risk Management plan may also help others, such as employees, 
who would be affected by loss to the firm, risk management can also 
help satisfy the firm’s sense of social responsibility or desire for a 
good public image. 
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2. Benefits of risk management to a business 
 

An effective risk management practice does not eliminate risks. Risk 
management provides a clear and structured approach to identifying risks and 
minimising their negative impact on different aspects of a business activity. Risk 
management has other benefits for an organisation, including: 

 

a) Saving resources: Time, assets, income, property and people are all 
valuable resources that can be saved if fewer claims occur. 

b) Protecting the reputation and public image of the organisation. 
c) Preventing or reducing legal liability and increasing the stability of 

operations. 
d) Protecting physical, human and intellectual assets from bodily injury and 

damage. 
e) Protecting the environment. 
f) Enhancing the ability to prepare for various circumstances. 
g) Reducing liabilities. 
h) Assisting in clearly defining insurance needs. 

 
The various benefits of risk management can be broadly summarised in the 
following diagram: 

 

Diagram 2: Potential benefits of risk management 
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Test Yourself 4 
 

How can Risk Management contribute directly to business profits? 
 

I. By increasing stock levels 
II. By stabilising cost 
III. By retaining cash flows 
IV. By reducing the fluctuations in annual profits and cash flows 

 

D. Strategic management vs. risk management 

 

It is a view held by some people that “strategic management” would be a better 
term in place “risk management” in order to describe and explain the 
management techniques suitable for any type of uncertainty. 

 
Strategic management, in its broader sense would differ from risk management 
of exposures to accidental losses in the following ways: 

 

a) Strategic management encompasses both pure and speculative risks with 
equal importance, 

b) Strategic management aims at growth of an organization to fulfil its full 
productive potential, 

c) Strategic management focuses on an organization as a whole and not 
only on loss exposures 

 
Thus, risk management of exposures to accidental losses can be viewed as part 
of strategic management and therefore, becomes an independent discipline and 
part of the more generic strategic management. 

 
Objectives of risk management 

 
The major objectives for an enterprise can be: 

a) Mere survival 

b) Peace of mind 
c) Lower Risk Management costs and thus higher profits 
d) Fairly stable earnings 
e) Little or no interruption of operations 
f) Continued growth 
g) Satisfaction of the firm’s sense of social responsibility or desire for a 

good corporate image, 
h) Satisfaction of externally imposed obligations (e.g. legislative 

requirements). 
 

“Risk Management” has, nowadays, become a popular term. Its use has grown as 
experts in multiple fields have recognised their inability to precisely predict 
outcomes in specific situations within their areas of operations. 
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The term “risk management” is now widely used by them to describe their 
efforts to cope with any uncertainties and make the outcomes more 
predictable. 

 

Example 

 

For example: 

 Financial institutes may refer to the defaults on the loans advanced by 
them, 

 Financial managers may refer to the cash flows as risks, 
 Project managers may refer to the risks that may delay the projects, 

etc. 
 

Such meanings are appropriate in their own situations and do not detract from 
the risk management of exposures to accidental losses. In all situations, 
however, risk management deals with the management of uncertainties from 
any number of sources and achieving objectives. 

 

The first essential step towards achieving the above objectives will be to 
establish an effective risk management programme, which also needs to 
remain flexible to adopt changing conditions in the business environment. 

 
The following elements of a risk management programme, therefore, gain 
importance towards building-up an effective risk management programme. 

a) Setting programme objectives, 
b) Defining the role, responsibilities, functions and reporting relationship of 

the Risk Manager, 
c) Organising and putting the programme in place, 
d) Controlling the programme, 
e) Formulating a risk management policy. 

 
These are discussed in detail in subsequent chapters. 

 

Test Yourself 5 

 

What is the difference between strategic management and risk management? 
 

I. Strategic management encompasses both pure and speculative risks with 
equal importance 

II. Risk management encompasses both pure and speculative risks with equal 
importance 

III. Risk management focuses on an organisation as a whole and not only on loss 
exposures as strategic management 

IV. Strategic management can be considered a subset of risk management 
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Summary 
 

a) Risk management in terms of skills, knowledge and opportunity offers a 
wider appeal than simply insurance which is just one link in the risk 
management process chain. 

 
b) Steps involved in risk management process: 

 

 Risk analysis 
 Risk treatment 
 Risk financing 

 
c) Managing risks within a company implies a threefold approach: 

 

 Formal system of risk threat 
 Adopting measures for economic control 
 Establishing management responsibilities for risks 

 
d) Insurable risk area includes: commercial risks, political risks, social risks, 

project risks, IT risks, military risks and personal risks. 
 

e) The simplest definition of Risk Management can be: ‘The identification, 
evaluation, control and prevention, and transfer of risk’. 

 

f) Risk Management is the process of measuring, or assessing, risk and 
developing strategies to manage it. 

 
g) Basic components of risk management process: 

 
 Identification 

 Evaluation / assessment 
 Prevention and control 
 Financing 

 
h) An effective risk management practice provides a clear and structured 

approach to identifying risks and minimising their negative impact on 
different aspects of a business activity. 

 
i) Strategic management, in its broader sense, would differ from risk 

management of exposures to accidental losses. Risk management is an 
independent discipline and part of the more generic strategic management. 
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Answers to Test Yourself 
 

Answer 1 
 

The correct option is III. 
 

The process of risk management generates both benefits and costs for a 
particular organisation, for a given community and for the entire economy. 

 

Answer 2 
 

The correct option is I. 
 

The simplest definition of risk management can be the identification, 
evaluation, control and prevention and transfer of risk. 

 

Answer 3 
 

The correct option is II. 
 

Risk evaluation /assessment indicates estimating the likely probability of a risk 
occurrence and its likely severity. 

 

Answer 4 
 

The correct option is IV. 
 

Risk Management can reduce the fluctuations in annual profits and cash flows. 
 

Answer 5 
 

The correct option is I. 
 

Strategic management encompasses both pure and speculative risks with equal 
importance. 

 

Self-Examination Questions 

 

Question 1 
 

Insurable risk area includes all of the following risks EXCEPT: 
 

I. Political risks 
II. IT risks 
III. Cultural risks 
IV. Military risks 
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Question 2 
 

One of the basic components of risk management is risk financing. It means: 
 

I. The recognition / anticipation of risks that threaten the assets and earnings 
of business enterprises 

II. Estimating the likely probability of a risk occurrence and its likely severity 
III. Measures to avoid occurrence of risk, limit its severity and reduce its 

consequences 
IV. Determining what the cost of risk is likely to be or might be and ensuring 

that adequate financial resources are available 
 

Question 3 
 

Which of the following statements is incorrect with regards to the risk 
management contributions to business profits? 

 
I. Successful management of pure risks permits to investigate and assume 

attractive speculative risk 

II. Employees do not prefer to work for firms managing pure risks 
III. Risk Management can reduce the fluctuations in annual profits and cash 

flows 
IV. Risk Management can make it possible to continue operations following a 

loss 
 

Question 4 
 

Which of the following is not an element of an effective risk management 
programme? 

 

I. Setting objectives 
II. Eliminating risks 
III. Defining responsibilities of the risk manager 
IV. Controlling programme 

 
Question 5 

 

Risk management of exposures to accidental losses can be viewed as a part of: 
 

I. Strategic management 
II. Financial management 
III. Tactical management 
IV. Operational management 
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Answers to Self-Examination Questions 
 

Answer 1 
 

The correct option is III. 
 

Insurable risk area includes: commercial risks, political risks, social risks, 
project risks, IT risks, military risks and personal risks. 

 
Answer 2 

 

The correct option is IV. 
 

Determining what the cost of risk is likely to be or might be and ensuring that 
adequate financial resources are available. 

 
Answer 3 

 

The correct option is II. 
 

The Risk Management plan may help employees who would be affected by loss 
to the firm. Risk management can also help satisfy the firm’s sense of social 
responsibility or desire for a good public image. Employees prefer to work for 
such firms. 

 
Answer 4 

 

The correct option is II. 
 

An effective risk management practice does not eliminate risks; it provides a 
clear and structured approach to identifying risks and minimising their negative 
impact on different aspects of a business activity. 

 
Answer 5 

 

The correct option is I. 
 

Risk management of exposures to accidental losses can be viewed as a part of 
strategic management. 
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CHAPTER 3 
 

BUILDING-UP AN EFFECTIVE RISK MANAGEMENT 

PROGRAMME 

 

 
Chapter Introduction 

 

The risk environment has been evolving rapidly, as advancing technological and 
social developments bring forth new or hitherto dormant risks associated with 
phenomena such as hijacking, hazardous materials, pollution, electronic data, 
and exposure to legal and political liability. The enterprise has, therefore, an 
obligation to be fully aware of the state-of-the-art in risk management, and to 
prevent losses and unnecessary expenditures. 

 
Risk management can be extremely cost-effective when departments assess 
their risks properly and determine the most economical way to avoid them 
entirely, or reduce them to a minimum and limit potential expenditures arising 
from accidents or emergencies. 

 

In the broadest sense, effective risk management ensures continuity of 
operations, maintenance of services to, and protection of the interests of, the 
parties involved. Because all manner of risks are present throughout operations, 
successful delivery of a program is contingent upon effective and cohesive 
management of those risks. The saying "forewarned is forearmed" is an apt 
description of the management of risk. 

 
Emergence of risk management as an independent management tool has 
brought forth the facts that it is essentially a multi-disciplinary process where 
different skills are brought together in risk problem solving. 

 
It can be seen as a collection of techniques used in a coordinated and flexible 
manner; how it is applied will depend upon many factors including the 
following: 

 
1. Individual levels of knowledge and awareness, 
2. Management style and inclination, 
3. Operational capability of the firm or its team, 
4. Social style and culture. 

 

Achieving management objectives necessitates setting up a risk management 
programme fully responsive to the environments of the enterprise. The 
following aspects of a risk management programme, therefore, are considered 
important towards building-up an effective risk management programme. 
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Learning Outcomes 

 

A. Deciding the programme objectives 
B. Defining the role, responsibilities and functions of the Risk Manager 
C. Organising and putting the programme in place 
D. Formulating a risk management policy 

 

Look at this Scenario 
 

Secure Finances (SF) is a vastly expanded financial services provider. It operates 
in more than 15 countries and provides its expertise and services to clients 
throughout the world. Its clientele include a broad range of personal, 
commercial, corporate and institutional customers. 

 

It has firmly integrated sustainability practices into its corporate framework, 
thereby creating economic value by improving its environmental and social 
performance beyond mere compliance with laws and regulations. 

 
SF has been consistently delivering good results with minimal losses attributed 
to failures due to operational and business risks. This success has been a result 
of the robust risk mitigation policies followed at SF. 

 

SF defines the duties and responsibilities of its risk manager as follows: 
 

a) To define risk / reward appetite and establish key performance targets 
b) To identify risk, define audit objectives and scope and test and evaluate 

controls over risks 
c) To enhance knowledge of principles, practices, techniques and methods 

of accounting and auditing 
d) To prepare reports and other supporting documentation giving 

information on the company’s situation 
e) To provide effective management and ensure the correct evolution of 

risk management strategies and the achievement of corporate business 
objectives 

f) To review the laws, regulations, policies and procedures in order to 
interpret their meaning and determine their impact 

g) To conduct quality research, categorise issues and communicate the 
objectives of the exercise and its importance to the company 

h) To identify key strategic risks that would prevent the achievement of 
objectives 

i) To consider adequacy of risk management and internal control through 
reviewing the mechanisms for the assessment and management of risk 
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A. Deciding the programme objectives 
 

The approach in deciding the programme objectives will be guided by the aims 
and concerns of a management during the three major phases related with an 
event namely: 

 

a) Pre event 
 

These are aimed at reducing the chance of loss occurring by: 
 

i. Eliminating the possibility of its occurrence – avoiding the risk, e.g. using 
non–flammable liquid in place of an inflammable liquid 

ii. Reducing the probability of its occurrence – improving the risk, e.g. 
clearing waste at more frequent intervals 

 

b) During event 
 

These are concerned with containing the effects of any damaging or harmful 
incident i.e. 

 

i. Detecting the occurrence and raising an alarm 
ii. Using the appropriate risk/loss protection mechanisms (e.g., use of 

proper fire-fighting systems like hydrant or foam extinguishing systems). 
 

c) Post or following event 
 

These are concerned with limiting effects of loss by: 
 

i. Minimising the extent of loss 
ii. Maximising the salvage 

 
The risk management programme should support the organisation’s overall goals 
or mission. 

 
With a clear understanding of those goals and the above approach, the risk 
management programme objectives can be formulated for the Pre-loss and 
Post-loss scenario with the primary focus being that the “Pre-loss” measures can 
be termed as “objectives even if no loss occurs” whereas the “Post-loss” 
objectives can be termed as “objectives in the event of a loss”. 

 
Thus, the pre-loss objectives would relate to item (1) and the post-loss 
objectives would relate to items (2) and (3) above. 
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1. Pre-loss objectives 
 

Irrespective of its history of accidents/losses of an organisation, the risk 
management programme must support the operational objectives of the 
management which relate to: 

 

a) Achieving economy of operations 
 

Risk management should be cost effective in order to avoid incurring 
excessive cost is for gaining small benefits i.e. the cost should not be 
disproportionate to the gains obtained. 

 

At times, people are tempted to compare risk management costs with such 
costs in similar organisations in order to judge the efficiency of the 
programme. However, such comparisons become difficult for the reasons of 
different systems of cost allocation followed by different companies. 

 
Some companies may consider such costs as overhead expenses, whereas 
some others may allocate them to different profit centres. 

 

Tip 

 

Remember that risk management on its own is neither a profit centre nor a 
business vertical which can support its own costs. 

 

b) Keeping severity / impact of risk at tolerable level 
 

A good risk management programme will not only make the operating 
personnel aware of potential loss situations, but will also provide comfort to 
all that these exposures are being managed well. Various methods of risk 
mitigation, control and financing are discussed in detail in subsequent 
chapters. 

 
The risk management programme should also assure the management of the 
organisation the uncertainty of accidental losses is adequately handled and 
the risk impacts are kept at tolerable level. Such an assurance by the 
programme enables the management to effectively make and implement 
decisions. 

 
c) Compliance with statutes 

 

Different legal structures apply to different organisations imposing different 
legal obligations. Failing to meet these obligations may lead to a variety of 
liability exposures. 

 
Every entity and every management want to observe compliance with all 
applicable laws and regulations. 
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An effective risk management programme adopts proper procedures and 
methods to ensure compliance with all applicable legal provisions. 

 

Example 

 

Some examples of such legal requirements are: 
 

a) Laws relating to occupational health and safety 
 

b) Regulations regarding hazardous goods – transportation, storage, 
handling and waste disposal 

 
c) Labeling requirements for consumer goods 

 
d) Statute establishing mandatory insurance etc. 

 

Violating a statute or a regulation or non-compliance with the law in itself 
are loss exposures which may invite fines, penalties, injunctions or at times 
much stricter legal actions like closure of a unit. As a result the concern for 
legality i.e. operating within the law extends to conduct of everyone who 
works for the organisation. 

 

d) Humanitarian behaviour 
 

Legal and statutory provisions may impose specific items for compliance. 
However, every enterprise has an objective of good citizenship and social 
responsibility. Prudence requires that an organisation takes effective steps 
to ensure that the society – community at large- is not affected by 
accidental losses that may arise as a result of its activities. 

 

An effective risk management programme goes a long way in assisting 
management of the organisation to prevent such losses or reduce their 
impact. 

 
Needless to mention, this objective of humanitarian behaviour applies 
throughout also equally applies during the post loss period. 

 

2. Post loss objectives 
 

Survival after a severe loss is always the basic objective of any management. 
However, continuing operations and uninterrupted growth can be termed as the 
most ambitious objectives that any management would try to achieve. 
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It goes without saying that “more ambitious the objectives, more difficult and 
costly it will be to achieve them”. 

 
a) Degree of ambitions will move in ascending order from mere survival to 

continuity of operations to profitability to stability of earnings to 
humanitarian behaviour to uninterrupted growth. 

 

b) Degree of necessity of each of these factors would decide the resource 
requirements and consequently the cost as described by the following 
diagram: 

 
Diagram 1: Degree of necessity and level of ambition 

 

 
Having seen this major aspect, let us now look at each of the ambitions 
named in the above diagram: 

 
a) Survival 

 
An organisation can be considered to have survived an accidental loss when 
that loss does not bring a permanent halt to its production and to the 
incomes of those who work for or own it. 

 
For risk management purposes, survival is not a legal concept but an 
operational one in as much as that a distressed organisation may survive 
major losses but would cease to be the same legal entity due to merger or 
acquisition 
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b) Continuity of operations 
 

An uninterrupted continued operation is perhaps the situation every 
organisation would like to enjoy. Objective of continued operations without 
any interruption is more demanding on the resources and the costs as 
compared to that of mere survival. 

 

It would also require thorough understanding of the critical operations of an 
organisation and the maximum tolerable interruption period for each of such 
operations. 

 
In such situation, the risk management programme should logically take into 
account the following steps: 

 
i. Identification of critical operations/activities whose stoppage cannot be 

tolerated 
 

ii. Identification of types of accidents that could interrupt such 
operations/activities 

 

iii. Ascertaining the stand-by or alternate resources that should be 
immediately available to counter effects of those accidents 

 
iv. Ensuring availability of such stand-by or alternate resources, even at 

most difficult times, which would involve additional costs 
 

In addition to survival and continuity of operations, an organisation would 
have at least three more post-loss objectives relating to its financial 
condition. They are profitability, stability of earnings and continued growth. 
These are essential elements of a risk management programme. 

 

c) Profitability 
 

This is an organisation’s capability to generate net income. Its management 
may prescribe some minimum amount of profit that they would like to 
achieve in any eventuality. The risk management programme, under such a 
situation, would aim at reducing both the loss exposure and financial 
consequences of loss by transferring to insurance or other means. Obviously 
the cost of managing risks for such an organisation would be larger. 

 
d) Stability of earnings 

 
Some organisations prefer to achieve stability of earnings over a period of 
few years, rather than struggling for highest levels of current earnings. This 
needs highly predictable risk management costs, for insurance or loss 
prevention over other risk financing techniques. 
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e) Growth 
 

Growth, in simple terms, shall relate to enlarging the size and scope of its 
activities or products or its assets and increasing its market share. 
Management of such an organisation will be inclined to take more risks 
towards achieving growth and budget for the risk management programme 
may be found inadequate. If this organisation suffers a severe loss for which 
it is not prepared, it’s real cost of not managing risks may be very high. 

 

The goal of risk management programme for such a growing organisation will 
be to protect its expanding resources, so that a severe accidental loss does 
not block its path of expansion. 

 

Test Yourself 1 

 

While deciding objectives of a risk management programme, which of the 
following phases is/are aimed at eliminating the possibility of its occurrence? 

 
I. Pre event 
II. During the event 
III. Post event 
IV. All three phases – pre event, during the event and post event 

 

Test Yourself 2 

 

Which of the following ambitions is an organisation’s capability to generate net 
income? 

 
I. Stability of earnings 

II. Profitability 
III. Growth 
IV. Continuity of operations 



43 IC-86 RISK MANAGEMENT 

DEFINING THE ROLE, RESPONSIBILITIES AND FUNCTION OF RISK MANAGER CHAPTER 3 
 

 

 

B. Defining the role, responsibilities and function of risk manager 

 

Definition 
 

A person who primarily holds responsibility for an organisation’s risk 
management programme is, at times, referred as a risk management 
professional, but is more popularly called as Risk Manager. 

 

The risk management functions may be performed by an executive or 
designated or other senior executive or; in smaller organisations, by the CEO or 
by someone outside the organisation such as a broker or risk management 
consultant. 

 
One of the most difficult features of risk management is that no single person 
can possess all of the multi-disciplinary expertise required to carry out every 
part of the risk management process. Therefore, the risk manager’s efforts  
must be focused on securing co-operation of others at every level of an 
organisation. 

 

1. The scope of the risk manager’s duties, functions and responsibilities 
 

Generally, the duties of a risk manager can be grouped as involving the 
organisation’s overall risk management programme, use of risk management 
techniques and use of risk financing techniques. 

 

a) Risk determination and evaluation: Identifying potential loss exposures 
and the size of the potential loss. 

b) Preparing a risk profile to analyse risk position & establish main risks to 
which company is exposed, 

c) Risk financing: determining adequate self-insured retention (sirs) or 
deductible levels and policy limits, whether to insure or retain the 
exposure, and placing insurance coverage. 

d) Carry out audit of present risk management capability, 
e) Loss prevention engineering: Designing mechanical systems and 

procedures to prevent or minimise loss or property from perils such as 
fire, explosion or windstorm). 

f) Security: administering security personnel and/or advising on security 
procedures to prevent or minimise loss or property from human perils 
such as crime, vandalism or riot). 

g) Safety administration: designing and/or administering systems and 
procedures to prevent or minimise loss from employee injuries and 
diseases, (including review of compliance with government regulations). 
Promoting safety & loss prevention ideas and systems will be an integral 
part of the risk manager’s functions. 

h) Claims handling administration: Liaison with insurer on all claims or 
administration of self-insured claims handling facilities). 
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i) Employee benefit plan design and/or administration 
j) Administration of risk management unit program 
k) Insurance accounting: Premium allocation, loss statistics and other 

record keeping functions 

l) Budgeting and management of the risk management unit. 
m) Preparing risk & insurance manuals: To set out and explain why & how 

things are or are to done; responsibilities of teams and members in risk 
problem solving etc. Format of such manuals will depend upon and need 
to be tailored to individual needs. 

n) Records keeping: Record keeping is essential to gather and provide 
information, including statistical data, required for risk analysis and risk 
handling purposes. 

o) Preparing periodical reports for management information as also 
preparing formats for reports for gathering information from others 
including accident reporting. 

p) Communication: Setting up proper lines of communication within 
different departments of the organization as well as outside agencies, as 
necessary. 

q) Co-operation: For efficient performance, the risk manager must gain co- 
operation of others who possess information and/or whose help is 
needed in carrying out risk management tasks. 

r) Monitoring and reviewing the risk management process for effective 
administration and ensuring that any changes in risk situation of the 
organization get incorporated in the risk management programme. 

 

2. Risk profile 
 

A schematic representation which establishes the unique risk position of a 
company to quantify: 

 

 Activities 
 Assets 
 Earnings 
 Special skills 
 Future objectives 

 Risk attitude / philosophy 
 Vulnerabilities chart 
 Risk financing and other data 

 
3. Risk audit 

 
Reviews risk management capabilities and covers: 

 

 Identification 
 Measurement 
 Evaluation of control and financing 
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4. Difference between risk profile and risk audit 

 
While the risk profile The Risk audit 

 Considers exposures of a company 
to risks and 

 Looks for major possible risk 
problems 

 Involves work with top 
management 

 Means work on company sites, 
suppliers and customers, 

 Recording of discussions and 
findings, 

 Review 

 

Test Yourself 3 

 

Within the scope of the risk manager’s duties, functions and responsibilities, 
what is essential to gather and provide information, including statistical data, 
required for risk analysis and risk handling. 

 
I. Budgeting 
II. Insurance accounting 
III. Record keeping 
IV. Preparing risk and insurance manuals 

 

C. Organising and putting the programme in place 

 

In practice, it is not possible that a single way of organising risk management 
will accommodate all situations encountered by a risk manager. He must gain 
thorough understanding of the organisation’s operations and current activities 
before attempting any new activity or making any changes. 

 
Diagram 2: Requirements of risk management programme 

 



46 IC-86 RISK MANAGEMENT 

ORGANISING AND PUTTING THE PROGRAMME IN PLACE CHAPTER 3 
 

 

1. Risk management department set-up 
 

Organising and putting the programme in place would require a proper set up 
for the risk management section; it can be a separate department, or a small 
team depending on the size and style of operation of that organisation. 

 

2. Co-operation with other departments 
 

Successful implementation of a risk management programme involves all 
employees in managing loss exposures created by their activities. 

 
Selling and promoting the ideas of safety / loss prevention, risk awareness and 
risk management will be essential for effective conduct of the risk management 
department. Co-operation of other departments and getting proper budgetary 
allocation will be essential factors. 

 
3. Accounting 

 
Most of the available accounting data, though based on historical costs, contain 
valuable information vital to an organisation’s survival and is of immense value 
in adjusting them to current values for decisions on insurance and retention. 

 

There may loss exposures arising out of the accounting operations themselves 
which need to be addressed as a part of the risk management strategy. Most of 
the risk management departments work directly with the accounts department 
in processing insurance claims. 

 
4. Process automation 

 

High value computers and complex management information systems are, 
nowadays, indispensable in organisations. Computer capabilities and 
sophisticated software applications can also assist a risk manager in dealing 
with loss exposures of a complex nature e. g. very high fire and explosion 
potentials in petrochemical plants. 

 
5. Legal expertise 

 

The risk management team needs to have expert - internal and external – 
general counsel, especially in dealing with liability exposures. Also it is essential 
to ensure that all management activities are in compliance with applicable legal 
and statutory provisions. 
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6. Personnel records 
 

These are important in identifying and coping with the management’s exposure 
by loss of key persons. Equally the personnel department’s data is of 
importance and need to be protected from destruction or damage. 

 

7. Information flow 
 

Flow of information within an organisation and from outsiders is of vital 
importance. This also includes information from risk management department 
to others. 

 

Risk management departments of many large companies submit annual reports 
to senior management covering items like insurance coverage in place, disaster 
management procedures (both onsite and offsite), losses and recoveries, loss 
control activities etc. 

 
8. Controlling the risk management programme 

 
Diagram 3: Tasks involved in the stage of controlling risk management 

programme 
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D. Formulating a risk management policy 
 

Risk management policy statement in a written format from the senior 
management, is an effective communication tool. It reflects what the company 
is trying to do, its normal operating methods / strategy. The policy statement 
generally expressed using the normal style and terminology used in the 
company. The context and format will depend upon individual company 
approach. It may even be a letter or message from the CEO to his staff 
members. 

 

Example 

 

Risk management Policy – an example of message from Group CEO 
 

“It is our policy that in pursuit of our business objectives, we will do our utmost 
to prevent any injury to persons, whether employees, customers or other 
members of the public. Everything reasonably possible must be done to avoid 
losses or damage to property from any cause. I would like to emphasize that the 
responsibility to carry out this Policy lies with the line, divisional and subsidiary 
management. Every one of us MUST take all steps practicable to avoid such 
injuries and losses or damage to property, claims of liability, or any other 
matter that may have adverse effect on the Group’s operations and reputation. 
It is essential that all employees co-operate and give their full support. The 
objectives of this policy with regard to loss prevention and loss control are to 
make our operations safer and to reduce the Group’s losses to a minimum, 
thereby reducing our overall cost for losses and for insurance. 

 
I am sure that this new concept of managing risks will prove successful.” 

 

The policy statement will differ from company to company depending on its 
activities, approach to risk management and overall goals. Such a statement can 
do the following: 

 

 Emphasises the function of risk management, 
 Provide framework for assessing responsibility for controlling / financing 

losses, 
 States risk management department’s position in the organisation 

structure. 
 

Such a policy statement should be: 
 

 Consistent with the organisation’s objectives, 
 Flexible to accommodate changes and 
 Effectively communicated to all concerned. 
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Advantages of a written policy statement 
 

A well formulated written risk management policy statement has many specific 
advantages: 

 

 Establishing general objectives of the organisation’s risk management 
function, 

 Defining duties, responsibilities and authority of the risk management 
department, 

 Co-ordinating the treatment of loss exposures at various levels of 
activities, 

 Establishing and improving communication channels and MIS 
(management information systems) 

 

Definition 

 

Risk management policy statement is the basic document which endorses senior 
management support of the programme and its objectives. 

 

An organisation’s risk management programme involves devoting total efforts 
and resources in achieving objectives. 

 
Managing the risk management programme requires the risk manager to plan, 
organize, lead and control the programme, by gaining senior management 
support, establishing proper communication lines and getting co-operation from 
others 

 

Test Yourself 4 

 

What is an advantage of a written policy statement? 
 

I. Achieves general objectives of a risk management programme 
II. Improves communication channels and MIS 
III. Coordinates operations between departments 
IV. Organises the risk management objectives 
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Summary 
 

a) The risk management programme should support the organisation’s overall 
goals or mission. 

 
b) The risk management programme objectives can be formulated for the Pre- 

loss and Post-loss scenario. The “Pre-loss” measures can be termed as 
“objectives even if no loss occurs” whereas the “Post-loss” objectives can 
be termed as “objectives in the event of a loss”. 

 
c) Risk manager (or a risk management professional) is a person who primarily 

holds responsibility for an organisation’s risk management programme. 
 

d) The tasks involved in the stage of controlling risk management programme 
are: setting performance standards and metrics, judging/comparing actual 
performance deviations with such standards and taking corrective actions to 
improve future performance. 

 
e) Risk management policy statement in a written form is an effective 

communication tool. It is the basic document which endorses the senior 
management support of the programme and its objectives. 
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Answers to Test Yourself 
 

Answer 1 
 

The correct option is I. 
 

While deciding the risk management programme objectives, pre event phase is 
aimed at reducing the chance of loss occurring by eliminating the possibility of 
its occurrence. 

 

Answer 2 
 

The correct option is II. 
 

Profitability is an organisation’s capability to generate net income. 
 

Answer 3 
 

The correct option is III. 
 

With regards to the scope of the risk manager’s duties, functions and 
responsibilities, record keeping is essential to gather and provide information, 
including statistical data, required for risk analysis and risk handling. 

 
Answer 4 

 
The correct option is II. 

 
The advantages of a written policy statement are as follows: 

 

 Establishes objectives of the risk management function, 
 Defines duties, responsibilities and authority of the risk management 

department, 
 Co-ordinates the treatment of loss exposures at various levels of 

activities, 
 Establishes and improves communication channels and MIS 
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Self-Examination Questions 
 

Question 1 
 

Identify the essential elements of a risk management programme. 
 

I. Profitability and stability of earnings 
II. Survival and continued growth 
III. Survival and continuity of operations 
IV. All of the above – survival, continuity of operations, profitability, stability of 

earnings and continued growth 
 

Question 2 
 

Which of the following risk management programme objectives is referred to as 
objectives even if no loss occurs? 

 

I. Pre loss objectives 
II. Post loss objectives 
III. Both pre loss objectives and post loss objectives 
IV. Neither pre loss objectives nor post loss objectives 

 
Question 3 

 
Risk audit reviews risk management capabilities. It covers identification, 
measurement, evaluation and control of  . 

 

I. Accounting 
II. Financing 
III. Budgeting 
IV. Planning 

 
Question 4 

 

What is the function of a risk policy statement? 
 

I. To emphasise the function of risk management 
II. To provide a framework for assessing responsibility for accounting losses 
III. To plan and mitigate probable risks and uncertainties 
IV. To audit risk management capabilities 
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Answers to Self-Examination Questions 
 

Answer 1 
 

The correct option is IV. 
 

In addition to survival and continuity of operations, an organisation would have 
at least three more post-loss objectives relating to its financial condition. They 
are profitability, stability of earnings and continued growth. 

 
Answer 2 

 
The correct option is I. 

 
The “Pre-loss” measures can be termed as “objectives even if no loss occurs” 
whereas the “Post-loss” objectives can be termed as “objectives in the event of 
a loss”. 

 
Answer 3 

 
The correct option is II. 

 
Risk audit reviews risk management capabilities and covers identification, 
measurement, evaluation of control and financing. 

 
Answer 4 

 

The correct option is I. 
 

The functions of a risk policy statement are as follows: 
 

 Emphasises the function of risk management, 
 Provides framework for assessing responsibility for controlling / financing 

losses, 
 States risk management department’s position in the organisation 

structure. 
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CHAPTER 4 
 

IMPORTANT STEPS IN RISK MANAGEMENT DECISION 

MAKING PROCESS - PART 1 

 

 
Chapter Introduction 

 

Various tasks involved in managing risks must be carried out with realism and 
with proper perspective of the costs involved. 

 
Important steps in the risk management process are the following: 

 

 

Learning Outcomes 

 

A. Identifying and analysing loss exposures 

B. Risk identification – purpose and details 
C. Assessment of risk exposures 
D. Prioritising of risks 
E. Risk mapping 



56 IC-86 RISK MANAGEMENT 

IDENTIFYING AND ANALYSING LOSS EXPOSURES CHAPTER 4 
 

 

 

Look at this Scenario 
 

Swimmer Co is in the shipment business. It arranges for industrial consignments 
to be shipped to various destinations across the world from an Arabian port. 
Swimmer has been operating on the shores of the Arabian Sea for more than six 
years. Over these six years, international trade has seen impressive growth. 

 
Fuel prices are likely to rise in the coming year. There is severe competition in 
the shipment industry and while competitors can manage to maintain their 
freight rates in spite of the increase in fuel prices, Swimmer will have to 
increase these rates. 

 

Swimmer has been facing a problem with its ships in seas where the currents 
are strong. The problem is that the ships do not have enough engine capacity to 
maintain speed, and so they slow down. 

 
A risk map can be prepared as follows: 

 
 

 

A. Identifying and analysing loss exposures 
 

The most important and significant loss exposures to an organisation are those 
which can interfere with achieving the business targets. Such loss exposures can 
be a result of either a one-off event or of a series of accumulated losses. 

 
Proper identification and analysis of such loss exposures will depend upon three 
important factors, which are: 

 

 Classification scheme for identifying all possible exposures, 
 Employing proper methods, 
 Degree of such exposures in terms of impact on objectives. 
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Every loss exposure can be considered to have the following three dimensions: 
 

Diagram 1: Dimensions of loss exposures 

 

Details involved in this step of identifying and analysing exposures can be 
considered on the basis of the following points: 

1. Identification 
 

a) Types of exposures i.e. 

 Property 
 Liability 

 Personnel 
 Income 

b) Identification techniques i.e. 

 Study and enquiry thro’ information and documents 
 Physical Inspection / Surveys 
 Checklists / Questionnaires 
 Organisational Charts 
 Flow Charts 

 Hazard and Operability (HAZOP) Study 
 Fault Trees and 
 Hazard Indices 
 Loss History 

2. Analysis 
 

a) Organisational objectives 

 Uninterrupted operation 
 Profit 
 Stable earnings, 
 Growth 
 Legal requirements 
 Industrial relations. 
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Test Yourself 1 
 

Proper identification and analysis of loss exposures will depend upon three 
important factors. Which of the following is not one of these THREE factors? 

 
I. Classification scheme for identifying all possible exposures 
II. Employing proper methods 
III. Establishing organisational objectives 
IV. Degree of such exposures in terms of impact on objectives 

 

B. Risk identification - Purpose and details 

 

The purpose of doing risk identification is to ensure that, each loss occurring 
event can be considered and a means of providing for the consequences of the 
risk, should a loss occur, is put in place. 

 
With this step in the process, the objective is to identify as many of the 
potential risks as possible. Those that are not identified will emerge when (and 
if) a loss occurs. This could be disastrous, as  provision for  the consequences 
will not have been made. 

 

The risks that are to be identified are pure risks that have a financial cost to 
them. If the cost for providing for the loss is large, then it may be beyond the 
person's means to meet the loss. 

Risks can only be assessed / evaluated, controlled and financed once they have 
been identified. The process of risk identification, therefore, assumes great 
importance. It can be considered as the hardest of all the tasks involved since it 
requires a great deal of foresight. It is all too easy to miss a risk, though 
improbable, that could have disastrous consequences. 

 
Though a number of techniques or methods of risk identification can be 
employed, there are a number of important common factors to be remembered, 
viz. 

 
a) One particular method of identification may not be sufficient to address 

all the problems posed by any company, 
b) Certain methods are more useful in some industries than others, 
c) Consultations with people from various departments can give valuable 

inputs on risk perceptions in a realistic manner, 
d) Risk identification cannot be a ‘one-off ‘exercise but continuous 

monitoring and review are important, 
e) Whatever is planned must be financial reasonable; there is no logic in 

spending Rs.100 on identifying a risk that can only result in a Rs. 10 loss, 
f) Accurate record keeping must accompany any risk identification, 
g) Certain element of imagination is required in anticipating risk, which can 

come only through experience. 
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1. Types of risk identification techniques 
 

Different approaches and techniques used in risk identification relate to – 
 

a) Study and enquiry 

 
Through initial risk information sources and document review e.g. Annual 
Reports / Balance Sheets, different Agreements / Contracts / Leases, 
Applicable Laws and Regulations, discussions with people from management 
and other operating departments. 

Analysis of the annual accounts gives a broad indication of the type of 
activities that are involved together with the amount of assets employed 
and the earnings that are being made, 

 
Analysis of the various contracts entered into by the organisation such as 
sales, purchases and leases will determine the degree to which risks are 
transferred into and out of the organisation. 

 
Strategic plans of the organisation will provide an indication of likely future 
developments and therefore possible new exposures. 

 

b) Physical inspection / surveys 
 

Done by site visits which facilitates understanding site operations and 
functions and helps in: 

 

i. Identifying risks on and in the vicinity of the site, 
ii. Assessment of the risk handling capability of site management and staff, 
iii. Reviewing the risks and risk management with local site managers and 

supervisors, 
iv. Preparing recommendations for actions to be taken by the site 

management either immediately or over a given period. Such 
recommendations are generally in the nature of risk improvement and 
loss prevention measures. 

The biggest advantage of physical inspection is of having first hand 
information and avoiding reliance on reports from others. Also personal 
visits and interactions with the plant personnel help the risk manager in 
developing a rapport with them, making them more alert to the risk 
situation as well as creating understanding and appreciation of his task. 

The disadvantage of physical inspection will mainly relate to the time it 
takes. It may also happen that too frequent visits by the risk manager may 
discourage from being vigilant in the identification of risks. 
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c) Checklists / questionnaires 
 

A possible alternative to the actual site visit is completion of a checklist or 
some sort of questionnaire, designed for eliciting information. Once a 
checklist / questionnaire are prepared the risk manager can send it for 
completion by someone at the site / plant. 

 

The form must be clear and unambiguous in every detail and the questions 
must be capable of being answered by the site people. The risk manager 
may also use it as a proforma to complete while he inspects the plant 
personally. 

Different types of checklists can be used for different purposes, e.g. Fire 
Checklist, Public Liability Checklist, Security Checklist etc. Also the 
Checklist questions will vary depending on the situation under review. 

i. Advantages of the checklists can be summarised as under: 
 

 Reasonably inexpensive method of generating substantial information 
about risks within the company, 

 Simple in nature and can be implemented with ease, 
 Facilitate quick comparison with previous information and thus 

monitoring risks on a periodical basis, 
 Easy to change to suit changes in the company. 

ii. Disadvantages of the checklists can be the following: 

 They are filled in by somebody other than the risk manager, 
 Subjectivities may creep in while filling in the forms, 
 Feedback may not be timely , 
 The perception of the checklist drafter and the filler may differ. 

 
d) Threat analysis 

 

An alternative approach to check list is to compile a list of threats to the 
business. 

 

Example 

 

The threat of access to the place of business being denied for a number of 
reasons such as collapse of nearby building blocking the access road, burst of 
water, gas or other service lines, strike, picketing, order of local bodies etc. 
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The threats to the business in terms of both the severity and duration of 
interruption of business may be as under: 

 

Threat Cause Result 
Mitigating 
Factors 

Property 
Damage 

Business 
Interruption 

 
 

 
Denial 

of 
Access 

 
i) Strike 

Partial or total 
closure 

Good 
industrial 
relations 

 
Nil 

 
2 – 5 weeks 

ii) Picket Total Closure - do - Nil 1 – 2 months 

 
iii)Road 
subsidence 

 

Total Closure 

Alternate 
longer 
access 
route 

 

Nil 
Nil but extra 

cost on 
transportation 

Loss of 
services 

Burst main 
pipeline 

Total stoppage 
of process and 
usable water 

Second 
supply 

available 

 
Nil 

 
1 – 2 days. 

 

e) Organisational charts 
 

This is a slightly different approach as compared to the checklist and 
physical inspection. Whereas the checklist and physical inspection are aimed 
at identifying actual risks, the organisational chart method helps pinpointing 
the “risk areas”. 

 
These charts help in understanding the group, group companies and their 
management structures. The charts demonstrate level of responsibilities for 
various tasks, communication links, interdependencies, duplications of 
functions and concentrations etc. 

 

f) Flow charts 
 

In any organisation, there will be many different aspects of flow relating 
either to the materials (from raw materials to finished product), accounting 
flow, marketing flow, distribution flow or flow of utility services such as 
water, gas electricity, or flow of effluents, waste etc., and the like. 

 
It will be the duty of the risk manager to interpret the flow chart in terms of 
potential risks at different stages of the flow. 

 
Each of the above methods adopts a broad based approach to risk and is not 
concerned with identifying individual source of risk. 

 

Let us now focus on some of the techniques that may be adopted for the 
purpose. 
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g) Hazard and operability (HAZOP) Study 

HAZOP provides a qualitative approach to risk identification which can be 
employed at the planning and design stage of a project. It is extensively 
used in chemical industry. In this method a plant is divided into a number of 
smaller parts and each small part is examined for identifying all the hazards 
associated with it. 

 

There are four main questions with which the HAZOP study is concerned: 
 

Diagram 2: HAZOP study concerns 
 

This helps in defining the intentions of a small system and then determines 
all that could possibly go wrong with the system. 

 
h) Fault trees 

 
The “Fault Tree” is a diagrammatic representation of all the events which 
may give rise to some major event. It shows the way in which individual 
events can combine together to produce potentially dangerous situations 
and it forces us to consider all aspects of the problem, including 
quantification of likelihood. 

 

i. Salient features of the fault tree method are the following: 
 

 A Top Down Analysis that starts with the effect and evaluates all the 
potential causes ( Faults ) of that event 

 

 Creates a logical “tree” of events 
 

 Lowest “Root” is the root cause or transfer 
 

ii. Additionally, 
 

 It is an excellent way of describing a complicated process or a 
system, 

 
 It allows for the identification of risks as the tree is being built, 
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 It can be used to judge the sensitivity of the system to changes or to 
ascertain which parts of the system have the most impact in terms of 
risk, 

 
 It allows to calculate all the ways in which a main event can occur 

and more importantly lets us determine the minimum number of 
combinations of events which can bring about the main event. 

 
Following diagram illustrates such a ‘tree’ for an event “Fire breaks out” 
because of leakage of flammable fluid and availability of ignition source 
near the fuel; the ignition source may be present either because ‘an 
employee is smoking’ or ‘Spark exists’ 

 
Diagram 3: Fault tree example 

 

 

The tree can be further developed to go into the reasons of why did the 
leakage of flammable fluid occur? Or why did the spark exist? Why was the 
employee smoking at that place...and the like. The exercise can be an 
endless one; however it is essential to know as to when you stop. 

 
It is always advisable that the Tree method is expanded till establishing the 
proximate cause of the event (i.e. ‘FIRE breaks out” in the above example.) 
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i) Event Analysis 
 

Event analysis is a technique for considering likely events which could cause 
losses and then investigating causes and effects. The following diagram may 
be useful as an illustration. 

 

Diagram 4: Event analysis example 
 

j) Hazard indices 

This technique attempts to express the degree of hazard by using a number. 
The most commonly used is the DOW Fire and Explosion Index developed by 
DOW Chemical Co. It is a step by step objective evaluation of the realistic 
fire and explosion potential. 

 

Tip 

 

The index does not identify individual risks but helps in quantifying the level of 
exposure. 
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k) Input-output analysis 

 
Input-output analysis is a technique developed by economists for tracing the 
flow of goods and services through an economy and can equally be used for 
identifying: 

 

i. The contribution which different sections/sub-sections of an organisation 
make to total earnings and 

 
ii. Inter-dependencies between such sections/sub-sections. 

 
Thus, like flow charts, input-output analysis can help to reveal revel the 
exposure of an organisation to risks of disruption of its business. 

 

The analysis is based on the simple logic that the output of one section 
becomes input for another section and both can be displayed in a single 
diagram like the one given below for easy understanding: 

 

Example 

 

 
If we consider A, B, C, D and E as sections of a manufacturing unit, then B 
depends 100% for its input on the output of A, C depends 100% for its input on 
the output of B and C also depends 50% each on D and E for using its output. 

 

l) Loss History 

Record of past losses is often an important indicator of an organisation’s 
exposures to accidental losses. However, such records may prove to be 
inadequate to judge current exposures, especially for a new entity as also 
where substantial material changes have taken place due to additions, 
expansions or modifications. 
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2. Hazard identification and risk assessment 

 
a) The cause, risk and effects chain 

Most loss producing events are the end result of a chain of events. Every risk 
is caused by some factor or factors and results in some effect or effects. As 
a consequence it is often not possible to identify a single cause as there are 
usually a number of different causes each at a different depth varying from 
immediate to remote. 
The cause is linked to the nature of risk and the risk itself is linked to the 
effect. Analysis is necessary at each stage of the chain viz. Cause – Risk – 
Effect. 

 
Once risks have been identified, they must then be assessed or evaluated or 
measured as to their potential impact or severity of loss and to the 
probability of occurrence. It may be either simple to measure, such as in  
the case of the value of a lost building, or impossible to know for sure in 
case of the probability of an unlikely event occurring. 

 
Therefore, in the assessment process it is critical to make the best educated 
guesses possible in order to properly prioritize the implementation of the 
risk management plan. 

 

Before a risk can be managed effectively it must be examined carefully, 
identified  and measured in terms of the following factors, so that it may   
be assessed in comparison with similar risks: 

 

 Frequency of its likely occurrence 
 Probability of loss or damage 
 Severity of the effects of a loss 
 Perception of the probability of loss and its effects 

 
There is a relationship between frequency and severity which is important in 
deciding what action should be taken to handle the risk. 

 
i. Chronic losses which are small and regular and which are almost 

inevitable. These should be looked upon as a trade risk.  However  
the annual aggregate total of this type of loss can often be 
significant and they therefore should not be ignored. 

 
ii. Sporadic losses which are medium sized and irregular that may 

happen sometime and may be able to be controlled to a significant 
extent. 

 

iii. Catastrophes which are very large losses which may occur on rare 
occasions. Such losses will probably have a devastating effect on any 
organisation that they affect. 
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b) The statistical method 
 

The fundamental difficulty in risk assessment is determining the rate of 
occurrence since detailed statistical information is not available. Thus, best 
educated opinions and available statistics are the primary sources of 
information. All statistics include certain basic assumptions. It is necessary 
to understand them and bring them on common basis to relate to current 
situation. 

 

The steps involved in considering loss experience statistics, may be on 
the following lines: 

 

i. Review available statistics for: 
 

 The particular operation / company, 
 The industry, 
 The country, 
 Regionally and worldwide, as applicable. 

 
ii. Examine if the statistics is relevant 

 

iii. Examine how your circumstance differ for the parameters of: 
 

 Time, 
 Place, 
 Process / operation, 
 Management, 

 Loss control measures, 
 Staff / employees, 
 Volume sales / units. 

 
iv. Scope for correction, 

 
v. Adjustments for: 

 

 Volume, 
 Inflation, 
 Special circumstances, if any. 

 
While using loss experience statistics, corrections will be required to 
obtain realistic figures, for the factors of: 

 
i. Inflation 

 

Losses that have occurred, say, 4-5 years back will cost much more today 
due to inflation and have to be corrected by a suitable factor. It is essential 
to use a reliable inflation index for the purpose. 
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In respect of liability losses, the current level of court awards may be higher 
than those available in the statistics. This is called social inflation and needs 
to be suitably adjusted in the available statistics. 

 
ii. Exposure in units 

 
If available statistics relates to two shifts in a day operations of a section of 
a factory which is now working in three shifts or number of machines in the 
section have increased, an appropriate correction needs to be done in the 
statistics. 

 
iii. Other exposure factors 

 

If, after the passage of time, there is change in legislation or change in 
insurance coverage, a new pattern will emerge requiring adjustment. 

 
These three factors will usually give corrected loss statistics year by year  
for a number of past years but they will not necessarily provide a good 
forecast for next few years. 

 

In each case, comparison of various factors, interpretation of data and notes 
on the underlying situation will help to produce more realistic figures. It 
would be necessary to keep proper noting of assumptions made etc. for 
future comparison with actual outcome. 

 
Such approaches are found particularly effective for all losses with a 
reasonable frequency – say 50 – 100 or more losses per year. It will not work 
for unusual large catastrophe events. 

 

For the catastrophe risks, the focus has to change from probable 
expectations to considerations of worst possible scenario. 

 
There is no easy method of handling this issue but the best starting point 
should be a list of major risk events that could seriously affect assets and/or 
earnings or result in massive liability claims. 

 

Major limitations of the statistical method are: 
 

 Statistics may not cover all data needed 
 It mainly measures backwards 
 Open to manipulations 
 Statistical co-relation does not imply causation and 
 Danger of ignoring dispersion 

 

Nevertheless, risk assessment should produce such information for the 
management of the organisation that the primary risks are easy to 
understand and that the risk management decisions may be prioritised. 
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Test Yourself 2 
 

Which of the following risk identification techniques / methods helps pinpoint 
risk areas? 

 
I. Physical inspection 
II. Checklists 
III. Questionnaires 
IV. Organisational charts 

 

Test Yourself 3 

 

    provides a qualitative approach to risk identification which can be 
employed at the planning and design stage of a project. 

 
I. HAZOP 

II. Physical inspection 
III. Checklist 
IV. Questionnaire 

 

Test Yourself 4 

 

Which of the following is a diagrammatic representation of all events which may 
give rise to some major event? 

 
I. Organisational charts 
II. Fault trees 
III. Flow charts 
IV. Event analysis 

 

Test Yourself 5 

 

What are chronic losses? 
 

I. Losses that may happen sometime and are medium sized and irregular 
II. Losses that may be controlled to a significant extent 
III. Losses which are very large and may occur on rare occasions 
IV. Losses which are small and regular, and almost inevitable 
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C. Assessment of risk exposures 
 

Once risks have been identified, the next logical step in risk management is 
assessment. 

 
Risk assessment, as mentioned earlier, measures the probability of an identified 
risk actually taking place, as well as the amount of loss that would be suffered 
were the risk to actually occur. 

 
Diagram 5: Four main types of exposures 

 

These exposures, considered to be within the risk field i.e. they are influenced 
by the hazards and risk factors posed by the environment to which they are 
subjected to. The hazards and risk factors created by the environments lead to 
certain perils the outcome of which leads to losses. Following figure would 
explain the situation: 

 

Diagram 6: How hazards and risk factors lead to perils and losses 
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The COCA Organisation 
 

The word COCA stands for Contracts, Obligations, Commitments and 
Agreements. 

 
It is a basic assumption of risk assessment that these arrangements entered into 
by a business with other parties imposes certain responsibilities and liabilities 
on the business. Such provisions of these arrangements create the risk fields 
depending upon the business environment. 

 

1. Contracts 
 

Contacts are legally enforceable arrangements that meet the basic test of offer 
and acceptance, consideration, legality of purpose and legal capacity of the 
parties. 

 

2. Obligations 
 

Obligations are legally binding arrangements that are required of an 
organisation. They are legally imposed upon the business by a regulatory 
requirement. 

 
3. Commitments 

 

Commitments are intended to convey self-imposed duties. Moral and ethical 
values represent pervasive commitments. For example a business enterprise is 
committed to the communities in which they operate. While not legally binding 
such commitments may strongly influence corporate behaviour. 

 
4. Agreements 

 

Agreements often enjoy legal enforceability but the term is intended to connote 
less formal arrangements between parties that may fall outside legal sphere. 
Participation involuntary organisations like Chambers of Commerce and 
professional associations, are examples of such arrangements. 

 
Taken as a whole, an organisation becomes exposed to risks through COCAs 
which either creates risks or they serve as a portal for risks. 

 

Tip 

 

Assessments of risks for various categories like property, persons, liability, etc. 
are individually dealt with in detail in the second Section of this study course. 
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Test Yourself 6 
 

COCA stands for  . 
 

I. Contracts, Obligations, Commitments and Agreements 
II. Customers, Organisations, Commitments and Achievements 
III. Contracts, Obligations, Consumers and Agents 
IV. Customers, Organisations, Complaints and Assurance 

 

D. Prioritising of risks 

 

In the process of identifying the hazards and assessing risks, it is necessary to 
discover likely sources of hazards, likely area of their operation as well as their 
likely effects. 

 
A loss may affect the three “P”s i.e. People, Property or Profits (also sometimes 
termed as three “M”s i.e. Men, Materials or Money) or a combination of any of 
these three. 

 

Three things need to be identified in respect of each hazard: 
 

 What is the likely event that cause the loss, 
 The likely cause of loss and 
 What or how much is at risk. 

 

It is the probability of the event occurring which converts a ‘hazard’ into a 
‘risk’. 

 
Having a clear understanding of all risks allows an organisation to measure and 
prioritise them and take appropriate actions to reduce losses. 

 
In order that the concept of prioritising is followed whereby the risks with the 
greatest loss and the greatest probability of occurring are handled first, and 
risks with lower probability of occurrence and lower loss are handled later. 

 

Following diagrams will better explain the concept of prioritisation, wherein the 
risks are divided into five bands (viz. Catastrophic, Major, Medium, Moderate 
and Minor) in descending order depending upon the degree of risks in each band 
based on the likely impact on business targets: 
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Diagram 7: Prioritisation of risks 
 

 
The apex or tip of the triangle indicates that there may be a small number of 
risks which may have the most devastating effect so that it will make it 
impossible for the business to achieve any of its targets. Such risks, therefore, 
are termed Catastrophe risks. 

 
In prioritising, these are the risks to be addressed first. 

 

Depending upon an organisation’s own perceptions of the risk situations 
including the risk impact, the risks faced can be similarly spread into more or 
less number of bands. 

 
In practice the process can be very difficult, and balancing between risks with a 
high probability of occurrence but lower loss vs. a risk with high loss but lower 
probability of occurrence can often be mishandled. This, therefore, calls for a 
practical approach in deciding the objectives. 

 

Test Yourself 7 

 

In prioritising, which are the risks to be addressed first? 
 

I. Catastrophe risks 
II. Major risks 
III. Minor risks 
IV. Moderate risks 
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E. Risk Mapping 
 

Yet another style is Risk Mapping, where Frequency/Likelihood of risk occurring 
is plotted against Severity/Impact of risks. 

 
Such a risk map enables separating losses into four categories as: 

 
 HH: High Frequency High Severity 
 LH: Low Frequency High Severity 

 HL: High Frequency Low Severity 
 LL: Low Frequency Low Severity 

 
Obviously the priority for addressing will be the HH i.e. High Frequency High 
Severity losses. A risk map is shown below to enable further clarity: 

 
Diagram 8: Example of a risk map 
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In more practical terms this chart can be presented in yet another way as a Risk 
Matrix: 

 
Diagram 9: Risk matrix 

Once risk has been identified and prioritised according to probability and loss, 
those issues that are at the top of the prioritised list (those of highest risk) can 
be addressed. One would logically want to completely eliminate anything that is 
of high risk. 

 

Although ideal, this is not usually possible as eliminating all risk would also 
eliminate most of the business opportunities. 
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Summary 
 

a) Significant loss exposures to an organisation can be a result of either a one- 
off event or a series of accumulated losses. Every loss exposure has three 
dimensions: 

 

 Potential monetary loss 
 Value exposed to loss 
 Peril causing loss 

 
b) Types of risk identification techniques: 

 
i. Study and enquiry through initial risk information sources and document 

review 
 

ii. Physical inspection / survey by site visits 
 

iii. Completion of a checklist or some sort of questionnaire for eliciting 
information 

 
iv. Threat analysis by compiling a list of threats to the business 

 
v. Organisational charts which help in understanding the group, group 

companies and their management structures 
 

vi. Flow charts 
 

vii. HAZOP which helps in defining the intentions of a small system and then 
determines all that could possibly go wrong with the system 

 
viii. Fault trees show the way in which individual events can combine 

together to produce potentially dangerous situations and it forces us to 
consider all aspects of the problem, including quantification of likelihood 

 

ix. Event analysis for considering likely events which could cause losses and 
then investigating causes and effects 

 
x. Hazard indices which attempt to express the degree of hazard by using a 

number 
 

xi. Input-output analysis helps to reveal the exposure of an organisation to 
risks of disruption of its business 

 
xii. Record of past losses 
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c) Risk assessment measures the probability of an identified risk actually taking 
place, as well as the amount of loss that would be suffered were the risk to 
actually occur. 

 
d) Types of exposures are: physical assets exposures, financial assets 

exposures, human assets exposures and legal liability exposures. 
 

e) An organisation becomes exposed to risks through COCAs (Contracts, 
Obligations, Commitments and Agreements) which either create risks or 
serve as a portal for risks. 

 
f) Risks are prioritised in accordance with their degree which has an impact in 

achieving organisational targets. They are divided into five bands: 
catastrophe, major, medium, moderate and minor risks. 

 

g) A risk map enables separating losses into four categories: 
 

 HH: High Frequency High Severity 
 LH: Low Frequency High Severity 

 HL: High Frequency Low Severity 
 LL: Low Frequency Low Severity 
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Answers to Test Yourself 
 

Answer 1 
 

The correct option is III. 
 

Proper identification and analysis of loss exposures will depend upon three 
important factors, which are: 

 

 Classification scheme for identifying all possible exposures, 
 Employing proper methods, 
 Degree of such exposures in terms of impact on objectives. 

 
Answer 2 

 

The correct option is IV. 
 

The checklist and physical inspection are aimed at identifying actual risks; the 
organisational chart method helps in pinpointing the “risk areas”. 

 
Answer 3 

 
The correct option is I. 

 

HAZOP provides a qualitative approach to risk identification which can be 
employed at the planning and design stage of a project. 

 
Answer 4 

 
The correct option is II. 

 

Fault tree is a diagrammatic representation of all the events which may give 
rise to some major event. 

 
Answer 5 

 
The correct option is IV. 

 
Chronic losses are small and regular and are almost inevitable 

 

Answer 6 
 

The correct option is I. 
 

COCA stands for Contracts, Obligations, Commitments and Agreements. 
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Answer 7 
 

The correct option is I. 
 

In prioritising, catastrophe risks are the first to be addressed. 

 

Self-Examination Questions 

 

Question 1 
 

Which risk identification technique has the biggest advantage of having first- 
hand information and avoiding reliance on reports from others? 

 
I. Study and enquiry through information and documents 
II. Physical inspection 
III. Checklists and questionnaires 
IV. HAZOP study 

 

Question 2 
 

A possible alternative to the actual site visit is completion of a checklist or 
some sort of questionnaire. Identify the limitation of this risk identification 
technique. 

 

I. Reasonably inexpensive 
II. Easy to change 
III. Facilitates quick comparison 
IV. Feedback may not be on time 

 
Question 3 

 
To interpret the flow chart in terms of potential risks at different stages of the 
flow is the duty of: 

 
I. An organisation 
II. The management 
III. A risk manager 
IV. An insurance agent 

 
Question 4 

 

Which technique is developed by economists for tracing the flow of goods and 
services through an economy? 

 
I. HAZOP study 
II. Input output analysis 
III. Flow charts 
IV. Fault trees 
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Question 5 
 

In accordance with COCA, which of the following are intended to convey self- 
imposed duties? 

 

I. Contracts 
II. Obligations 
III. Commitments 
IV. Agreements 

 

Answers to Self-Examination Questions 

 

Answer 1 
 

The correct option is II. 
 

The biggest advantage of physical inspection / survey is of having first-hand 
information and avoiding reliance on reports from others. 

 

Answer 2 
 

The correct option is IV. 

Feedback may not be on time. 

Answer 3 

The correct option is III. 
 

It will be the duty of the risk manager to interpret the flow chart in terms of 
potential risks at different stages of the flow. 

 
Answer 4 

 
The correct option is II. 

 

Input-output analysis is a technique developed by economists for tracing the 
flow of goods and services through an economy. 

 
Answer 5 

 
The correct option is III. 

 
Commitments are intended to convey self-imposed duties. 
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CHAPTER 5 
 

IMPORTANT STEPS IN RISK MANAGEMENT DECISION 

MAKING PROCESS - PART 2 

 

 
Chapter Introduction 

 

The earlier chapter has covered the first step of identifying and analysing loss 
exposures; here, the remaining steps have been discussed at length. 

 
This chapter emphasises important steps in the risk management decision 
making process, which are listed below in brief: 

 

 

Learning Outcomes 

 

A. The feasibility of alternate risk management techniques 
B. Risk control – purpose and details 
C. Risk financing and insurance 
D. Selecting the best technique 
E. Implementing the chosen risk management technique 
F. Monitoring and improving the risk management programme 
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Look at this Scenario 
 

Risk financing techniques can be classified either as risk retention or risk 
transfer techniques. The following scenario illustrates transfer of risks. 

 
Mr. Patel has purchased home insurance. He is essentially paying the insurance 
company to take on the risk involved in possessing a home. Suppose the 
property gets damaged from a fire or any natural disaster, the insurance 
company will pay for the monetary loss to the property. 
Here, Mr. Patel has transferred the risk of property damage to the insurance 
company. 

 

Transfer of risk is the one requirement that is always met in any insurance 
contract. 

 

A. The feasibility of alternate risk management techniques 

 

The process of risk management involves either preventing /minimising losses or 
paying for those losses which will inevitably occur. The former technique relates 
to Risk Control; the later relates to Risk financing. 

 
These can be broadly considered as under: 

 

1. Risk control to prevent / minimise losses 
 

a) Exposure avoidance 
b) Loss prevention 
c) Loss reduction 
d) Segregation 
e) Contractual transfer 

 

2. Risk financing to pay for Losses 
 

Essentially an organisation can finance its risk costs in the following ways: 
 

a) Retention 
 

 Payment out of current expenses 
 Through a funded or unfunded loss reserve 
 By debt or equity financing 
 By pre or post-loss credit 
 By forming a captive, a trust, by pooling or through a spread-loss 

plan 
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b) Transfer 
 

 Contractual transfer 

 Commercial insurance 
 Hedging (business risks only) 

 

Test Yourself 1 

 

The process of risk management involves either preventing /minimising losses or 
paying for those losses which will inevitably occur. Which technique relates to 
risk financing? 

 
I. Preventing and minimising losses 
II. Paying for the losses 

III. Both preventing /minimising losses and paying for those losses 
IV. Neither preventing /minimising losses nor paying for those losses 

 

B. Risk control - Purpose and details 

 

Risk control has often been regarded as synonymous with risk management, but 
it is in fact one of the techniques used as part of the overall process. 

 
Risk reduction and loss control measures cost money to implement and 
therefore it is essential that the risk be quantified so that the most cost 
effective methods of handling may be determined. 

 
1. Risk control 

 
The prevention and the minimising of loss are the most effective means of 
reducing the cost of risk apart from eliminating or reducing the risk itself. 

 

Risk and loss reduction is an area that should be of vital concern to: 
 

a) The management of each individual organisation 
 

b) The insurance industry 
 

c) The community as a whole 
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There are a number of different means by which loss may be prevented or 
minimised: 

 
a) Prior to a loss happening 

 

These are means that aim at reducing the chance of loss occurring by: 
 

i. Eliminating the possibility of its occurrence – avoiding the risk, e.g. using 
non – inflammable liquid in place of an inflammable liquid. 

 
ii. Reducing the probability of its occurrence – improving the risk, e.g. 

clearing waste at more frequent intervals. 
 

b) Upon a loss happening 
 

These are concerned with: 
 

i. Detecting the occurrence and raising an alarm 
 

ii. Minimising the effect and size of loss 
 

c) Following the happening of a loss 
 

These are concerned with limiting the effects of loss by: 
 

i. Minimising the extent of loss 
 

ii. Maximising the salvage 
 

iii. Effecting rehabilitation as soon as possible after the occurrence 
 

2. Purpose of risk control 
 

The purpose of risk control is to minimise the total cost of risk to an 
organisation whilst at the same time ensuring the long term economic survival 
of the organisation. 

 

As mentioned earlier, in determining the total cost of risk the following must 
be taken into account: 

 
a) The cost of the injury or damage 
b) The cost of handling and settling the loss 
c) The cost of any risk control measures 

d) The cost of any loss financing measures 
e) The costs recovered from any loss financing measures, such as insurance, 

that have been put in place by the organisation 
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All risk control and financing measures cost money but some are more cost 
effective at minimising the total cost of risk than others. 

 
The risk control measures can be divided into those that: 

 

a) Eliminate or reduce the risk 
b) Prevent loss i.e. the risk exists but no loss occurs 
c) Detect and reduce the extent of the loss 
d) Rehabilitate, restore and recover 

 
The amount of money spent can be kept to a minimum by providing for the 
measures whenever possible during the early stages of the creation of a hazard 
and by implementing measures that change the level of risk. 

 
3. Loss control management 

 
The purpose of Loss Control Management is to limit the total cost of losses to 
the lowest possible level by implementing measures which: 

 

a) Prevent losses from occurring i.e. Eliminating the cause of loss 
b) Protect people and/or property from loss 
c) Limit the extent of any loss that may occur 
d) Maximise the recovery from any loss that has occurred 

 
The measures to limit the extent of any loss and to maximise the recovery from 
loss are of two basic types: 

 
a) Passive: i.e. The nature of the measure itself limits the loss or  

facilitates recovery without any change in state e.g. walls, automatic 
fire doors, curtain boards and the contingency plan. 

 
b) Proactive: i.e. The measure involves taking steps to limit the loss or 

maximise the recovery e.g. sprinklers, burglar alarms and salvage 
operations. 

 
The measures can also be classified in terms of reducing: 

 

a) The probability of loss such as fitting safety guards to machines and 
removing possible sources of ignition; 

 
b) The severity of loss such as sprinklers, storage of goods susceptible to 

water damage above the ground floor level and providing first aid 
facilities; 

 

c) Both the probability and the severity of loss such as education and 
training of management and employees and the use of fire resistant 
building materials. 
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4. Education and training 
 

The human factor is rarely absent from risk situations. Frequently carelessness, 
incompetence or lack of technical knowledge is either the primary or at least a 
contributory cause of a loss-producing event. 

 

Furthermore, the failure of an individual or group to respond in the correct way 
to a loss situation may contribute to the size of the ensuing loss. 

 
Consequently, education and training have a major role to play in loss reduction 
programmes and should cover everyone employed by or associated with the 
work of an organisation. 

 

5. Risk reduction 
 

Money spent on implementing risk reduction measures will be the most cost 
effective because the likelihood or the severity of loss will be reduced by such 
measures. 

 
6. Risk avoidance 

 

Such measures are only effective when there is no exposure to hazard. This 
means that in most cases the decision to avoid a risk must be taken in the 
planning stages of a project. 

 
7. Risk spreading 

 
Spreading the exposure by breaking the exposure into a number of smaller 
separate entities and distributing these over a wide area on the same site or by 
placing each entity on a separate site will spread the risk. The effect of this is 
that if a loss does occur, the amount that may be lost is limited to the amount 
of the exposure at one of the sites, rather than the whole amount if all of the 
exposures were to be on the same site. 

 

8. Risk control 
 

Risk control has often been regarded as synonymous with risk management, but 
it is in fact one of the techniques used as part of the overall process. Work on 
risk evaluation enables a company to assess the circumstances that are involved 
in risk situations and determine the control needed. 

 

Example 

 

As an example a fire requires a source of ignition, flammable materials and a 
source of oxygen, if it is to grow without containment. 
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A company can help to control the fire situation by a pre-loss action, which 
would very often involve separation of the fire risk and control of the ignition 
sources by limiting the availability of flammable materials and oxygen. The 
control activity can be continued during the loss by use of fire protection 
devices such as sprinklers and fire extinguishers. 

 
In the post-loss situation, measures can be available to salvage materials, stock 
and property, which have been subject to fire, and any contingency plan can 
also be implemented. 

 
The process of control involves the analysis of the loss potential, the 
implementation of prevention methods and, very importantly, training and 
motivation of staff to ensure. That in the event of an incident action is taken  
to limit its spread. 

 

It is important to recognise that decisions affecting the introduction of loss 
control are trade-off decisions. The intention is to spend a specific amount of 
money now to reap benefits later. Therefore the benefits that can be expected 
from loss control action need to be calculated both in terms of reducing the 
probability and the size of loss and by asking what it is worth to the company to 
reduce the expected possibility of loss when viewed against the cost of the risk 
control measures that have been recommended. 

 
Risk control work will often involve a risk factor analysis which is similar to the 
work carried out in the evaluation process but is extended to consider methods 
of risk control, including changes in design, introduction of protection systems 
and training, motivation and monitoring systems for employees and outside 
people. 

 

A specimen chart is given below: 
 

Sample chart for risk factor analysis 
 

The use of loss experience is also valuable as an aid to loss control: it can 
enable the company to analyse losses to discover multiple factors that could 
have made such losses more serious and help it to develop means of controlling 
loss in an economic way. 
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In assessing the cost of losses and the cost of loss control measures the estimate 
for. The former can very easily be underestimated. The main factors in the 
property loss can include not only the replacement and repair of the property 
but also any earnings lost by the non-availability of the item of property, the 
loss of management and other time both when the loss occurs and in subsequent 
investigation, reporting and replacement, and; the loss of sales through non- 
availability of equipment. 

 
Where one is involved in a major loss the delay factors can be excessive due  
not only to rebuilding time but also to changes in the social and political scene 
that may involve the company in complying with new regulations and standards, 
which did not exist when the property was originally built. 

 
In trying to calculate the cost of losses one needs to look at these direct and 
indirect factors, estimate the future cost and then calculate the cost of each 
loss control measure that is being considered. 

 
By balancing these costs against the estimated future benefits in the form of 
losses avoided and losses reduced, the company can begin to come to 
conclusions on whether the measures are economic and will therefore give it a 
good economic pay-off in both the short and the long term. 

 

Test Yourself 2 

 

State the purpose of risk control. 
 

I. To pay for losses 
II. To transfer the risk 
III. To hold the risk 
IV. To minimise the total cost of risk 



89 IC-86 RISK MANAGEMENT 

RISK FINANCING AND INSURANCE CHAPTER 5 
 

 

 

C. Risk financing and insurance 
 

The last process in the risk management activity is the financing of the residual 
risks that have not been dealt with by risk control measures. 

 
Although one can do a certain amount to eliminate uncertainty it is not possible 
to eliminate loss and the company therefore needs to be able to cope with the 
financial consequences. 

 
1. Advantages of insurance in handling risks 

 

Although insurance is only one of the techniques available for dealing with the 
pure risks that the individual or the firm faces many of the risk management 
decisions boil down to a choice between insurance and non-insurance. The 
following benefits flow out of the mechanism of insurance: 

 
a) Reduction of uncertainty 

 

Before purchasing insurance, the potential insured bears the risk associated 
with possible losses. As a result, the person is uncertain about the income. 
The insurance transfers financial consequences of loss to the insurer, who 
then becomes responsible for compensating the insured for the loss and 
providing other loss related services according to the provisions of the 
insurance contract. This is expected to reduce the insured's anxiety and 
uncertainty. 

 
b) Loss control 

 
After insuring the various risks of the organisations, insurance companies 
take interest in controlling the losses by providing loss reduction education 
and advices by trained experts, which result in lesser losses even in cases 
where losses have occurred. The organisations would have had to spend 
heavily for getting such loss control and loss minimisation expertise if they 
were not to go in for insurance. 

 
c) Indemnification 

 
The direct advantage of insurance is indemnification for unexpected losses. 
Organisations / Individuals suffering loss are restored or at least brought 
closer to their former economic position. The advantages to the 
organisations / individuals having the insurance protection, as well as the 
benefits to the society by this are obvious. 
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d) Funds for investment 
 

Insurance premiums are normally payable in advance and held by the insurer 
till the time of payment of claims. This enables the insurers to invest these 
funds, which is always sizable, and earns attractive returns on the 
investments made. The returns on the investments go on to reduce the 
premium required to be paid for the contract. Though the individual insured 
can also earn returns on their premium amounts, had they not purchased 
insurance, the investment expertise available with the insurers, the 
opportunities for investing available to the insurers and the size of the 
investible funds that the insurers have will make the returns earned by the 
insurer much more attractive than what individuals can think of. Also, since 
the Government governs the way the insurers invest the funds, most of the 
accumulated funds are invested in the development of infrastructure of the 
nation and also the development of capital markets, which is beneficial to 
the society as a whole. 

 

2. Disadvantages 
 

Although the advantages of purchasing insurance as a tool in management of 
risks are numerous, insurance has a few disadvantages also: 

 

a) Operating expenses 

The Insured pays more than what is his share in the losses that the group is 
likely to experience because of the expenses listed below. Insurers incur 
expenses in loss control measures, in acquisition of insurance business, claim 
settlement activities, in risk inspections and rating activities, and other 
general administrative works. These expenses and a reasonable amount of 
profit for the insurer must be charged to the premium payable by the 
insured. Thus the premium paid by the insured is more than expected value 
of losses. 

 
b) Moral hazard 

 

Insurance coverage reduces the insured's incentives to prevent loss or to 
contain the amount of damage due to the loss when it occurs. In certain 
cases, there can be intentional damages created by the insured themselves, 
such as arson or staging accidents or hospitalization when not required etc. 
In some other cases, there can be attempts to overstate the damage due to 
the loss in order to get higher compensations than what would have been 
allowed. Thus moral hazard increases the amount of losses experienced by 
the group in relation to what would have been in the absence of insurance 
arrangement. This also gets provided for in the insurance premium 
calculations, which the insured will have been, pay. 
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Overall, the advantages that the insurance mechanism provides are much more 
than the effects of the disadvantages discussed above, in most of the cases. 

 
Financial methods available involve: 

 

 Meeting losses out of normal budget operations 
 The creation of special funds to pay for losses as they occur 
 The use of insurance, and 
 The use of credit and government grant 

 
In determining the methods of particular situations, the overall cost needs to be 
calculated taking full account of the time value of the money that is involved. 

 

3. Risk transfer 
 

The most common form of risk transfer is insurance. By payment of a premium, 
the financial consequences of the risk are effectively transferred to another 
party, the insurer. 

 
A less common form of risk transfer is through contract. 

 

Example 

 

For example, if you lease a property, you may contractually transfer the risk of 
fire insurance to the lessee. 

 

In considering the insurance methods, the options generally open to the 
company involve the direct regular market, the reinsurance market and the 
establishment of an insurance company, often called a 'captive'. 

 
The risk financing objectives to be able to meet after-loss expenses by replacing 
assets lost, replacing earnings that would have otherwise been achieved and 
paying for any additional special expenses. 

 

4. Risk financing 
 

Here, one is concerned with the manner in which those risks that remain after 
the risk control measures have been implemented, shall be financed. It has to 
be recognised that in the long run, an individual, organisation will have to pay 
for its own losses. 

 

Therefore the primary objective of risk financing is to spread the cost of risks 
more evenly over a period of time, in order to reduce the financial strain and 
possible insolvency, which the random occurrence of large losses may cause. 
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The secondary objective is to minimise risks costs. Essentially an organisation 
can finance its risk costs in the following ways: 

 
Diagram 1: Risk costs financing 

 

The probability and severity of possible losses play an important part in the 
structuring of a risk-financing programme. It is axiomatic that in practice high 
probability of loss generally goes hand in hand with relatively low severity and 
vice versa. If it were otherwise, exposure to a high probability of catastrophic 
losses would place any individual / enterprise in an untenable position. 

 

Example 

 

For example, if one stays in an area which has a high exposure to floods and 
every year at least one flood has to occur, then the probability of occurrence of 
a flood loss and its severity both are very high and the person should 
immediately abandon that place. 

 

In developing a risk financing and particularly a self-insurance strategy it is 
important for the company to decide how much loss it can afford to retain 
within its own operations. It is useful to approach this problem by firstly 
calculating the total amount of losses that are not insured and retained within 
the company and then applying the company's risk-taking approach to the 
potential amount of risk. 

 
For a normal company which is neither conservative nor a risk-taker a starting- 
point could be 1 per cent that it enables the insurance buyer to gain access to 
the reinsurance market, which operates more economically than the direct 
insurance market because of its lower overheads and organisational structure. 

 

In addition, in any environment where the direct insurance industry is unwilling 
to give enough credit to the insurance buyer with a good record in the form of 
either reduced premiums or good discounts for deductibles or excesses, the 
captive provides a mechanism where these benefits can be achieved. 
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5. Risk retention 
 

Where the cost of the potential loss is large, retention would not be a good 
alternative, as the individual would not have the resources available should a 
loss occur. 

 

Here, the cost of the risk is borne by the individuals themselves. Where 
retention can be effectively put to use, is for small amounts that have the 
effect of reducing the insurance premium. 

 

Example 

 

For example, on a motor policy the premium may be Rs. 6,000/- for a policy 
with Rs. 1,000/- excess. If that excess were increased to Rs. 2,500/- then the 
premium may reduce to Rs. 5,000/-. 

 
Assuming Rs. 2,500/- is within the means of the person, then the point to 
consider is that by agreeing to bear an extra Rs. 1,500/- in the event of an 
accident, the person can save Rs. 1,000/- each year. 

 
If the person does not have accidents very often, then this may be an attractive 
proposition. 

 

It should be explained to clients that the decision to retain risk ought to be on 
the basis of being able to afford the financial consequences of related event 
occurring, and not on the basis of being unable to afford suitable cover. 
Unfortunately, many people are caught out by retaining risk, and either they 
and/or their families suffer financial loss and hardship. 

 

As the adviser, your role is to assist clients sort out their insurance priorities 
and the types and levels of cover they can afford. It is important that the client 
fully understands the consequences of failing to implement an appropriate 
insurance program and that risks ignored are not risks that have gone away! 

 
The notion of affordability needs to be considered in the context of life values 
and the sacrifice that the client is willing to make in order to protect their 
particular situation. 

 

Tip 

 

Following charts will be of assistance in better understanding and for 
clarifications on various related elements: 

 The interrelationship of risk analysis, risk control and risk financing, 
 Risk mitigation methodology - flow chart, 
 Risk retention & transfer strategy 
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Diagram 2: The interrelationship of risk analysis, risk control and risk 
financing 
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Diagram 3: Flow chart – Risk mitigation methodology 

 

Diagram 4: Risk retention and transfer strategy 

 

Test Yourself 3 

 

Which of the following is not an advantage of insurance in handling risks? 
 

I. Reduction in uncertainty 
II. Loss reduction education by trained experts 
III. Indemnification for unexpected losses 
IV. Creation of intentional damages for insurance coverage 
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D. Selecting the best technique 
 

One would logically want to completely eliminate anything that is of high risk. 
Although ideal, this is not usually possible as eliminating all risk would also 
eliminate most of the business opportunities. 

 
Hence, after systematic consideration of various risk control and risk financing 
options, the next step will be to select the best option by considering what 
combination of risk control and risk financing measures best serves the 
organisation’s objectives. 

 

Different organisations with same exposures but different objectives will choose 
different combinations of the techniques. 

 
Such selection methodology will have to primarily look at two steps, namely: 

 

1. Forecasting the effects of available risk management techniques on the 
organisation’s ability to fulfil its objectives. This would need forecasts of: 

 
a) Frequency & severity of expected losses, 
b) Effects of various techniques on frequency, severity and predictability of 

the projected losses, 
c) Cost of such techniques. 

 

2. Defining and applying criteria to measure how well each technique 
contributes to each objective in a cost effective way. 

 
The selection criteria will relate to either financial objectives or other 
objectives. The criteria should also take into consideration: 

 
a) Effectiveness: This means capable of achieving desired goals, 
b) Feasibility: The balance between the risk & convenience of 

implementing risk treatment 

c) Cost-effectiveness: The balance between the risk and the cost of 

implementing the risk treatment option 
d) Financial objectives based technique selection will focus on maximising 

cash flows and profits generated by the activities. 
 

Though risk control measures reduce cash outflows by reducing losses, they 
at the same time need cash outflows towards installing and maintaining 
safety devices and safety programmes. 

 

Risk financing techniques often require cash outflows on items like insurance 
premiums; they also reduce other cash flows like requiring paying retained 
losses and may even get some cash inflows through investment income on 
funded reserves. 
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Other objectives would refer to emphasis on ‘stability of earnings over time’ 
rather than ‘maximising earnings in any short time period’ would overinvest in 
loss prevention devices rather than absorb regular small losses. A non-profit 
service organisation would put emphasis of uninterrupted operations despite 
accidental losses. 

 

Test Yourself 4 

 

Selection of risk control and risk financing technique needs forecasting: 
 

I. Frequency and severity of expected losses 
II. Profit of the financial year 
III. Predictability of the projected gains 
IV. Benefits of such techniques 

 

E. Implementing the chosen risk management technique 

 

Fundamental requirement of a well-managed risk management programme is 
that any chosen techniques should capable of being implemented and 
monitored. 

 
Implementing the chosen techniques involves technical decisions by the risk 
manager or his team and managerial decisions by plant managers or line 
managers. 

1. Technical decisions: These decisions would enable precisely deciding what 
should be done. For example if an organisation decides to insure a particular 
loss exposure, then the risk manager must make technical decisions to 
select appropriate insurer, set proper limits and deductibles and negotiate 
purchase of that insurance. 

 
2. Managerial decisions: These decisions put the risk manager’s role in an 

advisory capacity and have no authority on the line manager or his 
subordinates, whose priorities in taking a decision may be guided by factors 
other than risk management. 

 

Test Yourself 5 

 

Implementing the selected techniques involves technical and managerial 
decisions. Which decisions would enable precisely deciding what should be 
done? 

I. Neither technical nor managerial decisions 
II. Both technical and managerial decisions 
III. Only technical decisions 
IV. Only managerial decisions 
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F. Monitoring and improving the risk management programme 
 

Once implemented a risk management programme must be monitored to ensure 
that it is achieving the expected results and to adjust it for changes in loss 
exposures suitable risk management techniques. 

 
An essential element at this stage will be to set standards of acceptable risk 
management performance and comparing actual results with these standards 
and corrections for improving the performance. 

 

For organisations, communities and the entire economy, the costs of risk 
management include values lost through accidents that do occur, net benefits 
forgone from activities that remain too risky to undertake and resources 
devoted to risk management programs. 

 
Diagram 5: Elements of good risk management and internal control 
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Summary 
 

a) Risk management involves risk control and risk financing. 
 

b) Risk control process involves analysis of the loss potential, implementation 
of prevention methods and, very importantly, training and motivation of 
staff. 

 

c) The primary objective of risk financing is to spread the cost of risks more 
evenly over a period of time, in order to reduce the financial strain and 
possible insolvency, which the random occurrence of large losses may cause. 
The secondary objective is to minimise risk costs. 

 
d) The probability and severity of possible losses play an important part in the 

structuring of a risk-financing programme. 
 

e) Selection of risk control and risk financing measures will have primarily two 
steps: 

 
 Forecasting the effects of available risk management techniques 
 Defining and applying criteria to measure contribution of the technique 

 
f) The selection criteria of risk control and risk financing technique should also 

take into consideration: effectiveness, feasibility, cost-effectiveness, 
financial objectives and other objectives like stability of earnings over time, 
maximising earnings in any short time period etc. 

 

g) Implementing the selected techniques involves: 
 

 Technical decisions by the risk manager or his team; and 
 Managerial decisions by plant managers or line managers. 

 

h) Elements of good risk management and internal control are: 
 

 Risk Awareness 
 Fundamental i.e. Financial Control 
 Consultation Throughout Company 
 Control Strategies on Continued Basis 

 Awareness of Objectives 
 Early Warning Mechanisms & Quick Response 
 Reliable Business Information 
 Emphasis on Changing Behaviour 
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Answers to Test Yourself 
 

Answer 1 
 

The correct option is II. 
 

The former technique relates to Risk Control; the latter relates to Risk 
Financing. 

 

Answer 2 
 

The correct option is IV. 
 

The purpose of risk control is to minimise the total cost of risk to an 
organisation whilst at the same time ensuring the long term economic survival 
of the organisation. 

 

Answer 3 
 

The correct option is IV. 
 

There can be intentional damages created by the insured themselves; moral 
hazard increases the amount of losses experienced by the group in relation to 
what would have been in the absence of insurance arrangement. 

 

Answer 4 
 

The correct option is I. 
 

Selection of risk control and risk financing technique needs forecasting of: 
 

 Frequency and severity of expected losses, 
 Effects of various techniques on frequency, severity and predictability of 

the projected losses, 
 Cost of such techniques. 

 
Answer 5 

 
The correct option is III. 

 
Technical decisions would enable precisely deciding what should be done. 



10
1 

IC-86 RISK MANAGEMENT 

PRACTICE QUESTIONS AND ANSWERS CHAPTER 5 
 

 

 

Self-Examination Questions 
 

Question 1 

Which of the following technique relates to risk control? 
 

I. Preventing and minimising losses 
II. Paying for the losses 
III. Both preventing /minimising losses and paying for those losses 
IV. Neither preventing /minimising losses nor paying for those losses 

 

Question 2 

What is the purpose of loss control management? 
 

I. To prevent the total cost of losses 

II. To limit the total cost of losses 
III. To eliminate the total cost of losses 
IV. To pay for the total cost of losses 

 
Question 3 

The selection criteria of risk control and risk financing technique should also 
take into consideration: 

 

I. Cost effectiveness only 
II. Feasibility only 
III. Financial objectives only 
IV. All – cost effectiveness, feasibility and financial objectives 

 
Question 4 

In which of the following circumstances would risk retention not be a good 
alternative? 

 
I. Where risk is difficult to identify 
II. Where risk is difficult to eliminate 
III. Where the cost of potential loss is large 
IV. Where the cost of potential loss is minor 

 

Question 5 

What is the need for monitoring an implemented risk management programme? 
 

I. To ensure that it is exceeding the expected results 
II. To adjust it for changes in techniques 
III. To enhance profits 
IV. To reduce losses 
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Answers to Self-Examination Questions 
 

Answer 1 
 

The correct option is I. 
 

The former technique relates to Risk Control; the latter relates to Risk 
Financing. 

 

Answer 2 
 

The correct option is II. 
 

The purpose of Loss Control Management is to limit the total cost of losses to 
the lowest possible level by implementing measures. 

 

Answer 3 
 

The correct option is IV. 
 

The selection criteria of risk control and risk financing technique should also 
take into consideration feasibility, cost-effectiveness and financial objectives. 

 

Answer 4 
 

The correct option is III. 
 

Where the cost of the potential loss is large, retention would not be a good 
alternative, as the individual would not have the resources available should a 
loss occur. 

 

Answer 5 
 

The correct option is II. 
 

Implemented risk management programme must be monitored to ensure that it 
is achieving the expected results and to adjust it for changes in loss exposures 
with suitable risk management techniques. 
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CHAPTER 6 
 

ALTERNATIVE RISK TRANSFER MECHANISMS 
 
 

 

Chapter Introduction 
 

This chapter discusses alternative risk transfer mechanisms with respect to 
insurance and related risk management. Risk transfer means causing another 
party to accept the risk, for example through insurance, where risk is 
transferred from an entity to the insurance company. 

 

Learning Outcomes 

 

A. Alternative risk transfer market 
B. Finite risk reinsurance and risk transfer to the capital markets 
C. Capital markets as an additional source of capacity 
D. Alternative risk financing products 
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Look at this Scenario 
 

Weather derivatives are the first financial tools available to risk managers to 
stabilise earnings unpredictability caused by the suddenness of the weather. 

 
A sampling of weather risks faced by various industries is presented in the table 
below: 

 
Risk holder industry Type of weather Expected risk 

Agricultural sector Extreme temperature 
and snowfall/rainfall 

Loss of significant crops 

Beverage producers Extreme temperature Lower sales during cool 
weather 

Hydroelectric power 
generation 

Rainfall Lower revenue during 
drought 

 

Source: Munich Re 

 

A. Alternative risk transfer market 

 

1. Brief history of the ART (alternative risk transfer) market 
 

A successful risk management strategy may seek to minimise risks by utilising 
tools other than traditional insurance risk transfer. Determining the appropriate 
alternative risk financing tools requires knowledge of available products and the 
ability to customise each to fit the organisation's specific needs. 

 

Definition 

 

Alternative risk financing may mean two things: 
 

a) Traditional products used in a non-traditional manner or 
b) Non-insurance financial products that mitigate risk 

 

These are sophisticated risk financing and transfer products that are typically 
custom-designed for an organisation. 

 

ART has its origin in the emergence of the captive market more than 30 years 
ago, when large corporations with a strong capital base created captives in tax 
havens. The main goal was to retain more risk by means of risk management 
solutions deploying self-financing mechanisms. 

 
In the 1980s, specialised (re)insurance companies were established in offshore 
financial centres like Bermuda and other markets. 
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These offered financial reinsurance products with little or no risk transfer to 
insurance. The clear focus was on risk financing features utilising the favourable 
accounting and tax environment typically provided by offshore centres. 

 
During the last decade an increased demand for financial concepts including risk 
transfer led to the development of a second generation of so-called finite risk 
reinsurance products combining risk financing and risk transfer techniques. 

 
Newly issued accounting and regulatory guidelines in some leading financial 
reinsurance markets contributed to this demand. Encouraged by an objective 
regulatory environment and insurance companies’ increasing needs for finite 
risk reinsurance, traditional reinsurers have committed a greater degree of 
know-how, capacity and security to providing sustainable solutions. 

 
Most recently, the convergence of insurance and capital markets has also 
provided an array of innovative concepts to integrate financial risks into 
reinsurance covers and to access capital markets for the transfer or financing of 
insurance risks. 

(Source: Munich re) 
2. Global trends in the insurance industry 

 

ART has succeeded in establishing itself as a viable source of innovative 
solutions, complementing traditional risk transfer and financing techniques. 

 
Furthermore, the following global trends apparent in the insurance industry will 
continue to favour alternative reinsurance concepts with respect to 
acceptability, market share and product innovations: 

Diagram 1: Global trends favouring alternative reinsurance concepts 
 

In order to cope with these future challenges, leading reinsurers, brokers and 
investment banks have established specialised units to broaden their know-how 
and capabilities to meet their clients’ individual needs. 
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3. Definition of ART 
 

Alternative risk transfer and financing techniques, as we see them today, 
basically fall into the following categories 

 

a) Finite risk reinsurance 
b) Integrated risk management and insuratisation 
c) Insurance securitisation and insurance derivatives 
d) Contingent capital 

 
Although there is no generally accepted definition of ART, alternative risk 
transfer and financing concepts and techniques can be differentiated as per the 
following criteria or “dimensions”: 

a) Goal – risk financing vs. risk transfer 
b) Market – insurance markets vs. capital markets 
c) Products – reinsurance and financial structures 
d) Risk type – insurance vs. holistic risk 

 
Based on this solution-oriented rather than product-oriented approach, the 
various concepts and techniques can also be embedded in the overall spectrum 
of traditional and alternative risk transfer tools that access insurance as well as 
capital markets and deploy reinsurance as well as financial structures. 

 
Diagram 2: Risk transfer and financing spectrum 
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Test Yourself 1 
 

The main goal of ART was  by means of risk management solutions by 
deploying self-financing mechanisms. 

 
I. To eliminate entire risk 

II. To retain more risk 
III. To accept total risk 
IV. To analyse entire risk 

 

Test Yourself 2 

 

What does finite risk reinsurance products combine? 
 

I. Risk financing and risk transfer 
II. Risk identifying and risk mitigation 
III. Risk financing and risk mitigation 
IV. Risk identifying and risk transfer 

 

B. Finite risk reinsurance and risk transfer to the capital markets 

 

1. Finite risk reinsurance 
 

Finite risk reinsurance has developed into an effective tool to allow insurance 
companies to retain more risk but, at the same time, to smooth results over 
time by combining risk financing rather than risk transferring techniques. 

 
Finite risk reinsurance also addresses a broad range of goals such as: 

 

a) Optimising retentions and reinsurance structures, 
b) Mitigating the impact of low-frequency/high-severity events, 
c) Achieving balance sheet relief and liquidity support, 
d) Optimising investment strategies, 
e) Supporting corporate planning and risk management, 
f) Protecting key ratios and ratings. 

 
Typical features are substantial pre-funding and post-funding of losses over a 
multi-year contract period by the ceding company, experience account balances 
and profit commissions taking into consideration the time value of money. 

 
Besides, components of self reinsurance features, structured risk elements 
provide for a transfer of significant insurance risk to the reinsurer in accordance 
with respective regulatory and accounting guidelines. 

 
Product concepts fall into two categories, with prospective finite risk 
reinsurance covers protecting against the contingencies associated with future 
loss events. 
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Example 
 

a) Funding covers 
b) Spread loss covers 
c) Multi-line stop loss covers 
d) Financial quota shares 
e) Double trigger concepts 

 

Alternatively, retrospective finite risk reinsurance covers insulate insurance 
companies from the negative impact of an adverse loss development and/or 
from the accelerated payout of losses already incurred at inception of the 
cover. 

 

Example 

 

a) Adverse loss development covers, 
b) Loss portfolio transfers. 

 

Within the ART spectrum, finite risk reinsurance definitely provides for tested 
and customised solutions that complement insurance companies’ traditional 
reinsurance needs. 

 
2. Integrated risk management 

 
Integrated risk management concepts are generally understood to be covers 
combining insurance risks with financial market risks, such as currency, interest 
rate or equity market risks. 

 

They are an excellent example of the convergence of the insurance and the 
capital markets. 

 
Stemming from a holistic risk management approach and trying to optimise the 
coverage of risks on the asset as well as on the liability side of the balance 
sheet, integrated risk management seeks to meet such objectives as; 

 

a) “Bottom-line” comprehensive balance sheet protection, 
b) Protection against downside risk and major fluctuations of operating 

result, 
c) Better use of capacity by excluding over hedging effects. 

 
3. Insuratization 

 
Possibly structured as multi-line and multi-year concepts similar to finite risk 
reinsurance concepts, integrated risk management concepts try to make use of 
diversification effects among the risks covered, and thus to reduce risk transfer 
and risk capital costs. 
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In its narrower sense, the risk transfer of exclusively financial, credit/weather- 
related or other capital market risks from capital to insurance markets is 
structured in the form of a (re)insurance solution. This concept is also called 
“Insuratization”, which in essence can be seen as the opposite of insurance 
securitisation, whereby insurance risks are transferred to capital markets. 

 

Test Yourself 3 

 

   can be seen as the opposite of insurance securitisation. 
 

I. Capital markets 
II. ART 
III. Retrospective finite risk 
IV. Insuratization 

 

C. Capital markets as an additional source of capacity 

 
In the 1990s, natural catastrophes reached record levels in terms of both: 

 Severity (magnitude of the loss per event) and 
 Frequency (number of loss events). 

 

The considerable discrepancy that still exists between economic losses and 
insured losses and the flight to quality with respect to the financial standing of 
catastrophe reinsurers have provided an incentive to look for alternative 
methods of risk transfer and financing. 

 
In this context, the financial markets have presented themselves as an 
additional source of capacity and financing to complement traditional 
reinsurance products. This enables investors to take advantage of alternative 
asset classes to realise attractive returns and to achieve diversity in their 
investments. 

 

1. Capital markets products – Contingent capital 
 

For several years now the capital market has been offering contingent capital 
programmes for debt or equity financing with insurance event triggers. These 
programmes provide additional sources of risk financing in case of natural 
catastrophes, and mitigate the impact of such catastrophes on insurers’ capital. 

 

The objective is to secure an insurance company’s financial standing in the 
aftermath of a significant insurance event, when traditional refinancing would 
be rather costly, if available at all. 

 
In an equity put arrangement the cedant pays an option premium for the right 
to issue preference shares to investors in the case of a natural catastrophe and 
a subsequent loss of surplus. A surplus put arrangement provides for the right to 
issue surplus notes. 
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2. Capital markets products – Insurance securitisation and insurance 
derivatives 

 
Enhancing traditional reinsurance and alternative risk financing structures with 
such alternative risk transfer structures as insurance securitisation and 
derivatives enables insurance companies to access the capital markets as 
additional capacity providers. 

 

Insurance securitisation and derivatives are tools that transfer insurance risk in 
an insurance bond or derivative format to capital market investors, rather than 
to the reinsurance market. 

 

In the case of an insurance securitisation, the capital is made available up-front 
before the loss event. It serves as liability funds, and is lost in the event of a 
loss. 

 
Insurance derivatives enable investors to assume insurance risk by way of an 
unfunded capital market instrument in the format of options or swaps. In 
contingent capital structures, investors provide capital after a loss event that is 
repaid after the transaction period. 

 

Insurance securitisation and other techniques of risk transfer to the capital 
markets have been in use now for more than four years as a means of covering 
insurance risks and as tools for additional and alternative capacity if sufficient 
risk capacity is not available in the traditional market. 

 
3. Finite risk reinsurance and risk Transfer to the capital markets - Munich 

Re’s philosophy and strategy 
 

Munich Re sees ART as a complement to traditional reinsurance in risk and 
balance sheet management for insurance companies to optimise risk retentions, 
smooth earnings over time and access additional sources of risk transfer and 
financing capacity. 

 
ART solutions are an important and integral part of Munich Re’s full range of 
reinsurance and capital market concepts to support our insurance clients in 
playing a proactive role in a rapidly changing and increasingly competitive 
insurance industry. 

 
What our clients can expect? 

 
 Capability to develop innovative solutions 
 Flexibility to optimise/integrate concepts 

 Long-term commitment and confidentiality 
 Meaningful traditional and alternative capacity 
 Unsurpassed security and services 
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4. Alternative risk financing: Non-traditional options 
 

The Chart below summarises traditional and alternate risk finance methodology: 
 

Diagram 3: Risk financing: Traditional vs. Alternate 

 

 

Test Yourself 4 

 

Which programmes provide additional sources of risk financing in case of natural 
catastrophes, and mitigate the impact of such catastrophes on insurers’ capital? 

 
I. Finite risk 
II. Contingent capital 
III. Captives 
IV. Self-insurance 
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Case study 
 

Article by Rachel S. Kronowitz and Chidi J. Ogene – Legal Experts, USA 
 

This article by Rachel S. Kronowitz and Chidi J. Ogene, looks at Alternative Risk 
Financing aspects with a little different focus of categorizing the options into- 

 

1. Alternatives to insurance companies & 
2. Alternatives to insurance products. 

 
“Organizations typically purchase insurance policies to mitigate risks. However, 
businesses beset by higher premiums or by the inability of insurance companies 
to cover their risks adequately have sought other options. Increasingly, they find 
that they can manage risk using financial instruments and other arrangements in 
addition to insurance policies. Known as alternative risk financing, these 
arrangements combine risk transfer and risk retention techniques with self- 
insurance to provide alternative (or complementary) options to traditional 
insurance. 

 
Certain alternative risk financing techniques have been around for quite some 
time, and their popularity has followed or been affected by the vagaries of the 
insurance market. However, recent events have contributed to renewed, and 
quite possibly more permanent, interest in alternative risk financing. For 
example, catastrophes such as the WTC terrorist attacks of September 11, 2001, 
and natural disasters such as the 2005 tsunami and Hurricane Katrina have led 
many to believe that similar catastrophic events will occur with increasing 
frequency and that the hardening of insurance markets that occurred following 
these disasters threatens to be permanent. 

 

In addition, recent corporate scandals led to the passage of the Sarbanes-Oxley 
Act of 2002, in USA, which requires chief executive officers and chief financial 
officers of publicly traded companies to certify that their companies have 
adequate internal controls. This statutory requirement has, in turn, convinced 
many companies of the value of a strategic, business- wide approach to risk 
management and has also led to elimination of the traditional barriers between 
a company’s finances and insurance-buying operations. These trends have 
prompted business executives to seek out other risk mitigation options, such as 
alternative risk financing. 

 

In this article, we will examine a variety of different alternative risk financing 
techniques and products that companies now use to mitigate or transfer risk 
outside of the traditional insurance-based model. 
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D. Alternative risk financing products 

 

Tip 
 

Alternative risk financing products can be divided roughly into two principal 
categories: 

 Alternatives to insurance companies and 
 Alternatives to insurance products 

 

1. Alternatives to Insurance Companies 
 

In this section, we will identify different types of risk financing alternatives to 
insurance companies and we will explain their benefits. 

 

Example 

 

Examples of alternatives to insurance companies include self-insurance, 
insurance pools, captive insurers and risk retention groups. 

 

a) Self-insurance 
 

It is one of the oldest alternatives to insurance companies and remains one 
of the most popular. 

 
The term is self-explanatory: rather than purchasing an insurance policy, a 
company will decide to retain an eligible risk while designating an amount of 
money calculated to compensate for the potential future loss. 

 

Self-insurance typically provides the first layer of coverage, and a policy is 
purchased from the commercial insurance market to cover losses in excess 
of the self-insurance. 

 
Following the 9/11 terrorist attacks, coverage for certain risks became much 
more difficult to acquire and was only available at substantially increased 
costs. 

 

Example 

 

For example, airline insurers immediately increased premiums and cut their 
coverage for third-party war and terrorism liabilities to a maximum of $50 
million per airline, per "event." 

 
Workers’ compensation carriers began to look very carefully at catastrophic 
exposures, especially in locations with more than 250 employees and some life 
insurance reinsurers exited the market entirely. 
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As a result of these developments, many companies have increased the 
amount of risk that they self-insure. 

 
For instance, coverage for catastrophic losses might be secured by 
designating a $75 million-a-year self-insured retention and by combining this 
retention with traditional insurance; this strategy would provide coverage in 
excess of the retention amount at greatly reduced premiums. 

 

b) Insurance pools, or self-insurance groups 
 

These are an extension of self-insurance and are employed by companies to 
underwrite their collective exposure to high-occurrence, low-cost risks. 
These groups tend to be comprised of companies with similar risk profiles 
(either by type of industry or by geography or both), because each member 
of a pool shares the profits and losses of the pool through a so-called joint 
and several liability arrangement. 

 
Members contribute premiums to a fund, the proceeds of which are invested 
and paid out for claims and administrative expenses. Surplus funds may, at 
the members’ discretion, be repaid by members or reinvested in the fund. 

 
c) A captive insurer 

 
This, in general terms, a licensed insurance company established by a non- 
insurance parent company to insure the risks of the parent company, its 
affiliates or other entities doing business closely with the parent company. 

 
Captives are considered to have a number of advantages over traditional 
insurance coverage. Companies’ utilising captives enjoy cash flow benefits 
from lower insurance costs and retention within the corporate group of 
premiums and investment income. 

 

Captives can also provide tax benefits. 

 

Example 

 

For example, payments to captives that provide employee benefits insurance 
are deductible as insurance premiums in certain circumstances. 

 

Additionally, the company’s control over the captive subsidiary allows it to 
deal with reinsurers directly, instead of through an insurance company, 
thereby lowering the cost of access to the reinsurance market. Perhaps in 
response to these perceived benefits, the use of captives has grown 
tremendously in recent years. 
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d) Risk retention groups 
 

These are similar to multi-owner captive insurance companies or self- 
insurance groups. They are liability insurance companies owned by their 
insureds (which must be engaged in a similar business or exposed to similar 
risks) and they are authorised by the Liability Risk Retention Act of 1986, 
which permits the insurance company — once licensed by its state of 
domicile — to insure members in all states. 

 

These groups enjoy many of the benefits ascribed to captives — such as the 
ability of members to control their own program, the ability to maintain 
coverage at affordable rates where typical insurance is hard to obtain and 
the ability to access reinsurance markets directly — without the hassle of 
having to set up the corporate structure of a captive insurance company as a 
subsidiary. 

 
These groups now underwrite significant portions of the medical malpractice 
market, following the insolvencies between 2001 and 2003 of many of the 
traditional malpractice insurers. 

 

However, it is important to note that these groups cannot underwrite 
certain risks, such as an employer’s liability with respect to its employees, 
or loss or damage resulting from any personal, familial or household 
responsibilities or activities. 

 
2. Alternatives to insurance products 

 
Credit securitisations, CAT bonds, weather derivatives and finite risk products 
are among the available alternatives to insurance products. 

 

Many of these instruments are products of the capital markets: a consensus is 
emerging that the global capital markets have capacity exceeding that of the 
insurance markets by several degrees of magnitude and, consequently, can 
handle at a lower cost and with less shock to the system the occurrence of 
natural disasters and other severe risks. 

 

In this section, we will explain the benefits of different types of risk financing 
alternatives to insurance products. 

 
a) Credit securitisation 

 
This involves the transfer of assets subject to credit risk, such as 
receivables, to a specially created investment vehicle (i.e. a special purpose 
company). The vehicle in turn issues securities “backed” by the transferred 
assets. 
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The proceeds of the sale of the asset-backed securities are remitted to the 
transferor of the assets — the entity that otherwise would have purchased 
insurance to defray its credit risk — and the purchasers of the securities 
assume the risk of recovery of the assets. 

 
b) CAT bonds 

 
These more formally known as catastrophe bonds, are risk-linked securities 
designed to transfer a specified set of risks from the issuer to the investors. 

 
They are usually structured as corporate bonds whose repayment of 
principal is forgiven if certain specified trigger conditions are met. 

 

These conditions are generally linked to some sort of catastrophic event, 
such as a hurricane hitting Florida. If no hurricane hits, the investors enjoy a 
return on their investment through interest payments (typically at a coupon 
rate much higher than the risk-free rate) and the principal repayment over 
the life of the bond. 

 
But if the triggering event occurs, then the investors may lose their rights to 
some portion of the principal or the entire principal, which is retained by 
the issuer to pay the loss. 

 

Tip 

 

As the hurricane example suggests, CAT bonds are most frequently used where 
the risk sought to be defrayed is a high-severity, low-frequency event. 

 

c) Weather derivatives 

 

Definition 

 

Weather derivatives are financial instruments that can be used by companies as 
part of a risk management strategy to reduce the risk associated with adverse 
or unexpected weather conditions. 

 

The derivative, in this case, is some objective measure of the weather, such 
that the weather derivative pays based on the variability of the observed 
weather from an index. So, for example, a weather derivative might pay 
based on the number of days when a low (or high) temperature was 
exceeded. 
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Example 
 

Farmers, for instance, would use weather derivatives to hedge against poor 
harvests that result from a lack of rain or unseasonable snowstorms. Theme 
parks, on the other hand, might use weather derivatives to insure against rainy 
weekends during peak season. 

 

Energy companies, in particular, have been at the forefront of the development 
of the weather derivative market. 

 

d) Finite risk products 
 

Finite risk products are similar to traditional insurance, but with a twist. 
Unlike typical insurance contracts, which are typically of 12 months’ 
duration, finite risk insurance products have a longer term — say, 10 years. 

 

These products are particularly useful where the risk sought to be insured 
against is a high-severity, low-frequency event, such as an oil spill. 

 

Example 
 

For example, if we assume an actuarial analysis predicts the occurrence of an 
oil spill within the next 10 years, the probability of such an event occurring in 
any one year within that period is 1 in 10 (or 10%). 

 

The oil producer could, of course, insure that risk by purchasing an annual 
insurance policy. 

 

If the risk did not occur in that first year, the oil producer would be out its 
premium, which the insurance company would have invested to produce income 
for its shareholders. 

 

The oil producer would then need to renew the insurance policy for the 
following year. If the risk also did not materialize in that second year, the result 
would be the same as the first, and this would continue for each year the 
annual policy is renewed and the oil spill did not occur. Alternatively, the oil 
producer could procure at the outset a finite risk contract that covers the entire 
10-year period. If the oil producer and its insurer estimated that the oil spill 
would occur in year seven, they could reduce to present value the resulting 
liability. 

 

In exchange for the payment of a premium approximating that liability 
estimate, the oil producer and its insurer would agree to share the investment 
income generated by the premium. The oil producer also would be entitled to 
deduct the premium paid at the outset of the transaction and — if the insured 
risk did not materialize during the term of the contract — to the return of a 
substantial portion of the premium paid. 
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These benefits have made finite risk products increasingly popular, despite the 
negative press attention these products have received as a result of alleged 
abuse by certain insurers and reinsurers. 

 
3. Conclusion 

 
In this article, a variety of risk financing alternatives to traditional insurance 
companies and insurance products have been outlined. However, the list of 
alternatives covered is not exhaustive. 

 
Moreover, as the insurance and capital markets continue to converge, we 
expect different and more exotic alternative risk financing products to 
materialize. As our discussion illustrates, alternative risk financing is not one- 
size-fits-all. 

 

Determining which option, or combination of options, works best for a  
particular company requires a thorough analysis of a company’s sources of, and 
attitude toward, risk.” E R I S K 

 

Test Yourself 5 

 

Which of the following are similar to multi-owner captive insurance companies 
or self- insurance groups? 

 
I. Weather derivatives 
II. Insurance pools 
III. CAT bonds 
IV. Risk retention groups 
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Summary 
 

a) Alternative risk financing may mean traditional products used in a non- 
traditional manner or non-insurance financial products that mitigate risk. 
They are sophisticated risk financing and transfer products. 

 
b) Global trends favouring alternative reinsurance concepts: 

 

 Focus on shareholder value 
 Deregulation and consolidation of insurance markets 
 Higher risk retention and restructuring of reinsurance programmes 
 Innovative risk management 
 Desire to get away from cyclical pricing 
 Shortage of capacity for certain types of risk 

 Transparent accounting and disclosure of earnings volatility 
 Convergence of insurance and capital markets 

 
c) ART and financing concepts and techniques can be differentiated in 

accordance with the following dimensions: goal, market, products and risk 
type. 

 
d) Prospective finite risk reinsurance covers the contingencies associated with 

future loss events. 
 

e) Retrospective finite risk reinsurance covers insulate insurance companies 
from the negative impact of an adverse loss development and/or from the 
accelerated payout of losses already incurred at inception of the cover. 

 
f) The risk transfer of exclusively financial, credit/weather-related or other 

capital market risks from capital to insurance markets is structured in the 
form of a (re)insurance solution. This concept is also called “Insuratization”. 

 
g) Integrated risk management concepts covers combining insurance risks with 

financial market risks, such as currency, interest rate or equity market risks. 
 

h) Insurance securitisation serves as liability funds, and is lost in the event of a 
loss. 

 
i) Insurance derivatives enable investors to assume insurance risk by way of an 

unfunded capital market instrument in the format of options or swaps. 
 

j) Munich Re sees ART as a complement to traditional reinsurance in risk and 
balance sheet management for insurance companies to: 

 
 Optimise risk retentions 
 Smooth earnings over time and 
 Access additional sources of risk transfer and financing capacity 



120 IC-86 RISK MANAGEMENT 

SUMMARY CHAPTER 6 
 

 

k) Alternative risk financing products can be divided roughly into two principal 
categories: alternatives to insurance companies and alternatives to 
insurance products. 

 
l) Self insurance policy is purchased from the commercial insurance market to 

cover losses in excess of the self-insurance. 
 

m) Insurance pools are an extension of self-insurance and are employed by 
companies to underwrite their collective exposure to high-occurrence, low- 
cost risks. 

 
n) Captive insurer is a licensed insurance company established by a non- 

insurance parent company to insure the risks of the parent company. 
 

o) Risk retention groups are liability insurance companies owned by their 
insureds (which must be engaged in a similar business or exposed to similar 
risks) and they are authorised by the Liability Risk Retention Act of 1986, 
which permits the insurance company — once licensed by its state of 
domicile — to insure members in all states. 

 

p) Credit securitisations, CAT bonds, weather derivatives and finite risk 
products are among the available alternatives to insurance products. 

 
q) Credit securitisation involves the transfer of assets subject to credit risk. 

 
r) CAT bonds are risk-linked securities designed to transfer a specified set of 

risks from the issuer to the investors. 
 

s) Weather derivatives are financial instruments that can be used by  
companies as part of a risk management strategy to reduce the risk 
associated with adverse or unexpected weather conditions. 

 
t) Finite risk products are particularly useful where the risk sought to be 

insured against is a high-severity, low-frequency event. 
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Answers to Test Yourself 
 

Answer 1 
 

The correct option is II. 
 

The main goal of ART was to retain more risk by means of risk management 
solutions by deploying self financing mechanisms. 

 

Answer 2 
 

The correct option is I. 
 

Finite risk reinsurance products combine risk financing and risk transfer 
techniques. 

 

Answer 3 
 

The correct option is IV. 
 

Insuratization can be seen as the opposite of insurance securitisation. 
 

Answer 4 
 

The correct option is II. 
 

Contingent capital programmes provide additional sources of risk financing in 
case of natural catastrophes, and mitigate the impact of such catastrophes on 
insurers’ capital. 

 
Answer 5 

 

The correct option is IV. 
 

Risk retention groups are similar to multi-owner captive insurance companies or 
self- insurance groups. 

 

Self-Examination Questions 

 

Question 1 
 

What is ART? 
 

I. Aggregate risk training 
II. Adaptive risk technique 
III. Alternative risk transfer 
IV. Actual risk theory 
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Question 2 
 

Which of the finite risk reinsurance covers protect against the contingencies 
associated with future loss events? 

I. Prospective finite risk reinsurance 
II. Retrospective finite risk reinsurance 
III. Both prospective and retrospective finite risk reinsurance 
IV. Neither prospective nor retrospective finite risk reinsurance 

 

Question 3 
 

Name the tools that transfer insurance risk in an insurance bond or derivative 
format to capital market investors, rather than to the reinsurance market. 

I. Insurance securitisation only 
II. Derivatives only 
III. Insurance securitisation and derivatives 
IV. Insurance securitisation, derivatives and shares 

 

Question 4 

Self-insurance, insurance pools, captive insurers and risk retention groups are 
examples of: 

 

I. Insurance companies 
II. Alternatives to insurance companies 
III. Insurance products 
IV. Alternatives to insurance products 

 

Question 5 
 

Which is a licensed insurance company established by a non- insurance parent 
company to insure the risks of the parent company? 

I. Self-insurance groups 
II. Captive insurer 
III. Risk retention groups 
IV. Credit securitisation 

 

Question 6 
 

Credit securitisations, CAT bonds, weather derivatives and finite risk products 
are among the available  . 

I. Insurance companies 
II. Alternatives to insurance companies 
III. Insurance products 
IV. Alternatives to insurance products 
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Answers to Self-Examination Questions 
 

Answer 1 
 

The correct option is III. 
 

ART means alternative risk transfer. 
 

Answer 2 
 

The correct option is I. 
 

Prospective finite risk reinsurance covers the contingencies associated with 
future loss events. 

 

Answer 3 
 

The correct option is III. 
 

Insurance securitisation and derivatives are tools that transfer insurance risk in 
an insurance bond or derivative format to capital market investors, rather than 
to the reinsurance market. 

 

Answer 4 
 

The correct option is II. 
 

Self-insurance, insurance pools, captive insurers and risk retention groups are 
examples of alternatives to insurance companies. 

 
Answer 5 

 

The correct option is II. 
 

Captive insurer is a licensed insurance company established by a non- insurance 
parent company to insure the risks of the parent company. 

 
Answer 6 

 

The correct option is IV. 
 

Credit securitisations, CAT bonds, weather derivatives and finite risk products 
are among the available alternatives to insurance products. 
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CHAPTER 7 
 

ENTERPRISE RISK MANAGEMENT 
 
 

 

Chapter Introduction 
 

This chapter introduces the concept, development and importance of ERM in 
the insurance sector. 

 

Learning Outcomes 

 

A. Enterprise risk management (ERM) definitions 
B. Drivers of change and development of the discipline of ERM 

C. Limitations of ERM 
D. ERM impact on management practices 
E. Other ways that ERM can contribute to value creation 
F. Organisational objectives for pursuing ERM 
G. ERM process 
H. ERM implementation 
I. Decision making 
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A. Enterprise risk management (ERM) definitions 

Enterprise risk management (ERM), a relatively recent but an extremely 
important approach to risk solutions and decision making, is under discussions at 
many forums the world over. 

 

Following excerpt from The Specialty Guide on Enterprise Risk Management 
(ERM) prepared by members of the ERM Working Group of the American Society 
of Actuaries- Risk Management Section-is considered to be an excellent 
elaboration of the intricacies related to ERM. 

 
The Guide was prepared by the Working Group to serve as a fundamental 
resource for a basic understanding of ERM, as well as a guide to further study of 
the subject. 

 

Definition 

 

Enterprise risk management (ERM) in business includes the methods and 
processes used by organisations to manage risks and seize opportunities related 
to the achievement of their objectives. 

 

ERM provides a framework for risk management, which typically involves: 
 

 Identifying particular events or circumstances relevant to the 
organisation's objectives (risks and opportunities), 

 Assessing them in terms of likelihood and magnitude of impact, 
 Determining a response strategy, and monitoring progress. 

 
By identifying and proactively addressing risks and opportunities, business 
enterprises protect and create value for their stakeholders, including owners, 
employees, customers, regulators, and society overall. 

 

Definition 

 

ERM can also be described as a risk-based approach to managing an enterprise, 
integrating concepts of strategic planning, operations management, and 
internal control. 

 

ERM is evolving to address the needs of various stakeholders, who want to 
understand the broad spectrum of risks facing complex organisations to ensure 
they are appropriately managed. 

 
Regulators and debt rating agencies have increased their scrutiny on the risk 
management processes of companies. 
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As a relatively new field of practice, ERM has quickly taken on a number of 
different meanings. This leads to confusion as people talk about ERM and it may 
appear that they are talking about seemingly different things. 

 
Therefore, it is important to begin by examining these meanings in order to be 
aware of the potential uses of ERM and to begin to develop a common 
understanding of the term. 

 

Definition 

 

In its “Overview of enterprise risk management,” the Casualty actuarial society 
describes Enterprise Risk Management as: 

 
“… the discipline by which an organisation in any industry assesses, controls, 
exploits, finances and monitors risk from all sources for the purposes of 
increasing the organisation’s short- and long-term value to its stakeholders.” 

 

Definition 

 

Similarly, COSO (Committee of sponsoring organisations) defines ERM as: 

 
“… a process, affected by an entity’s board of directors, management and other 
personnel, applied in a strategy setting and across the enterprise, designed to 
identify potential events that may affect the entity, and manage risk to be 
within its risk appetite, to provide reasonable assurance regarding the 
achievement of entity goals” 

 

Tip 

 

The COSO approach is a comprehensive ERM system that takes a top-down 
approach to risk management and is widely used as a framework. 

 

These two definitions have several points in common. Both definitions speak of 
ERM as a process. 

 

ERM is an organised, systematic way of managing risks throughout the 
organisation and not a once-and-done activity, but an on-going process. 

 
A further reading of these publications suggests similar process steps in 
identifying, measuring, prioritising, managing and the on-going monitoring of 
risks. 

 

That ERM is described as a process suggests that it is intended to become an 
integral part of how an organisation operates. 
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Both definitions speak of ERM as applying broadly, both in terms of the risks it 
encompasses and to the organisations to which it applies. Risk is not limited to a 
set of financial or insurance risks. Instead, “risk” applies broadly to all things 
threatening the achievement of organisational objectives. 

 
In the same way, ERM is not meant to apply merely to insurance companies or 
to financial institutions. Instead, ERM applies broadly to all organisations. Even 
the use of the term “organisations” rather than “companies” reflects this 
broadness. Combining the “process” and “broadness” aspects suggests that the 
ERM process is generic. 

 
While the specific risks and the details of the ERM process play out differently 
from organisation to organisation, there is a single, common foundational 
process. As a result, ERM practitioners may find they have more in common with 
those from fields far removed from insurance or financial services. 

 

Lastly, both definitions stress the value creation. By more effectively managing 
risk, organisations can better achieve their objectives and create value for 
stakeholders. In both publications, the term risk is not limited to threats, but 
also includes opportunities. 

 

Therefore, appropriate risk management actions consist not only of risk 
avoidance and mitigation, but may include risk acceptance and even risk 
seeking activities. Instead of risk minimisation, the goal is seeking an 
appropriate “risk-return position.” 

 
It is also important to consider how these definitions differ from traditional risk 
management. After all, risk management itself is not new. Risk managers have 
been about the business of anticipating, managing and monitoring risks for a 
long time. 

 

What then is it about Enterprise Risk Management that is new and different? 
To answer that question it is instructive to focus on the term “enterprise.” 
What do organisations mean when they talk about ERM? What does the 
“enterprise” stand for? 

 

Again, while there are many definitions depending on the situation and the 
organisation, there are perhaps two main definitions. 

 
In many instances, the term has an Auditing/Process Control nuance. In this 
sense, “enterprise” speaks to processes used consistently and effectively 
throughout the enterprise. Risks are managed by establishing control processes. 
It also speaks to a consistent and comprehensive approach. All significant 
organisational risks should be included within the scope of ERM processes. 
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As an offshoot to this “process control” sense, it may also mean the linking of 
strategic planning and organisational objectives to ERM processes. As an 
illustration, consider a company with an earning target of $X for the upcoming 
year. That company may choose to employ ERM processes to identify and 
prioritise threats to achieving the earnings target. 

 
It may establish control processes regulating the most significant risks, seeking 
to reduce the possibility and severity of an earnings shortfall. Over time, the 
organisation should be able to exert more effective controls and, therefore, 
have greater confidence of achieving earnings targets. This can be thought of as 
a Quality Control approach to achieving organisational objectives. 

 
A second main definition has roots in Investments and Finance in which 
“enterprise” has a meaning synonymous to “portfolio.” 

 
The idea is that an organisation is a collection of risky activities in the same way 
that a mutual fund is a collection of risky investments. A skilled portfolio 
manager faced with a universe of potential investments–each risky on a stand- 
alone basis–may be able to combine them into a low-risk portfolio. 

 
Portfolio risk depends not simply on the risk of the individual investments on a 
stand-alone basis, but also how they interact with each other. In a sense, the 
risky investments lose their identity when combined into the portfolio. 

 
In the same way, an organisation can be thought of as a collection of risky 
activities. Now “investments” may be a collection of insurance policies or other 
financial products, customer, geographical, or other categorisation segments. 
There is wide latitude as to how “investment” is defined. 

 
As before, each individual investment has some risk and return expectation. A 
skilled enterprise risk manager may be able to combine these risky investments 
into a low-risk portfolio. 

 
As before, risk associated with each individual investment is no longer relevant, 
but only their contribution to the overall portfolio risk. This is a subtle, but 
critical, distinction to which we shall return to shortly. 

 
Both the “control” and “portfolio” definitions are in use today. In fact, there 
are likely many other functional definitions differing in details. Multiple 
definitions create confusion, but it is hoped that confusion can be avoided by 
recognising that multiple definitions exist. 

 
This Guide does not select between the “control” and “portfolio” definitions, 
but instead, suggests that both are legitimate uses of the term and both should 
be pursued as part of an ERM program. 
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1. A context for risk 
 

The goal of ERM is to effectively manage risks facing the organisation. 
 

Returning to the portfolio concept, enterprise risk managers should be focused 
on the business of effectively managing risk and return. Within the portfolio, 
“return” is relatively straightforward and easily understood. It has a common, 
shared context. 

 

Definition 

 

Expected return is the weighted sum of the expected returns of the individual 
investments. 

 

Risk is not so easily understood. 

 

Example 

 

Consider, for example, a collection of insurance policies. One might think about 
risk in terms of the variation in underwriting results of those policies and 
mentally compare that risk to the expected return of those policies. 

 
This would be one “context” or mental method of comprehending risk. Further, 
if these policies are volatile, then one would conclude that they are “risky” 
compared to their potential return. 

 

In another situation, a person’s risk context might be to think of the risk of 
these policies relative to an entire product line. Depending on the 
circumstances, the policies may or may not appear to be “risky.” 

 

A person might naturally compare the risk based on some management- 
delegated authority limit. 

 

Example 

 

For instance, a manager with authority over a particular geographical region 
may naturally compare the risk of those policies to some metric representing 
that region. 

 
Again, depending on the circumstances, the polices may or may not appear risky 
and depending on the perception, certain risk management actions would take 
place. 
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Further, another person’s risk context may be the entire enterprise. That 
person would compare the risk of the subject polices to the entire enterprise. 
Again, depending on the circumstances, these polices may no longer appear to 
be risky. In fact, they may now be viewed as having little risk in comparison to 
the enterprise as a whole and adding little risk to the enterprise. 

 
By now it should be clear that the “risk context” does matter in terms of how 
risk is perceived and consequently, what risk management actions may be 
taken. Further, it may seem that no context is any more or less appropriate 
than another. 

 
Depending on the circumstances and one’s preferences, it may seem that one is 
free to select any risk context. But Portfolio Theory does not allow such 
freedom. A foundational principle of Portfolio Theory is that the portfolio in 
total is the appropriate risk context. 

 

This Specialty Guide supports the view that, generally, the appropriate context 
is that of the entire enterprise. In addition to aligning with Portfolio Theory, 
there are two reasons we would give as support. First, the enterprise view is 
consistent with the economic decisions facing the organisation. 

 

An insurance company holds costly capital to support its operations. If it is able 
to reduce risk, it will be able to reduce capital and hence, costs. The company 
has many risk management actions available. If it used reinsurance, for 
example, it would estimate the total or portfolio risk reduced, translate the 
marginal capital reduction to a marginal dollar reduction (through the cost of 
capital or other means) and then be able to compare that amount versus the 
cost of reinsurance. 

 
As with any economic decision, if marginal revenues exceed marginal costs, the 
decision adds value to the firm. Viewing risks in isolation, in a “silo,” gives a 
misleading reading on overall risk reduction and therefore, does not line up with 
the economic decision the firm faces. 

 
A second reason supporting the enterprise context is that it aligns with 
stakeholders’ perspectives. As regards risk, an investor in a particular mutual 
fund is only interested in overall risk and return–not risk of the individual 
investments that make up the fund. (A contention that investors are only 
interested in systematic risk does not detract from the argument. In that case, 
the point remains that investors are only interested in systematic risk of the 
portfolio. They are concerned about the systematic risk of the individual 
investments only to the extent that they have an impact on the systematic risk 
of the portfolio.) 

 

Once the investor has purchased the fund, they are subject to the risk and 
return prospects of the fund in total and not the individual components of the 
fund. 
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Likewise, an investor in an insurance company is only concerned with the risk 
and return of the company in total. That investor is only concerned with 
individual products or other components to the extent of their impact on total 
company risk and return. 

 
Insurance company claimants are concerned that the enterprise in total has the 
financial strength to pay potential claims. This concept can be extended to 
other organisations as well. 

 
Nonetheless, whether through the delegation of authority for some other 
reason, one is easily reminded of examples where the risk context is something 
other than the portfolio in total. 

 

A risk adjusted performance incentive scheme, where risk is measured or 
compared to some subset of the organisation, would be one example. 

 
Without going further than advocating a general practice of using the portfolio 
context, it is suggested that organisations give serious thought to the risk 
context and how that context impacts risk measurement and management in 
their organisations. If not, organisations may find that risk management is at 
odds with stakeholder interests and leads to sub-optimal actions. 

 

Test Yourself 1 

 

ERM can also be described as  . 
 

I. A risk based approach 
II. An uncertainty based approach 
III. A certainty based approach 
IV. Both risk-based and uncertainty based approach 
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B. Drivers of change and development of the discipline of ERM 
 

1. Regulatory developments 
 

Risk Management is not new. The concept has been around in investment, 
banking, insurance, artificial intelligence, and public policy processes, for 
example. 

 
It is important to note that the types of risk and focus vary by industry, and may 
encompass related corporate governance and accounting practices. 

 

Following is a chronology of regulatory and related developments: 
 

a) The Basel Committee on Banking Supervision was formed in 1974 from 
among central bank governors and regulators from major industrialised 
countries. 

 
At the committee’s 1988 meeting at the BIS (Bank for International 
Settlements) in Basel, the “Basel Capital Accord” was reached, setting forth 
a new framework for minimum risk-based capital requirements for 
internationally active banks which has been adopted by over 100 countries 
worldwide. 

 
The accord has undergone various revisions leading to the latest “Basel II” 
Accord in 2004. These include the changes in the approach to the treatment 
of expected losses (EL) and unexpected losses (UL) and to the treatment of 
securitisation exposures. 

 

b) In 1985, COSO (Committee of Sponsoring Organisations) formed an 
independent national commission to undertake a private sector study of 
factors that cause fraudulent financial reporting. 

 
COSO’s goal is to provide thought leadership dealing with three interrelated 
subjects: enterprise risk management (ERM), internal control, and fraud 
deterrence. 

 

The COSO framework that was developed subsequently set forth 
recommendations for internal controls needed to identify and monitor risks. 
This led to the practice of senior executive workshops that utilise risk 
registers or risk maps to rate and track the likelihood and impact of risks. 
Another resulting common practice was the use of control self-assessments. 

 

c) In 1992, the London Stock Exchange introduced new regulations 
following a series of high profile corporate frauds and accounting 
scandals. The new rules are based on the Cadbury Committee’s Code of 
Best Practice covering financial aspects of corporate governance that 
would apply to publicly held companies. 
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The current United Kingdom rules are contained in the Hampel Committee’s 
“Combined Code”, whereby U.K. listed companies are required to evaluate 
their internal controls covering all types of risks. 

 
2. Rating agency views 

 
The rating agencies have also increased their surveillance on the topic of 
enterprise risk management. The ratings of insurance companies have always 
included the view of the company’s ability to manage its risks. 

 
In addition, since the early 1990s, the industry was one of the first to 
implement the concept of the risk-adjusted view of capital and earnings. 

 

The main difference is that companies, through new technology and 
advancements in the area of enterprise risk management, are becoming more 
capable of answering questions about frequency and severity of, both known 
and unknown, risks affecting the enterprise. 

 
Some rating agencies are taking a more proactive approach at evaluating the 
strengths of an organisation with respect to enterprise risk management. 

 

The rating agencies are starting to ask questions about the companies’ 
internally developed economic capital models. 

 
The first aspects of enterprise risk management upon which rating agencies are 
focusing most of their attention are ALM (asset liability management), 
investment risks, liability or pricing risk, and the area of risk transfer. 

 

Example 

 

Standard & Poor’s have presented in various forums some key questions related 
to enterprise risk management that insurance companies need to be prepared to 
answer to rating agencies. 

 
Among them are: 

 
a) Does the company have an integrated enterprise risk management 

function? If yes, how does it fit in the organisational structure? Does the 
company have a CRO or just an ERM committee? Who does the CRO or 
the Committee report to? 

b) Does the company have a well-integrated risk management culture? 
c) How strong is the support for the risk management function? 
d) Describe the adequacy of the audit and control systems, quality of 

management reporting, aggregation of risks, risk limits and guidelines, 
and how accessible are they? 

e) How the Board of Directors is informed about the ERM results? 
f) How is management compensated? 
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g) Are there predetermined limits for levels of risk it will accept? 
h) What are the company’s major risks? How are those risks mitigated? 

What is the economic impact to those risks over various confidence 
intervals? Does the company measure the tail risks? How does it protect 
from catastrophic events? 

i) How does ERM add value to the corporation? 
j) What is the level of connectivity between the product development area 

and other areas such as valuation, investment department, corporate, 
etc.? How does the company price its products and how does it know 
that it is compensated to the level of risks being taken? 

k) Describe your ALM and what are you doing to optimise your returns? 
l) Describe the major options offered in your liabilities and how are those 

mitigated or accounted for in the company’s economic capital? 

 

Since 2004, rating agencies have been increasing the importance of their 
analysis by assessing whether enterprise risk management is engrained in the 
culture of the corporation and in the way its business units and employees make 
everyday decisions. 

 
3. The COSO report 

 
In 2001, the Committee of Sponsoring Organisations (COSO) of the Treadway 
Commission, led by PricewaterhouseCoopers, initiated a study to develop 
practices for managing risk across an organisation. 

 

By identifying the key issues and proposing guidelines and applications, COSO 
formalised a reporting structure to support Enterprise Risk Management. 

 
The COSO methodology inspires confidence by offering a definite framework for 
ERM. Furthermore, COSO stresses ERM as an iterative process that aligns risk 
response with the strategic objectives of the enterprise. This approach produces 
a dynamic audit of the risks identified. 

 
COSO’s resulting document, Enterprise Risk Management Framework, provides 
risk management architecture in terms of eight components to be considered 
under each of four categories of objectives. 

 
This blueprint is followed at every level of the organisation, for the entity, the 
divisions, the business units and the subsidiaries. 

 

a) The four categories of objectives 
 

Each level of the organisation applies the eight components for ERM to the 
following four categories of objectives. A particular objective may be 
classified into one or more categories. Hence, the classification may 
delineate the objective into multiple lines of authority. 
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Because ERM is applied in a strategy setting, the strategic objectives are 
designed to encompass the entity’s mission or vision. The implementation of 
all other categories of objectives must align with the strategic objectives. 

 
i. Strategic High level goals: designed to support the entity’s mission or 

vision. 
 

ii. Operations: efficiency of operations, including achievement of 
performance goals and safeguarding against loss. 

 
iii. Reporting: reliable financial and operational data and reports. 

 

iv. Compliance: with laws and regulation. 
 

b) The eight components 
 

ERM is a multi-directional iterative process in which the eight components 
influence one another. The dynamic application of ERM recognises the inter- 
relationships between components and considers the impact of each 
component on the others. 

 

Diagram 1: Eight components of ERM 
 

 
 

These eight components for achieving the four categories of objectives form 
the framework of ERM. 
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i. Internal environment 
 

The Internal Environment is the context within which the enterprise 
functions. 

 

The organisation’s reporting structure, assignment of authority, 
development of personnel, risk appetite, management style and ethical 
values are key elements of the Internal Environment. This foundation and 
culture set the course for how risk will be handled across the enterprise; the 
independence and involvement of the board of directors and the tone set by 
management have a critical influence on the internal environment. 

 

Companies will differ in the level of formality of lines of authority and 
operating procedures; however, risk practices developed under the 
consideration of management will preclude the spontaneous formation of a 
haphazard risk culture throughout the organisation. 

 
ii. Objective setting 

 
A mission or vision is enacted through the objectives set by the 
organisation’s management. ERM requires that objectives are established 
that lead toward achievement of the mission or vision in a manner 
consistent with the organisation’s risk appetite. 

 

Objectives are a focal point of risk strategy. This is because risk events are 
identified in terms of their effect on the achievement of the objectives. 

 
iii. Event identification 

 

Both internal and external events are considered in terms of their impact on 
the achievement of objectives. Identifying potential events and 
distinguishing between those representing loss, opportunity or a combination 
of both, allows categorization of events into a common risk language, and 
creates a basis from which a portfolio view of risk can be formulated. 

 
iv. Risk assessment 

 

Identified risk events are analysed in terms of the likelihood and impact of 
the range of potential outcomes. Management prepares for the effect of risk 
events on a given objective. 

 
v. Risk response 

 
Because the response to a risk event must align with the entity’s objectives 
and risk appetite, a silo approach considering only the immediate context of 
the business level in question will not yield effective risk management. 
Rather, a portfolio view encompassing the organisation in aggregate must 
always be maintained. 
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Four categories of response are available: 
 

 Avoidance: Exit the activity, giving rise to risk 
 Acceptance: Do nothing to alter either the likelihood or the impact 

of Risk. 
 Reduction: Reduce the likelihood and/or impact of risk, often via 

everyday business decisions and processes 
 Sharing: Mitigate the impact and/or likelihood of risks through 

purchasing insurance products, pooling risks, and hedging and 
outsourcing risky activities 

 
vi. Control activities 

 

The risk responses are established and executed according to policies and 
procedures that comprise the control activities. 

 
vii. Information and communication 

 
Management ensures that risk policy is communicated to all levels 
throughout the organisation. All employees understand their roles and 
responsibilities within the organisation. 

 

They also provide insight into their respective areas regarding the 
effectiveness of risk policy and raise awareness of risk events that have not 
been addressed. 

 
viii. Monitoring 

 
A dynamic risk management system is established by responding to on-going 
assessment by management as well as to independent audit results. 

 

Test Yourself 2 

 

Which organisation introduced new regulations following a series of high profile 
corporate frauds and accounting scandals? 

 
I. Committee of Sponsoring Organisations 
II. Bank for International Settlements 
III. London Stock Exchange 
IV. Hampel Committee 



139 IC-86 RISK MANAGEMENT 

LIMITATIONS OF ERM CHAPTER 7 
 

 

 

C. Limitations of ERM 
 

ERM does not provide absolute assurance that the organisation’s objectives will 
be met as actual risk events are subject to the uncertainty of the future. 
Instead, ERM identifies and monitors risk events deemed significant to the 
organisation’s mandates. 
Further, ERM is limited by the imperfections of the people entrusted with its 
implementation. 

 
Five factors influence the quality of ERM: 

 

1. Judgment: Human judgment can falter under the pressures of time and 
information constraints. 

 
2. Breakdowns: Mistakes and errors can result from fatigue, distractions, or 

lack of training and experience. 
 

3. Collusion: Two or more individuals may collude to circumvent controls, 
conceal activity or alter data. 

 

4. Cost versus Benefit: The benefit of a risk concern must be weighed against 
resource constraints. Valuation of costs and benefits may be directly 
measurable or may be subjective assessments. 

 

Example 

 

For example, the cost of a training program to assess creditworthiness is 
quantifiable, whereas customer response to cumbersome qualification 
procedures is not. 

 

5. Management Override: Management override suspends prescribed controls 
for illegitimate purposes. Whereas management intervention may be 
necessary for processing exceptional transactions, management override 
misuses authority for proscribed activities. 

 

Test Yourself 3 

 

Which of the following factors influence the quality of ERM? 
 

I. Human judgment and management override 

II. Collusion among individuals and human judgement 
III. Management override and collusion among individuals 
IV. Human judgment, management override and collusion among individuals 
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D. ERM impact on management practices 
 

Enterprise Risk Management standards must accommodate a range of company 
environments from small to large, decentralised to hierarchical, and informal to 
formal lines of authority. Also, because different industries face, and tolerate, 
different risk profiles, controls that are appropriate for one industry may not be 
meaningful to another. 

 
Rather than controlling risk from a canned prescription, a company’s 
management team must design ERM around a set of guiding principles. 

 

The company’s mind-set toward ERM determines the efficacy of the risk 
management. Developing a culture of risk management rallies company-wide 
cooperation, talent and expertise to bear on any and every aspect of risk. 

 
Perhaps no single effort can produce greater results than developing the risk 
management culture–training, supporting, communicating, and compensating 
risk smart behaviour. 

 

Employees persuaded of the company’s attitude toward risk can contribute to 
the design of risk practices within their areas of expertise and are better 
equipped to detect hidden risks in routine operations. 

 
With an ERM infrastructure in place, line management can be relied on to 
perform the initial risk analysis. Competent managers, already experts in their 
unit’s role within the company, can fold risk controls into business decisions to 
protect the company from inappropriate risk exposure. 

 

Under a strong RM culture, the value of RM is broadly recognised within the 
company and no competent manager would suggest a product that 
inappropriately exposed the company to risk. 

 
The results of the risk analysis may or may not roll up to the formal ERM team 
depending on how they can be used; the analysis may facilitate the unit’s own 
business decisions, or it may reveal risks that should be considered in aggregate 
with the company’s portfolio of risk by the ERM team’s executive management. 

 
Ideally, risk information is shared where risks are most strongly linked. To be 
truly embedded in the company culture, ERM must have a voice at the 
executive management level. 

 
The board of directors is responsible for making certain that senior management 
establishes RM strategies that optimise available resources. Senior management 
must have sufficient knowledge of and expertise in the company’s activities to 
develop RM systems and controls and to judge their success. 



141 IC-86 RISK MANAGEMENT 

ERM IMPACT ON MANAGEMENT PRACTICES CHAPTER 7 
 

 

As an RM expert serving at the executive level, the Chief Risk Officer (CRO) 
establishes a channel for two-way communication throughout the organisation. 
Responsibility for RM must be independent of risk-taking functions to prevent 
conflicts of interest. 

 
The role of oversight for RM must be clearly documented, and relationships 
between compliance, internal audit and management functions should be 
unambiguous. 

 
Company culture, involvement by line management, two-way communication, 
support at the executive level, and expert use of appropriate ERM guidelines 
determine the efficacy of RM in achieving the company’s goals. Once in place, 
the ERM team charged with overseeing RM affords the company an enterprise- 
wide view of opportunities and threats. 

 

By understanding individual unit risk, or silo risk, and by assessing the individual 
risks in aggregate, the ERM team can evaluate an accurate cost of the 
company’s risk exposure. 

 
The company can then charge back the cost of risk to the individual business 
units by requiring them to hold appropriate reserves (economic capital). 
Equivalent to the capital budgeting process, the allocation of risk capital 
according to the reserve requirement achieves an efficient use of company 
resources. 

 
The ERM team can yet again add value by taking further advantage of the 
portfolio view of risk. The mitigation of silo risk viewed through the lens of 
corporate strength may reveal opportunities for new products and investment 
strategies that would otherwise remain hidden. 

 

Diversification of division risk may expose lucrative opportunities for the 
company in instances that show no or negative significance for the individual 
unit; pooled risks present a different profile than the constituent risks at the 
individual level, as discussed in the Introduction–Enterprise Risk Management 
Defined. 

 
As an example of integrating risk management across an organisation, consider  
a company’s liquidity- its ability to raise cash. This key element of financial 
strength can be a source of profit or drain. Failure to meet obligations can 
quickly throw a company into financial ruin. 

 
Yet even generous reserves and economic capital cannot obviate liquidity risk. 
Instead, an oversupply of cash may harm the company by tying up limited 
resources needed to realise the company’s objectives. A well-designed risk 
management strategy is essential to preparing for uncertain events without 
undermining corporate strength. 
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Through crisis planning, modelling and stress testing the company can train for  
a liquidity risk event in advance of its occurrence. Liquidity crisis management 
teams are selected to identify and manage risk events. 

Risks identified for study can include historical examples experienced by the 
organisation itself or by another organisation, and “what if” scenarios of the 
kind or magnitude not yet experienced. 

Topics covered by a liquidity crisis management team include: 

 Organisation, such as how often the team will meet 
 Who is authorized to declare an event? 
 What event is being measured? 
 How an event is identified or an example of what an event looks like? 
 How the severity of an event is categorized–“heightened awareness” or 

“crisis level” 
 What actions and steps are to be taken? 
 Who is to be notified? 
 What reporting is needed? 

Stress testing uncovers the responses available to the company in the event of a 
crisis by reproducing the historical examples, or by modelling pressures 
affecting liquidity with the “what if” scenarios such as “run on the bank” and 
“impaired markets.” Estimates of the company’s ability to raise cash, such as 
through the sale of assets, show whether the various scenarios can be covered. 
The test results can also be used to price for liquidity risk in the product 
development stage. 

Furthermore, the stress testing can be applied to all divisions of the company, 
down to the business unit level, to determine the viability of each division 
under a risk event. 

Once all material risks are identified for a new product or project, crisis 
planning and ERM consideration of company risks in aggregate can be applied to 
each risk type (liquidity, etc.) to determine the risk cost or opportunity. 

The total burden or benefit of the associated risks will affect the decision to 
pursue the new product or project. This methodology can also inform the 
evaluation of strategic alternatives, and the assessment of new market 
opportunities or investment strategies. 

 

Test Yourself 4 

 

State the reason for applying stress testing to all divisions of a company. 

I. To determine the profitability of each division under a risk event 
II. To determine the liquidity of each division under a risk event 
III. To determine the viability of each division under a risk event 
IV. To determine the performance of each division under a risk event 
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E. Other ways that ERM can contribute to value creation 
 

In the past decade, there have been many mergers of companies of all sizes. 
Companies have combined with companies within their industry as well as 
outside their industry, i.e. banks with insurance companies. When a company is 
small, there are few employees and even fewer at the helm. It is easy for a 
handful of people to manage both the assets and liabilities at small companies. 

 

Whether or not, the asset and liabilities are properly handled is another matter. 
However, as companies grow, more people are employed to run the different 
departments that begin to emerge. Along with the growing pains, employees 
begin to have a better understanding of their particular department but tend to 
know less and less about the workings and issues of other departments. This 
compartmentalisation magnifies with growth and mergers. 

 
Large companies tend to have departments just to manage debt portfolios, 
equity portfolios, and different product lines, i.e. life versus health, and the 
very large companies have companies within companies. Although, practitioners 
of each component of an enterprise may be quite skilled, there must be an 
overall risk management plan and system for an entire enterprise. 

 
Enterprises want to optimise capital and reduce exposure to risk. This is when 
ERM is an extremely valuable tool. 

 

All enterprises have operational and financial risks thereby needing capital to 
cover these risks. Managing capital implies that there will be enough financial 
resources to cover operational and financial risk and managing risk implies that 
operational and financial risks are covered by capital. Thus, efficiently 
managing capital and risk together is essential to survival and will reduce the 
enterprise risk. 

 

The first step is to outline risks of the firm and quantify each one. Next, a 
dynamic financial model can be developed. Most importantly, the model should 
recognize all courses of capital available–including equity (for capital 
adequacy), debt (for financial leverage), and insurance (for risk leverage). 

 

Definition 

 

Shimpi (1995) defines the term “Insurative” as “any corporate capital resource, 
be it debt, equity, insurance, derivative, contingent capital or any other.” 

 
He then builds an Insurative Model defining total average cost of capital 
(TACC): 

 

TACC = [Cost of debt x Debt value/firm value] + [Cost of equity x Equity 
value/firm value] + [Cost of insurance x Insurance value/firm value] 
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This model helps determine how capital can be used to increase efficiency by 
using all sources of capital. 

 
As Shimpi explains, “the term ‘insurative’ recognises that each form of capital 
carries some risk of the firm and can therefore be thought of as insurance or a 
derivative.” For detailed description of the Insurative Model, see Shimpi (1999, 
2003). 

 

Once the Insurative model is completed, then the ERM team can review their 
findings with the enterprise employees. From there, any distinctions can be 
discussed along with any new developments. Then decisions can be made as to 
how to best manage the capital and risk in the future. This is an on-going 
process involving all levels of the enterprise. 

 

Test Yourself 5 

 

Insurative model of Shimpi defines TACC as: 
 

I. [Cost of debt x Debt value/firm value] x [Cost of equity x Equity value/firm 
value] x [Cost of insurance x Insurance value/firm value] 

II. [Cost of debt x Debt value/firm value] + [Cost of equity x Equity value/firm 
value] + [Cost of insurance x Insurance value/firm value] 

III. [Cost of debt x Debt value/firm value] + [Cost of equity x Equity value/firm 
value] - [Cost of insurance x Insurance value/firm value] 

IV. [Cost of debt + Debt value/firm value] x [Cost of equity + Equity value/firm 
value] x [Cost of insurance + Insurance value/firm value] 

 

F. Organisational objectives for pursuing ERM 

 

1. Competitive advantage 
 

For organisations that are in the business of taking risks, risk management plays 
a crucial role in the success and survival of the organisations. Traditionally, 
companies treat different types of risks as separate matters and deal with them 
independently. Enterprise Risk Management, on the contrary, treats all risks as 
a combined portfolio and manages them holistically. 

 
This holistic approach agrees with the Modern Portfolio Theory, which states 
that it is possible to construct a portfolio that is reasonably safe even if it 
contains a number of uncorrelated high-risk investments. 

 

Organisations using integrated ERM obviously have competitive advantages over 
companies using traditional risk management in the sense that ERM not only 
passively engages risk controls, but also actively pursues risk optimisations, 
which further translates into value creation. 
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2. Strategic goals 
 

In order to succeed, organisations need to set business strategies, both 
offensive and defensive. Sometimes being a market pioneer and taking on 
specific risks might pave the way to become the market leader. However, an 
organisation needs to make sure it understands what it gets itself into before 
jumping in. 

 

On the other hand, merely maintaining the market share and playing safe might 
not be the best way to utilise capital. ERM can influence business strategies by 
identifying potential adjustments related to previously unidentified 
opportunities and risks. 

 

In addition, ERM provides a way for senior executives to not only translate the 
vision into sound strategies, but also makes sure these strategies achieve 
sustainable competitive advantages. 

 
Aligning ERM resources and actions with the business strategy can maximize 
organisational effectiveness. Moreover, by linking ERM with business strategy, 
risk process can be carried out in the context of where a business is headed, not 
just based on where it is today. 

 

3. Shareholder value 
 

Enterprise Risk Management can help an organisation achieve its business 
objectives and maximise shareholder value. Companies that undertake a risk- 
based program for shareholder value management typically can add 20- to 30- 
percent or more to shareholder value. 

 

Tip 

 

A 1998 study by George Allayannis and James Weston has suggested that active 
risk management contributes to shareholder value. 

 

Risk management adds value not only to individual companies, but also supports 
overall economic growth by lowering the cost of capital and reducing the 
uncertainty of commercial activities. 

 
Organisations that develop an ERM framework for linking critical risks with 
business strategies can become highly formidable competitors in the quest to 
add value for shareholders. 
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4. Transparency of management (reduction of agency costs) 
 

ERM involves: 

 Setting risk appetite and policy, 
 Determining organisational structure, and 
 Establishing corporate culture and values 

 
These three tasks are closely allied to the work of the board. With ERM in place, 
they can be more easily communicated to the employees and further increase 
the transparency of management. Senior executives with a significant portion of 
their wealth tied up in company stocks and options have a direct financial 
interest in the success and survival of the firm. These incentives, if structured 
appropriately, work to put the “skin in the game” for managers, resulting in a 
strong alignment between management and shareholder interests. 

 
Risk management provides managers with a higher degree of job security and 
protects their financial interests in their firm. This substantially reduces the 
agency cost. 

 

5. Decision-making 
 

In order to make sound and effective decisions, senior managers need sufficient 
information. When making business decisions, risk adjusted return plays an 
important role. Senior managers need to evaluate business opportunities based 
on not only total returns, but also the risks associated with them, i.e., risk 
adjusted return. 

 

ERM, which controls risks in a combined portfolio approach, substantially 
enhances the decision making process. Furthermore, ERM requires the 
integration of risk management into the business processes of a company. 
Rather than the defensive or control-oriented approaches used to manage 
downside risk and earnings volatility, ERM optimizes business performance by 
supporting and influencing pricing, resource allocation, and other business 
decisions. It becomes an offensive weapon. 

 
6. Policyholder as a stakeholder 

 
When people think about a company’s stakeholders, they often think only about 
those who hold its equity and perhaps those who hold its debt. However, a truer 
picture is that the stakeholders include any group or individual that supports 
and participates in the survival and success of a company. 

 
In the case of an insurance company, individual policyholders are an important 
stakeholder. After all, an insurance company cannot survive without 
policyholders, and hence there is obviously a great need for customer 
management. For traditional insurance business, a company normally incurs 
upfront investment when issuing a policy and it needs to keep policies in force 
to recoup the cost. 



147 IC-86 RISK MANAGEMENT 

ERM PROCESS CHAPTER 7 
 

 

With an ERM infrastructure in place, the insurance company can improve the 
risk transparency to regulators, rating agencies and equity analysts. Through 
timely and effective communication and reporting, the insurance company 
provides assurance to its policyholders that appropriate risk management 
strategies are in effect. Policyholders, as a stakeholder, will have confidence in 
the company’s ability to meet future obligations and are less likely to lapse. 

 

G. ERM process 

 

The activities of ERM can be organised into four themes as shown in the below 
diagram: 

 
Diagram 2: Activities of ERM 

 

 

1. Risk control 

 

Definition 

 

Risk Control is the process of identifying, monitoring, limiting, avoiding, 
offsetting and transferring risks. 

 

The primary objective of Risk Control is to maintain the risks that have been 
retained by the enterprise at levels that are consistent with company risk 
appetites and company plans. 

 
Risk Control is most effective if it is applied universally throughout the 
organisation, but can still be very useful if applied separately to divisions or 
business units of an enterprise. 

 

2. Strategic risk management 

 

Definition 

 

Strategic Risk Management is the process of reflecting risk and risk capital in 
the strategic choices that a company makes. 
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Strategic Risk Management usually has as its objective the optimisation of risk 
adjusted results for the organisation. That is accomplished by choosing the 
strategic alternatives that have the best return for the level of risk that is 
associated with them. 

 
Strategic Risk Management is only effective if it is applied universally 
throughout the organisation. In fact, uneven application of Strategic Risk 
Management can actually hurt the risk adjusted return of the company by 
thwarting options with moderate risk reward profiles in areas that are  
practicing Strategic Risk Management while allowing areas without Strategic 
Risk Management discipline to pursue plans that have poor risk adjusted returns. 

 
The Risk Control process is used in conjunction with the Strategic Risk 
Management process to ensure that risks that are retained by the company do 
not exceed expectation during implementation of the company’s plans. 

 
3. Catastrophic risk management 

 

Definition 

 

Catastrophic Risk Management is the process of envisioning and preparing for 
extreme events that could threaten the viability of the enterprise. 

 

The primary objective of Catastrophic Risk Management is to anticipate 
potential disasters that could destroy the enterprise for the purpose of 
developing contingency plans to minimise the impact of those disasters on the 
enterprise and to produce the environmental monitoring that would provide 
potential advance warning of the disasters. 

 

Catastrophic Risk Management Process involves: 
 

a) Trend analysis 
 

Looking for patterns that suggest potential emergence of negative situations 
 

b) Stress testing 
 

Determine the impact on the firm of imagined extreme adverse situations. 
Impacts include financial, reputational, regulatory, credit ratings, etc. 
Stress tests are often repeated periodically and changes in the impact on 
the company from successive tests are noted. 
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c) Contingency planning 
 

For some or all of the scenarios that are being stress tested and/or are 
suspected possibilities from trend analysis, the company develops a set of 
specific action plans detailed enough to be helpful in a fast moving 
situation, but flexible enough to be useful in an emergency that is not 
exactly the same as what was anticipated. 

 

d) Active catastrophic risk management 
 

When catastrophe strikes, the firm is prepared to take decisive timely action 
and clear communications to all stakeholders and media about those actions 
and does initiate and complete those actions and communications 
effectively. 

 
e) Problem post mortem 

 
After any serious problem situation, whether it results in a loss or if the loss 
is forestalled by the ERM process, the firm uses the situation as a learning 
opportunity and identifies what went well and poorly with the ERM process 
and communicates that learning broadly 

 

f) Catastrophic risk transfer 
 

Involves consideration of insurance or capital markets transactions that 
would transfer catastrophic risk exposure to either insurance companies or 
the capital markets. 

 

4. Risk management culture 

 

Definition 

 

Risk Management Culture is the general approach of the firm to dealing with its 
risks. 

 

A positive Risk Management Culture will incorporate ERM thinking automatically 
into all management decision making. 

 
The primary objective of Risk Management Culture is to create a situation 
where Operational, Strategic and Catastrophic Risk Management take place in 
an organisation without the direct oversight or intervention of the Risk Officer 
or the Risk Committee. 

 
In a positive Risk Management Culture, management across the firm will be 
aware of the risk tolerance, the risk governance process and the return for risk 
expectations of the firm. 
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Who are your stakeholders and what do they demand? 
 

Key stakeholders would include the board of directors and management, 
employees, policyholders and stockholders. Each type of stakeholder has a 
different perspective that influences what each considers most important. 
However, the company mission/culture will exert strong influence-- 

 

Establishing the organisation’s risk management culture will help create a 
shared high- level view by all key stakeholders that will promote consistent 
goals, better decision-making, coordinated efforts and greater results. 

 

Test Yourself 6 

 

What is used in conjunction with the Strategic Risk Management process to 
ensure that the risks that are retained by the company do not exceed 
expectation during implementation of the company’s plans? 

 
I. Catastrophic risk management 
II. Risk control process 
III. Risk management culture 
IV. Enterprise risk management 

 

H. ERM implementation 

 

Modern portfolio theory teaches that it is possible to construct a portfolio that 
is reasonably safe even if it contains a number of high-risk investments, if the 
investments are either uncorrelated or negatively correlated. 

 
ERM treats market, credit, and operational risks as an element in an overall risk 
portfolio, integrating them three ways: 

 

1. Organisational integration 
 

A single risk management organisation, often supervised by a Chief Risk Officer 
(CRO) manages all three kinds of risk. 

 
2. Strategic integration 

 

To avoid duplication, over-hedging, under-insurance and other missteps, ERM 
treats insurance, derivatives and other risk transfer instruments as part of a 
single risk management strategy. 

 
3. Business process integration 

 
ERM becomes part of the effort to optimise business initiatives such as pricing, 
sourcing, investment and others. 
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Tip 
 

ERM implementation is an exercise in change management. 
 

There will be those that embrace the change as a welcome improvement in the 
management of the company. There will be those that view the change as more 
unnecessary work. In order to be successful there must be an individual, or a 
small team, whose primary responsibility is to implement ERM. 

 

The Chief Risk Officer (CRO) needs to work with the corporate management and 
the management of the business units to determine the form of the risk 
management function. 

 
No one structure is correct for all companies. What is important is the process, 
rather than who plays what role. 

 
When addressing the needs for ERM with the business management, emphasis 
should be on the benefits to the organisation. Few business people can argue 
against the benefits of understanding all the risks an organisation faces or in 
demanding that a business unit’s return should reflect the amount of risk that 
they are taking. 

 
In most risk management structures it is necessary for each business unit to put 
in place a process to evaluate and manage their risks. The business unit risk 
managers need to have a close relationship with the CRO even though they 
report up through the business unit management. 

 

Test Yourself 7 

 

Which of the following risks are NOT managed by CRO? 
 

I. Market risks 
II. Credit risks 
III. Operational risks 
IV. Functional risks 
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I. Decision making 
 

A well-designed ERM framework should promote a holistic approach to 
enterprise decision-making, consistent with long-term corporate objectives. 

 
Improved risk and capital management may cause changes in decisions made in 
many critical areas including: 

 
 Asset/investment strategy 

 Product pricing 
 Annual business planning 
 Reinsurance purchasing 
 Strategic planning process 
 Product design 
 Product/business mix 

 
A key step is clarifying a company’s risk appetite so on-going strategic decisions 
can be made within an established risk-based context. Specific risks can be 
addressed on an ad-hoc basis, but a more integrated assessment can be gained 
by performing a more complete analysis. 

 

While going through the process of establishing an ERM framework, it will be 
important to consider what controls and limits need to be put in place and how 
accountability will be assigned. 

 
Both operational controls as well as financial will be needed. These will help 
identify the key decision points within the process. The ERM framework would 
define at what level of the structure decisions are to be made, with the 
decisions having the greatest impact on the organisation being made at the 
executive level. 
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Summary 
 

a) Enterprise risk management (ERM) provides a framework for risk 
management by identifying and proactively addressing risks and 
opportunities. ERM applies broadly to all organisations; not merely to 
insurance companies or financial institutions. 

 

b) Both definitions, provided by the Casualty Actuarial Society and the COSO 
approach, speak of ERM as a process. ERM is an on-going process and an 
organised, systematic way of managing risks. 

 
c) In 1988, the Basel Committee on Banking Supervision developed the Basel 

Accord, which sets minimum capital standards for internationally active 
banks. The Accord created capital requirements for credit risk in banking 
assets. 

 

d) Rating agencies primarily look at insurers’ ability to identify, monitor, 
manage and mitigate its risks by assessing risk culture, strategy, and models. 
They have increased emphasis on insurers having a fully functional ERM. 

 
e) The COSO approach has four categories of objectives relating to: 

 

 Reliability of reporting 
 Compliance with laws and regulations 
 Strategic objectives 
 Operational objectives 

 
f) The following eight components for achieving the above four categories of 

objectives form the framework of ERM: 
 

 Internal environment 
 Objective setting 
 Event identification 
 Risk assessment 
 Risk response 
 Control activities 
 Information and communication 
 Monitoring 

 

g) Factors influencing the quality of ERM are: human judgement, breakdowns, 
collusion, cost benefit analysis and management override. 

 
h) Through crisis planning, modelling and stress testing the company can train 

for a liquidity risk event in advance of its occurrence. 
 

i) Stress testing discloses the responses available to the company in the event 
of a crisis by reproducing the historical examples, or by modelling pressures 
affecting liquidity with the “what if” scenarios. 
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j) ERM is a valuable tool to optimise capital and reduce exposure to risk. 
 

k) According to Shimpi, insurative means any corporate capital resource, be it 
debt, equity, insurance, derivative, contingent capital or any other. 

 

l) Insurative model defines total average cost of capital as: [Cost of debt x 
Debt value/firm value] + [Cost of equity x Equity value/firm value] + [Cost 
of insurance x Insurance value/firm value] 

 
m) Enterprise risk management process: 

 
 Risk Control: process of identifying, monitoring, limiting, avoiding, 

offsetting and transferring risks 
 Strategic risk management: process of reflecting risk and risk capital in 

the strategic choices that a company makes 
 Catastrophic Risk Management: process of envisioning and preparing for 

extreme events that could threaten the viability of the enterprise 
 Risk management culture: general approach of the firm to dealing with 

its risks. 
 

n) The Chief Risk Officer (CRO) manages market risks, credit risks and 
operational risks; s/he needs to work with the corporate management and 
the management of the business units to determine the form of the risk 
management function. 



155 IC-86 RISK MANAGEMENT 

PRACTICE QUESTIONS AND ANSWERS CHAPTER 7 
 

 

 

Answers to Test Yourself 
 

Answer 1 
 

The correct option is I. 
 

ERM can also be described as a risk-based approach to managing an enterprise, 
integrating concepts of strategic planning, operations management, and 
internal control. 

 

Answer 2 
 

The correct option is III. 
 

In 1992, the London Stock Exchange introduced new regulations following a 
series of high profile corporate frauds and accounting scandals. 

 

Answer 3 
 

The correct option is IV. 
 

Human judgment, management override and collusion among individuals – all 
these influence the quality of ERM. 

 

Answer 4 
 

The correct option is III. 
 

Stress testing can be applied to all divisions of the company, down to the 
business unit level, to determine the viability of each division under a risk 
event. 

 

Answer 5 
 

The correct option is II. 
 

TACC = [Cost of debt x Debt value/firm value] + [Cost of equity x Equity 
value/firm value] + [Cost of insurance x Insurance value/firm value] 

 

Answer 6 
 

The correct option is II. 
 

The Risk Control process is used in conjunction with the Strategic Risk 
Management process to ensure that the risks that are retained by the company 
do not exceed expectation during implementation of the company’s plans. 
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Answer 7 
 

The correct option is IV. 
 

CRO manages three risks: Market risks, Credit risks and Operational risks. 

 

Self-Examination Questions 

 

Question 1 
 

Which of the following is widely used as a framework and takes a top-down 
approach to risk management? 

 
I. Reinsurance 
II. Insurance management 
III. Enterprise risk management 
IV. The COSO approach 

 

Question 2 
 

Identify the incorrect statement with regards to ERM. 
 

I. ERM is intended to become an integral part of how an organisation operates 
II. ERM is meant to apply merely to insurance companies / financial institutions 

III. ERM stresses on value creation 
IV. ERM’s goal is seeking an appropriate risk-return position 

 
Question 3 

 
Which of the following formed an independent national commission to 
undertake a private sector study of factors that cause fraudulent financial 
reporting? 

 

I. Committee of Sponsoring Organisations 
II. Bank for International Settlements 
III. London Stock Exchange 
IV. Hampel Committee 

 
Question 4 

 

In accordance with the eight components of COSO framework, four categories of 
risk response include avoidance, acceptance, reduction and  . 

 
I. Sharing 
II. Mitigation 
III. Analysis 
IV. Evaluation 
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Question 5 
 

How can the ERM team determine the accurate cost of the company’s risk 
exposure? 

 

I. By understanding total risk and assessing the individual risks in aggregate 
II. By assessing division-wise risk 
III. By understanding overall organisational risk 
IV. By understanding individual unit risk and assessing the individual risks in 

aggregate 

 

Answers to Self-Examination Questions 

 

Answer 1 
 

The correct option is IV. 
 

The COSO approach is a comprehensive ERM system that takes a top-down 
approach to risk management and is widely used as a framework. 

 
Answer 2 

 

The correct option is II. 
 

ERM is a risk based approach, in which risk is not limited to a set of financial or 
insurance risks. 

 
Answer 3 

 
The correct option is I. 

 

The COSO formed an independent national commission to undertake a private 
sector study of factors that cause fraudulent financial reporting in 1985. 

 
Answer 4 

 
The correct option is I. 

 

Four categories of risk response include avoidance, acceptance, reduction and 
sharing. 
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Answer 5 
 

The correct option is IV. 
 

By understanding individual unit risk, or silo risk, and by assessing the individual 
risks in aggregate, the ERM team can evaluate an accurate cost of the 
company’s risk exposure. 
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CHAPTER 8 
 

BUSINESS CONTINUITY MANAGEMENT AND DISASTER 

/ EMERGENCY / CATASTROPHE – RECOVERY 

PLANNING 

 

 
Chapter Introduction 

 

This chapter explains the difference between the terms disaster, emergency 
and catastrophe. It further discusses the business continuity plan and its 
process. 

 

Learning Outcomes 

 

A. Emergency / disaster / catastrophe 
B. Threats that can lead to emergency / disaster / catastrophe 
C. Business continuity plan – objectives and features 
D. Phases of a disaster 
E. Business continuity planning process 
F. Standards and extracts 



160 IC-86 RISK MANAGEMENT 

EMERGENCY / DISASTER / CATASTROPHE CHAPTER 8 
 

 

 

Look at this Scenario 
 

The following situations / cases illustrate emergency, disaster and catastrophe. 
 

1. Shona was at work when riots broke out in the streets outside; an angry 
crowd who had lost their government jobs were vandalising store windows 
and setting cars on fire. 

 
This is classified as an emergency. 

 

2. The earthquake in Gujarat on 26 January 2001 caused massive loss of life 
and injury. It left nearly a million families homeless, and destroyed much of 
the area's social infrastructure from schools and village health clinics, to 
water supply systems, communications and power. One month after the 
earthquake, official Government of India figures placed the death toll at 
19,727 and the number of injured at 166,000. Indications are that 600,000 
people were left homeless, with 348,000 houses destroyed. 

 
This is a disaster. 

 
3. The December 26, 2004 Indian Ocean tsunami was caused by an earthquake 

that is thought to have had the energy of 23,000 atomic bombs. By the end 
of the day of the 2004 Indian Ocean tsunami, it had already killed 150,000 
people. The final death toll was 229,866. Over one million were left 
homeless. 

 
This is a catastrophe. 

 

A. Emergency / disaster / catastrophe 

 

Emergency, disaster and catastrophe – all of these terms are low frequency 
high severity risks which may lead to: 

 
 Substantial loss of life 

 
 High value property damage 

 
 Long interruption periods and 

 

 All other associated effects 
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Let us look at how these terms are defined and understood. 
 

1. Emergency 

 

Definition 

 

An Emergency is an unplanned event that significantly: 
 

 Disrupts normal operations 
 

 Poses serious threat to persons or property 
 

 Cannot be managed by routine response 
 

 Requires a quick and coordinated response across multiple departments 
or divisions. 

 

2. Disaster 

 

Definition 

 

Disaster Management Act 2005 defines disaster as “Disaster is an event of 
natural or manmade causes that lead to sudden disruption of normalcy within 
society, causing damage to life and property to such an extent that is beyond 
the capacity of normal social and economic mechanism to cope up with.” 

 
Industrial disaster 

 
“Industrial disasters are caused by chemical, mechanical, civil, electrical, or 
other process failures due to accident, negligence or incompetence, in an 
industrial plant which may spill over to the areas outside the plant causing 
damage to life and property.” 

 
Chemical disasters 

 
“Chemical disasters are occurrences of emission, fire or explosion involving one 
or more hazardous chemicals in the course of industrial activity or storage or 
transportation or due to natural events leading to serious effects inside or 
outside the installation likely to cause loss of life and property including adverse 
effects on the environment.” 
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Tip 
 

Major industrial disasters that shaped public policy: 
 

Major industrial disaster in the past which compelled the respective 
governments to review relevant legislation and, in some cases, led to 
introduction of new legislation: 

 
 Triangle Factory Fire New York (USA) 1911 - 100 garment workers died in 

fire 
 Mina Mata Mercury Disaster (Japan) 1932-68 - 3,000 people suffered, 

severe mercury poisoning symptoms, deformities or death 
 Seveso Dioxin Disaster (Italy) 1976 - 3,000 animals died, 70,000 

slaughtered to prevent dioxins entering food chain 
 Bhopal Gas Disaster (India) 1984 - 15,000 killed, over 500,000 affected. 

 

Case study 

 

Bhopal gas tragedy 
 

1. Let us now look at a few facts of how new legislation were introduced in 
India after the Bhopal Gas Disaster 1984 considered to be the worst 
industrial disaster in history where: 

 
a) 2,000 people died on immediate aftermath 

 
b) Another 13,000 died in next fifteen years 

 
c) 10-15 persons are still dying every month 

 

d) 520,000 persons are diagnosed chemicals in blood causing different 
health complications 

 
e) 20,000 people still suffering from: 

 
 Cancer 
 Tuberculosis 

 Partial or complete blindness, 
 Post-traumatic stress disorders, 
 Menstrual irregularities 
 Rise in spontaneous abortion and still birth 
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2. ICMR, IMA, AMA studies show the following second generation effects: 

a) Children born with genetic defects 
b) Growth retardation in boys 
c) Hormonal chaos among girls 
d) Ground water contamination with high level of mercury, lead, nickel, 

VOCs and HCH 
e) High prevalence of skin and gastro-intestinal diseases 
f) Bioaccumulation of toxins found in vegetables and breast milk 

 

3. How it happened: 

a) December 3-4, 1984: 40 tonnes of methyl iso-cyanate (MIC) released 
from Union Carbide plant at Bhopal 

b) Accidental release caused by leakage of water into MIC storage tank 
c) None of the six safety systems worked 
d) Safety standards and maintenance system ignored for months 
e) Complete absence of community information and emergency procedures 
f) Public alarm system operated after the gas had leaked for nearly four 

hours 
 

4. Legal regime 

a) Pre Bhopal disaster: 
 

 Factories Act, 1948 and Rules made there under 
 Explosives Act, 1884 

 Static and Mobile Pressure Vessels Rules, 1981 
 Motor Vehicles Act, 1988 
 Focused on on-site safety of workers 
 No legal system to regulate: Off-site emergency system, Safe storage 

of hazardous materials and Safe transportation of hazardous 
materials 

 
b) Post Bhopal disaster: 

 

 Environment (Protection) Act, 1986 
 Manufacture, Storage and Import of Hazardous Chemical Rules, 1989 
 Chemical Accidents (Emergency Planning, Preparedness and 

Response) Rules, 1996 
 Public Liability Insurance Act, 1991 
 Amendments to pre-Bhopal legislations including Factory Safety Act 

and Motor Vehicles Act 
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3. Catastrophe 

 

Definition 

 

Catastrophe is not the same as disaster. It is a sudden and widespread disaster. 

 

Definition 

 

FEMA definition: 
 

“... any natural or manmade incident, including terrorism, that results in 
extraordinary levels of mass casualties, damage, or disruption severely affecting 
the population, infrastructure, environment, economy, national morale, and/or 
government functions” 

 

Compared to disaster, in a catastrophe: 
 

 Most or all of the community built structure is heavily impacted 
 Most, if not all, of the everyday community functions are sharply and 

simultaneously interrupted 
 Help from nearby communities cannot be provided 

 

Test Yourself 1 

 

Emergency, disaster and catastrophe – all these terms are  frequency 
   severity risks. 

 
I. High; low 
II. Low; high 
III. Low; low 
IV. High; high 
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B. Threats that can lead to emergency / disaster / catastrophe 
 

1. Environmental disasters 
 

 Tornado 
 Hurricane 
 Flood 
 Snowstorm 
 Drought 
 Earthquake 
 Electrical storms 

 Fire 
 Subsidence and landslides 
 Freezing conditions 
 Contamination and environmental hazards 
 Epidemic 

 

2. Organised and/or deliberate disruption 
 

 Act of terrorism 
 Act of sabotage 
 Act of war 

 Theft 
 Arson 
 Labour disputes / industrial action 

 

3. Loss of utilities and services 
 

 Electrical power failure 
 Loss of gas supply 
 Loss of water supply 
 Petroleum and oil shortage 

 Communications services breakdown 
 Loss of drainage / waste removal 

 

4. Equipment or system failure 
 

 Internal power failure 
 Air conditioning failure 
 Production line failure 
 Cooling plant failure 
 Equipment failure (excluding IT hardware) 

 

5. Serious information security incidents 
 

 Cyber crime 
 Loss of records or data 
 Disclosure of sensitive information 
 IT system failure 
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6. Other emergency situations 
 

 Workplace violence 

 Public transportation disruption 
 Neighbourhood hazard 
 Health and safety regulations 
 Employee morale 
 Mergers and acquisitions 
 Negative publicity 
 Legal problems 

 
A disruption in business operations and services, whether from a natural 
disaster, terrorist strike, cyber-attack, fund mismanagement, simple 
malfunction, etc., can seriously reduce revenues and even do long-term damage 
to brand. 

 

Considering the impact of a disaster 
 

When considering the impact of a disaster, it should be remembered that: 
 

a) It will never happen at a convenient time, 
b) It is always unpredictable, 
c) Extent of its impact will vary from incident to incident. 

 
There is no way of knowing when it will happen; what form it will take; how 
much damage it will cause; or how big the impact will be. 

 
The impact of a disaster can vary. A disaster could involve total destruction, 
partial damage or no actual physical damage. 

 

a) Total destruction of the premises and its contents, for example as a 
result of a serious fire; 

b) Partial damage preventing use of the premises, for example due to 
flooding; or 

c) No actual physical damage to the premises but restricted access for a 
limited period, such as enforced evacuation due either to the discovery 
nearby of an unexploded bomb or a mere bomb scare. 

 

Test Yourself 2 

 

Which of the following is an example of environmental disaster? 
 

I. Workplace violence 
II. Failure of internal power 
III. Loss of water supply 
IV. Drought 
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C. Business continuity plan (BCP) – Objectives and features 
 

Most businesses depend heavily on technology and automated systems, and their 
disruption for even a few days could cause severe financial loss and threaten 
survival. 

 
The continued operations of an organisation depend on management’s 
awareness of potential disasters, their ability to develop a plan to minimise 
disruptions of critical functions and the capability to recovery operations 
expediently and successfully. 

 

Definitions of BCP are framed either in a general way or specific to business 
activities of an organisation. Some of the definitions are given below: 

 

Definition 

 

“A business continuity plan is a comprehensive statement of consistent actions 
to be taken before, during and after a disaster. The plan should be documented 
and tested to ensure continuity of operations and availability of critical 
resources in the event of a disaster.” 

 

Definition 

 

“Business continuity planning (BCP) is an interdisciplinary peer mentoring 
methodology used to create and validate a practiced logistical plan for how an 
organisation will recover and restore partially or completely interrupted critical 
function(s) within a predetermined time after a disaster or extended disruption. 
The logistical plan is called a Business Continuity Plan”. 

 

Definition 

 

“In plain language, BCP is how an organisation prepares for future incidents that 
could jeopardise the organisation's core mission and its long term health. It is 
aimed at reducing operational risk associated with information management 
controls. 

 
This process may be integrated with improving information security and 
corporate reputation risk management practices.” 
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Definition 
 

Reserve Bank of India’s Circular Ref. RBI/2004-05/420 dated April 15, 2005 
titled “Operational Risk Management - Business Continuity Planning” directs 
Indian banks as under to make BCP a key pre-requisite: 

 
“Business Continuity planning is a key pre-requisite for minimising the adverse 
effects of one of the important areas of operational risk – business disruption 
and system failures. It is imperative that all banks have BCP's in place to be in 
readiness to tackle serious business disruptions” 

 

1. Objectives of BCP 
 

a) The primary objective of business continuity planning is to protect the 
organisation in the event that all or part of its operations and/or 
computer services is rendered unusable. Preparedness is the key. 

 
The planning process should minimise the disruption of operations and 
ensure some level of organisational stability and an orderly recovery 
after a disaster. 

 

b) Other objectives of business continuity planning include: 
 

 Providing a sense of security 
 Minimising risk of delays 
 Guaranteeing reliability of standby systems 

 Providing a standard for testing the plan 
 Minimising decision-making during a disaster 
 Tackling potential failures within organisational supply chain 

 
A major part of a business continuity planning process is assessment of the 
potential risks to the organisation which could result in the disasters or 
emergency situations themselves. 

 
It is necessary to consider all possible incident types, as well as assess impact 
each may have on the organisation's ability to continue to deliver its normal 
business services. This can be complex and demanding. 

 
Business Continuity Planning (BCP), that is, planning for recovery from a 
disaster, thus aims to: 

 
i. Manage the risks which could result in disastrous events and thus 

minimise the likelihood of a disaster occurring; 

ii. Reduce the time taken to recover when an incident occurs; and 
iii. Minimise risks involved in the recovery process by making critical 

decisions in advance in stress-free conditions. 
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Critical decisions made during the stress of a crisis have a high risk of being 
wrong, ineffective, and costly. 

 
The problem facing organisations is what to do when their premises are left 
unusable for an unacceptable length of time. The intention will be to restart 
essential operations with a minimum of delay within an acceptable length of 
time, probably with a reduced capacity in temporary premises. 

 

2. Features of BCP 
 

Business Continuity Planning has three complementary features: 
 

a) Risk reduction 
 

Risk reduction is the management of risks to prevent a disaster. This is done by 
identifying and assessing the risks faced by an organisation at their premises 
which could result in a disaster; 

 
b) Emergency plan 

 

Crisis management of the incident when it occurs (Incident Control) to prevent 
it from developing into a disaster, and to lessen its impact. The priority is to 
evacuate staff and others when this is necessary, but essential or valuable 
information and objects can often be rescued without risk to personal safety; 

 
c) Business continuity plan 

 
A plan for the fast, efficient resumption of essential business operations by 
directing the recovery actions of specified recovery teams. The three elements 
to consider are the continuity of: 

 

i. Office services - premises, furniture, stationery etc.; 
ii. Information technology - communications and computing services; 
iii. Human and other resources - ensuring that staff: 

 

 Are aware of the alternative arrangements; 
 Have the resources they need; and 
 Are productively employed. 

 
d) The key tasks in Business continuity planning are to: 

 
a) Identify which operations and supporting activities need to be restarted 

after a disaster, 
b) The maximum acceptable time limits by which they must restart, and 

the resources needed to restart them; 

c) Identify contingencies for the required resources; 
d) Select a cost-effective strategy for restarting operations; 
e) Develop the bcp to guide and direct restart of operations; 
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f) Test the bcp, train staff in how to use it, and keep it up to date. 
 

If a BCP is to be correctly constructed and operate successfully, it must 
involve all levels of management, and must cover the following: 

 

i. Action to be taken following a disaster 
ii. Staff responsible for specific tasks 
iii. Essential operations and systems 
iv. Actions required to restart operations 
v. Emergency data processing arrangements 
vi. Off-site backup requirements 

vii. Supplies requirements; and 
viii. Means of keeping staff and others informed of arrangements and 

developments. 
 

e) The key points to note for BCP development and strategy considerations 
are that: 

 
i. For Business Continuity purposes it is the damage and impact of the 

event which is important, not the cause; 
ii. The physical damage to premises caused by a disaster will be addressed 

by the restoration process; 
iii. All management at the premises must be involved in planning the BCP 

development project; and 
iv. The first step in starting the BCP development project is to establish the 

Project Owner, the executive assigned with Business Continuity 
responsibilities, the Objectives and the Scope. 

 

Test Yourself 3 

 

What is the primary objective of business continuity planning? 
 

I. To provide a sense of security against threats 
II. To protect the organisation in the event where operations / services are 

rendered unusable 
III. To minimise risk of delays 
IV. To guarantee reliability of standby systems 
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D. Phases of a disaster 
 

A typical disaster will consist of some or all of the following phases: 
 

1. Crisis phase 
 

The Crisis Phase is under the overall responsibility of the Incident Control Team 
(ICT). 

 
It comprises the first few hours after a disruptive event starts or the threat of 
such an event is first identified; and is caused by, for example: 

 

a) On-going physical damage to premises which may be life threatening, 
such as a fire; or 

b) Restricted access to premises, such as a police cordon after a bomb 
incident 

 
2. Emergency response phase 

 

During the emergency response phase the management will: 
 

a) Assess the situation; and 
b) Decide if and when to activate the BCP 

 
A Crisis Phase may not actually have occurred but a potentially threatening 
situation may have been identified which would warrant to monitor events, for 
example a fire has broken out in the building next door which, if not brought 
under control quickly, may damage Departmental premises and will certainly 
require evacuation procedures to be invoked. 

 

3. Recovery phase 
 

The Recovery Phase may last from a few days to several months after a disaster 
and ends when normal operations can restart in the affected premises or 
replacement premises, if appropriate. 

 
During the Recovery Phase: 

 
a) Essential operations will be restarted (this could be at temporary 

premises) by one or more Recovery Teams using the BCP; and 
 

b) The essential operations will continue in their recovery format until 
normal conditions are resumed. 
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4. Restoration phase 
 

This phase restores conditions to normal. It will start with a damage 
assessment, usually within a day or so of the disaster, and may identify any 
need for refurbishment or even replacement of the premises. This phase will 
not occur if physical damage did not happen. When the cause for evacuation or 
stopping of operations has ended, normal working will be restarted. During the 
Restoration Phase any damage to the premises and facilities will be repaired. 

 

Possible combination of disaster phases 
 

Because each disaster is different: 
 

a) It is not possible to predict which phases a disaster will involve; and 
 

b) The response to an incident will vary according to the individual 
circumstances. 

 

Example 

 

Some examples of disasters and the phases they may involve are: 
 

1. Serious fire during working hours - all the phases in full; 
2. Serious fire outside working hours - all the phases but no staff and public 

evacuation; 
3. Very minor fire during working hours - crisis phase only, staff and public 

evacuation but perhaps no removal of valuable objects, fire service 
summoned to deal with the fire; 

4. Gas leak after working hours, repaired after some hours - only emergency 
response phase appropriate. 

5. Prolonged failure of heating system during winter – emergency response and 
recovery phases only. 

 

Test Yourself 4 

 

In which phase of disaster does the management assess the situation and decide 
if and when to activate the BCP? 

 
I. Crisis phase 
II. Emergency response phase 
III. Recovery phase 
IV. Restoration phase 
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E. Business continuity planning process 
 

A Business Continuity Planning process should reflect following objectives: 
 

a) Business continuity planning is about maintaining, resuming and 
recovering the business, not just the recovery of the technology. 

b) Planning process should be conducted on an enterprise -wide basis. 
c) Business impact analysis and risk assessment are foundation of an 

effective BCP. 
d) The effectiveness of a BCP can only be validated through testing or 

practical application. 
e) The BCP and test results should be subjected to an independent audit 

and reviewed by the board of directors. 
f) BCP should be periodically updated to reflect and respond to changes in 

the financial institution or its service provider(s). 
 

1. Business impact analysis (BIA) methods 
 

Enterprises typically consider business impact in light of two measurements: 
 

 Recovery time objectives (RTOs) and 
 Recovery point objectives (RPOs) 

 
RTO specifies amount of downtime a business can tolerate. 

 
RPO specifies the amount of unrecoverable transactions or data that the 
company can tolerate. 

 

Both are converging on zero. 
 

2. Development of BCP 
 

The BCP should be 
 

a) Written and disseminated so that various groups can implement it in a 
timely manner; 

b) Specific regarding what conditions should prompt implementation of the 
plan; 

c) Specific regarding what immediate steps should be taken during a 
disruption; 

d) Flexible to respond to unanticipated threat scenarios and changing 
internal conditions; 

e) Focused on how to get the business up and running in the event that a 
specific facility or 

f) function is disrupted, rather than on the precise nature of the 
disruption; and 

g) Effective in minimising disruptions and financial loss. 
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3. Cost effectiveness of BCP planning and management 
 

The cost effectiveness of a BCP programme depends on management's 
commitment and ability to clearly identify what makes existing business 
processes work. 

 

a) Attitude 
 

The sentiment for BCP should come from top management. Executives at all 
levels must understand necessity to have BCP. 

 
b) Criticality 

 

Identify the most critical systems and provide redundancy. 
 

c) Risk Evaluation 
 

What kind of risks are you trying to mitigate through BCP? Determine the 
risks and the probability of such risks taking place. 

 

d) Investment 
 

Will the investment towards certain systems be beneficial? e.g. does it make 
sense to give importance to redundant power conditioning equipment in a 
state where power failures are unknown? 

 
e) Downtime 

 

What kind of downtime can you afford for various systems? 
 

f) Recovery 
 

In the advent of disaster, can you recover operations using printed 
documents and backup tapes? 

 
g) Implementation 

 

A steering group has to be formed to take BCP forward. This group will 
include auditors. 
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F. Standards and extracts 
 

Standards 
 

Numbers of standards for BCP are prescribed by various agencies. A few 
important ones are the following: 

 
 BS 17799 Information Security Standard 
 BS 25999 BCP Standard 

 ISO 9000:2000 
 NFPA 1600 
 ISO 17799 Information Security Management Standard 

 
Following extract from an International Standard is reproduced for the sake of 
demonstrating style, contents and emphasis of such standards 

 
Extracts 

 

11.1 DESIGN A CONTINUITY MANAGEMENT PROCESS 

Develop a business continuity management process to protect your critical 
business processes during business disruptions, security failures, and disasters. 

Make sure that your business continuity management process is used to prevent 
business disruptions, security failures, and disasters. 

Make sure that your business continuity management process is used to recover 
from business disruptions, security failures, and disasters. 

Make sure that your business continuity management process is used to identify 
and reduce security risks. 

Make sure that your business continuity management process is used to ensure 
that essential operations are restored as quickly as possible. 

Make sure that your business continuity management process is used to limit the 
impact that damaging incidents could have. 

Analyse the impact that disasters could have on your critical business processes. 

Analyse the impact that security failures could have on critical business 
processes. 

Analyse the impact that a loss of service could have on critical business 
processes. 

Developed contingency plans in order to ensure that critical business processes 
are restored within a reasonable period of time. 

Practice implementing your contingency plans. 
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11.1.1 ESTABLISH YOUR CONTINUITY MANAGEMENT PROCESS 

Establish a process to manage and maintain business continuity throughout your 
organisation. 

Identify and prioritize your organisation’s most critical business processes. 

Identify the risks that threaten the security of your business processes. 

Estimate the likelihood that your organisation will be exposed to significant 
security risks and threats. 

Analyse the impact that serious threats could have on the security of your 
organisation’s processes. 

Analyse the impact that interruptions could have on the viability of your 
business. 

Find solutions to the security problems that could undermine the viability of 
your business. 

Find solutions for the security threats and problems that are smaller and less 
serious. 

Increase your security through the purchase of suitable insurance. 

Formulate business objectives and priorities for your information processing 
facilities. 

Formulate a business continuity strategy for your information processing 
facilities. 

Document your business continuity strategy. 

Make sure that your business continuity strategy is consistent with your 
organisation's business objectives and priorities. 

Formulate business continuity plans for your information processing facilities. 

Document your business continuity plans. 

Make sure that your business continuity plans are consistent with your business 
continuity strategy. 

Make sure that responsibility for coordinating your continuity management 
process has been assigned to someone at the appropriate level within your 
organisation. 

Institutionalize continuity management. 
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11.1.2 PERFORM THREAT ANALYSIS AND IMPACT ANALYSIS 

Carry out a threat analysis in order to identify the events that could interrupt 
your business processes. 

Carry out your threat analysis with the full involvement of process and resource 
owners. 

Make sure that your threat analysis includes all business processes. 

Carried out a risk assessment in order to identify the impact that business 
process interruptions could have. 

Make sure that your impact analysis identifies how much damage your business 
process interruptions could cause. 

Make sure that your impact analysis identifies how long it would take to recover 
from business process interruptions. 

Carry out your impact analysis with the full involvement of process and resource 
owners. 

Make sure that your impact analysis includes all business processes. 

Use the results of your analyses and assessments to develop a strategy that 
defines your organisation’s general approach to business continuity. 

Make sure that senior management endorses your business continuity strategy. 

 

11.1.3 DEVELOP YOUR BUSINESS CONTINUITY PLANS 

Develop plans to restore and continue business operations after critical 
processes have failed or been interrupted. 

Make sure that your business continuity plans help you to achieve your business 
objectives. 

Make sure that business continuity plans help you to restore services to 
customers within a reasonable period of time. 

Make sure that your business continuity plans identify the resources that will be 
needed to restore business processes. 

Make sure that your business continuity plans identify the services that will be 
needed to restore business processes. 

Make sure that your business continuity plans identify the staffing that will be 
needed to restore business processes. 
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Make sure that your business continuity plans identify and assign all emergency 
management responsibilities. 

Make sure that your business continuity plans define all necessary emergency 
response procedures. 

Make sure that your emergency response procedures ensure that your critical 
processes will be recovered and restored within the required time limits. 

Make sure that your emergency response procedures accommodate and deal 
with all external business interdependencies. 

Make sure that your emergency response procedures respect and reflect all 
related business contracts. 

Document all emergency response procedures. 

Document all critical business processes. 

Make sure that your business continuity plans identify fall-back arrangements 
for information processing facilities. 

Teach your staff members how to use your emergency response procedures. 

Teach your staff members how critical business processes will be recovered and 
restored. 

Teach your staff members about your crisis management methods and 
procedures. 

Test your business continuity plans on a regular basis. 

Update your business continuity plans on a regular basis. 

 

11.1.4 MAINTAIN A CONTINUITY PLANNING FRAMEWORK 

Establish a single framework of business continuity plans to ensure that all plans 
are consistent with one another. 

Use your business continuity planning framework to determine plan testing 
priorities. 

Use your business continuity planning framework to determine plan 
maintenance priorities. 

Make sure that each business continuity plan includes a maintenance schedule 
that explains how and when the plan will be tested and maintained. 

Amend your business continuity plans whenever new security threats or 
requirements are identified. 
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Make sure that each business continuity plan clearly specifies the conditions 
that must met before it is activated. 

Make sure that each business continuity plan specifies the process that must be 
followed before a plan may be activated. 

Make sure that each business continuity plan explains how a crisis situation 
should be assessed before a plan is activated. 

Make sure that each business continuity plan specifies who is responsible for 
executing each part of the plan. 

Make sure that each business continuity plan nominates alternative personnel 
who would be responsible for executing the plan if those who are primarily 
responsible are unable to do so. 

Make sure that each business continuity plan describes the emergency 
procedures that should be followed and the actions that should be taken to 
handle security incidents. 

Make sure that each business continuity plan explains how relations with the 
public should be managed during an emergency. 

Make sure that each business continuity plan explains how relations with 
governmental agencies and authorities should be managed during an 
emergency. 

Make sure that each business continuity plan explains how relations with 
emergency responders should be managed during an emergency. 

Make sure that each business continuity plan describes fall-back procedures that 
should be followed to move essential business activities and services to 
alternative locations. 

Make sure that each business continuity plan describes fall-back procedures that 
should be followed to reactivate your business processes within the required 
time limits. 

Make sure that each business continuity plan describes resumption procedures 
that should be followed to bring your business processes and services back to 
normal. 

Make sure that each business continuity plan describes the education and 
awareness activities that should be carried out to help ensure that staff 
members understand your business continuity methods and procedures. 

Make sure that each business continuity plan specifies who owns and is 
responsible for managing and maintaining the plan. 

Make sure that owners of business processes and resources have been given the 
responsibility to manage the implementation of related fall-back and business 
resumption plans. 

Make sure that owners of business processes and resources are responsible for 
managing the implementation of the emergency response procedures that 
effect their areas. 

Make sure that technical service providers are responsible for managing the 
implementation of alternative technical services and fall-back arrangements. 
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Make sure that information service providers are responsible for managing the 
implementation of alternative information processing facilities and fall-back 
arrangements. 

Make sure that communications service providers are responsible for managing 
the implementation of alternative communications facilities and fall-back 
arrangements. 

 

11.1.5 TEST AND UPDATE CONTINUITY MANAGEMENT PLANS 

11.1.5.1 TEST BUSINESS CONTINUITY MANAGEMENT PLANS 

Test your business continuity management plans regularly in order to verify that 
they are effective and up-to-date. 

Evaluate your planning assumptions when you test your business continuity 
management plans. 

Check to see that you haven’t missed anything important when you test your 
business continuity management plans. 

Make sure that changes in equipment haven’t compromised the effectiveness of 
business continuity management plans. 

Make sure that changes in personnel haven’t compromised the effectiveness of 
business continuity management plans. 

Make sure that the personnel who must implement your business continuity 
plans understand how to do so. 

Make sure that all recovery team members are aware of your business continuity 
management plans. 

Develop a test schedule that explains how and when each element of each 
business continuity plan should be tested. 

Identify examples of business interruptions and then discuss what type of 
business recovery arrangements should be made (perform table-top tests). 

Carry out simulations of business interruptions in order to test and train the 
crisis management and business recovery skills of your personnel. 

Carry out technical recovery tests in order to ensure that your information 
systems can be properly restored. 

Carry out recovery tests at alternative backup sites. 

Test the ability of suppliers to provide contracted services and facilities during 
business interruptions. 

Carry out complete rehearsals in order to ensure that all personnel, equipment, 
facilities, and processes can cope with business interruptions. 
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11.1.5.2 UPDATE BUSINESS CONTINUITY MANAGEMENT PLANS 

Use regular reviews and updates to maintain the effectiveness of business 
continuity management plans. 

Make sure that your change management program includes procedures to 
ensure that business continuity plans are routinely updated. 

Make sure that the responsibility for the regular review of each business 
continuity plan has been assigned. 

Make sure that your business continuity management plans are updated 
whenever important changes in business practices and arrangements occur. 

Make sure that updated business continuity management plans are distributed 
to all participating personnel. 

Make sure that you consider updating business continuity management plans 
whenever new equipment is purchased. 

Consider updating business continuity management plans whenever you 
upgrade operational systems. 

Consider updating business continuity management plans whenever you change 
key personnel. 

Consider updating business continuity management plans whenever key 
addresses or telephone numbers change. 

Consider updating your business continuity management plans whenever you 
change your business strategy. 

Consider updating your business continuity management plans whenever you 
change your locations or facilities. 

Consider updating your business continuity management plans whenever 
resources change. 

Consider updating your business continuity management plans whenever 
relevant legislation or regulations change. 

Consider updating your business continuity management plans whenever you 
change contractors or suppliers. 

Consider updating your business continuity management plans whenever 
important or major customers change. 

Consider updating your business continuity management plans whenever your 
organisation’s processes change. 

Consider updating your continuity management plans whenever you create new 
processes or remove old ones. 

Consider updating your business continuity management plans whenever 
operational or financial risk factors change. 
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Summary 
 

a) Disaster is defined as a sudden calamitous event bringing great damage, 
loss, or destruction; a sudden or great misfortune or failure. Emergency is 
defined as an unforeseen combination of circumstances or the resulting 
state that calls for immediate action; an urgent need for assistance or 
relief. Catastrophe is defined as a widespread disaster. 

 
b) Business continuity planning (BCP) is a key pre-requisite for minimising the 

adverse effects of one of the important areas of operational risk – business 
disruption and system failures. 

 
c) A major role of BCP process is assessment of the potential risks to the 

organisation which could result in disasters / emergency situations. 
 

d) Complementary features of BCP are: risk reduction, emergency plan and 
business continuity plan. 

 
e) Phases of disaster: 

 
 Crisis phase 
 Emergency response phase 

 Recovery phase 
 Restoration phase 

 
f) An RTO is the amount of time it takes to recover from a disaster event, and 

an RPO is the amount of data, measured in time, that one can lose from 
that same event. 
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Answers to Test Yourself 
 

Answer 1 
 

The correct option is II. 
 

Emergency, disaster and catastrophe – all of these terms are low frequency high 
severity risks. 

 

Answer 2 
 

The correct option is IV. 
 

Drought is an example of environmental disaster. 
 

Answer 3 
 

The correct option is II. 
 

The primary objective is to protect the organisation in the event that all or part 
of its operations and/or computer services is rendered unusable. 

 
Answer 4 

 

The correct option is II. 
 

In emergency response phase, the management assesses the situation and 
decides if and when to activate the BCP. 

 

 

Self-Examination Questions 
 

Question 1 
 

Which of the following is caused by chemical, mechanical, civil, electrical, or 
other process failures? 

 

I. Industrial disaster 
II. Chemical disaster 
III. Emergency 
IV. Catastrophe 
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Question 2 
 

Loss of gas supply is an example of  . 
 

I. Deliberate disruption 
II. Environmental disaster 
III. Loss of utilities and services 
IV. System failure 

 
Question 3 

 
What would be the effect of a disruption in business operations and services? 

 

I. Reduction in losses 
II. Reduction in revenues 
III. Long-term reward to brand 
IV. Long-term survival of an organisation 

 
Question 4 

 

What is business continuity plan? 
 

I. A comprehensive statement of risk management procedures 
II. A comprehensive statement of profit and loss for the past three years 
III. A comprehensive statement of projected profit and loss 
IV. A comprehensive statement of consistent actions to be taken before, during 

and after a disaster 
 

Question 5 
 

Which phase of the disaster may last from a few days to several months after a 
disaster and ends when normal operations can restart? 

 
I. Crisis phase 
II. Emergency response phase 

III. Recovery phase 
IV. Restoration phase 

 
Question 6 

 
There was a gas leak after working hours, which was repaired after some hours. 
Which phase of disaster is appropriate in this situation? 

 

I. Crisis phase 
II. Emergency response phase 
III. Recovery phase 
IV. Restoration phase 
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Answers to Self-Examination Questions 
 

Answer 1 
 

The correct option is I. 
 

Industrial disasters are caused by chemical, mechanical, civil, electrical, or 
other process failures due to accident, negligence or incompetence, in an 
industrial plant which may spill over to the areas outside the plant causing 
damage to life and property. 

 

Answer 2 
 

The correct option is III. 
 

Loss of gas supply is an example of loss of utilities and services. 
 

Answer 3 
 

The correct option is II. 
 

A disruption in business operations and services, whether from a natural 
disaster, terrorist strike, cyber-attack, fund mismanagement, simple 
malfunction, etc., can seriously reduce revenues and even do long-term 
damage. 

 

Answer 4 
 

The correct option is IV. 
 

Business continuity plan (BCP) is a comprehensive statement of consistent 
actions to be taken before, during and after a disaster. 

 

Answer 5 
 

The correct option is III. 
 

The Recovery Phase may last from a few days to several months after a disaster 
and ends when normal operations can be restarted in the affected premises or 
replacement premises, if appropriate. 

 

Answer 6 
 

The correct option is II. 
 

In the given situation, only Emergency Response Phase is appropriate. 
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SECTION 2 
 

CHAPTER 9 

 
LOSS EXPOSURES FOR MAJOR CLASSES 

 
 

 

Chapter Introduction 
 

This chapter deals with loss exposures for major classes like property, income, 
liability, and personnel. 

 

Learning Outcomes 

 

A. Loss exposures 
B. Property loss exposures 
C. Net income loss exposures 
D. Liability exposures 
E. Personnel exposures 
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Look at this Scenario 
 

Rainbow Ltd owns a large number of office buildings in a particular town. Those 
buildings got struck by a cyclone. Many of the buildings were destroyed, and the 
damage was catastrophic. 

 
This had significantly affected the company's ability to generate revenue in the 
future. 

 

The above scenario relates to net income loss exposures associated with 
property losses. 

 

A. Loss exposures 

 

The discussions so far on the concepts, principles, approaches and procedures 
are useful in identifying all types of risk exposures and deciding on the methods 
to treat them. 

 
These exposures come in a wide variety of forms, which cannot be listed in any 
one text. It is only the risk management specialists with great insight or wide 
experience, who may be capable of visualising how the risks lead to property, 
liability and net income losses. 

 
Subsequent discussions will, therefore, deal with loss exposures for major 
classes like property, income, liability, and personnel. 

 

Tip 

 

Three basic elements of any loss exposure comprise of: 
 

1. Values exposed to loss 

2. Perils causing loss and, 

3. Financial consequences of loss. 
 

It is the combination of these three that lead to loss exposures. 
 

Mere presence of the values and/or perils does not complete the loss exposure 
triangle, as shown in the following diagram: 
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Diagram 1: Three basic elements of any loss exposure 
 

Analysing loss exposures also involves many ways of using accepted methods of 
identifying and assessing loss exposures. 

 
Following methods are directly useful in identifying exposures to loss of 
property whether real and personal or tangible and intangible: 

 

a) Standardised checklists and questionnaire, 
b) Loss histories, 
c) Financial statements like balance sheets, annual reports, 
d) Other records and documents, 
e) Flowcharts, 

f) Personal inspections, 
g) Knowledge and expertise within the organisation and available from 

outsiders. 

 

Test Yourself 1 

 

Combination of values exposed to loss, perils causing loss and financial 
consequences of loss lead to  . 

 
I. Speculative risks 
II. Pure risks 

III. Loss exposures 
IV. Emergency 



190 IC-86 RISK MANAGEMENT 

PROPERTY LOSS EXPOSURES CHAPTER 9 
 

 

 

B. Property loss exposures 
 

We will now consider the types of direct and indirect property losses that might 
occur, their causes, how they may be valued and other related issues. 

 
1. Types of property losses 

 

Property losses can be at least classified into four categories, according to: 
 

 Class of property affected, 
 Cause of loss, 
 Whether loss is direct or indirect, 
 Nature of the organisation’s interest in the property. 

 
a) Property class 

 

Property may be divided into two broad groups as: 
 

 Real property and 
 Personal property 

 
i. Real property 

 
This is also termed as real estate and includes land (both developed and 
undeveloped), buildings and structures of any type 

 
ii. Personal property 

 
This generally relates to most types of movable property and can be 
classified as tangible and intangible property. 

 
Tangible property: something that can be physically touched. It 
encompasses items like: 

 

 Money and securities, 
 Accounting and other business records, 
 Inventory (raw materials, stocks in process, finished goods, items in 

store or warehouse), 
 Furniture, equipment and supplies, 

 Machinery, 
 Data processing hardware, software and media, 
 Valuable papers, books and documents, 
 Mobile property such as automobiles, aircrafts, boats, mobile 

machinery etc. 
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b) Causes of loss 
 

An infinite number of perils can cause loss of or damage to property of any 
kind, making it practically impossible to draw an exhaustive list. Generally 
speaking, such perils can be broadly classified into three groups as: 

 

 Natural perils 
 

 Human perils 
 

 Economic perils 
 

i. Natural perils 
 

These include perils of nature also known as Acts of God (AOG) perils 
involving no human intervention. 

 
They include earthquake, rockslides, landslides, subsidence, flood, tides, 
waves and tidal waves, lightning, windstorms of any kind (e.g. storm, 
tempest, cyclone. tornado, and hurricane), drought, soil erosion, 
evaporation, hail and hailstorm, snow and ice, avalanche, meteors, mildew, 
mould, vermin, weeds, temperature extremes, humidity extremes, volcanic 
eruptions, icebergs, uncontrollable vegetation etc. 

 

ii. Human perils 
 

These relate to actions of individuals or a small group of individuals and 
include human error, arson, chemical leakage, industrial contamination, 
discrimination, electrical overload, embezzlement, expropriation 
(confiscation), explosion of human origin (e.g. bombs, boilers and pressure 
vessels, nuclear fission, chemical, dust explosion and the like), fire and 
smoke and soot, centrifugal forces in high speed rotary machines, labour 
strikes, sabotage, malicious acts, shrinkage, sonic boom, terrorism, theft, 
burglary, frauds, forgery, employee dishonesty, vibrations, vandalism etc. 

 
iii. Economic perils 

 

These relate to actions of a large group of people who act independently of 
each other while responding to a particular situation and include changes in 
consumer tastes and behaviour, currency fluctuations, recession, inflation, 
obsolescence, stock market decline, consequences of strikes and riots, 
technological advances, war and etc. 
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2. Consequential monetary effects 
 

Ascertaining monetary effects means valuing the exposures of the property to 
identified perils. Following discussions on this issue of loss valuation are 
primarily from the point of view of owner of a property: 

 
Methods of valuing an owner’s direct property loss exposures 

 
Irrespective of whether the property is real or personal, several basic measures 
of value are recognised by valuers, appraisers and other professionals working in 
this field. 

 
It is important to note that each method of property loss valuation has certain 
advantages and disadvantages depending on the purpose or emphasis of 
valuation. To illustrate, the focus of appraisal of property for credit or loan 
purposes may be quite different from a similar appraisal for risk management or 
for tax purposes. 

 

For personal property, market value is the preferred method whereas for risk 
management purposes the preferred ones are the last two of the eight methods 
listed below: 

 

a) Original cost 
 

I.e. the money paid for acquisition of the property. This method has many 
weaknesses in as much as it: 

 
i. Depends on the bargaining capacity of the owner at the time of 

acquisition 
ii. Ignores physical depreciation or wear and tear and technological, trend, 

fashion or other changes 
 

b) Original cost less accounting depreciation 
 

This method also suffers many weaknesses for its dependence on original 
cost as also the accounting depreciation does not take into account factors 
of inflation and physical or technical depreciation. 

 
c) Market value 

 
In case of real estate, the market value depends on demand and supply 
situation in the market and is established by obtaining offers for purchase. 

 
Personal property which is readily available in the market can be easily 
valued by its purchase price or invoice price from the market. 
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d) Tax appraisal value 
 

This value is purely for tax purposes and may vary from place to place 
depending on the local tax levels. 

 
e) Economic or use value 

 
This method recognises the value of property depending upon the present 
value of income it produces. It is used when the property is rented or 
peculiarly designed and the income/profit position of the firm would be 
directly affected by its destruction. 

 
f) Reproduction cost 

 

This is the cost of reproducing or replacing the existing property exactly at 
the current prices. This measure may produce an unrealistic value as the 
materials or methods of construction employed twenty years back may be 
out-dated. 

 
g) New replacement cost 

 

This is the cost of replacing the property with new property that is not 
exactly the same but reasonably meets current specifications. The basic 
problem here is that the business firm would get a new building for an old 
one. 

 
However, the arguments in favour of this method are that: 

 
i. The property in its current state is performing its function adequately 

and new property is the only possible replacement and 
ii. Most losses are partial and the cost of repairs is not reduced by physical 

depreciation. 
 

h) New replacement cost less physical depreciation and obsolescence 
 

This method subtracts some allowance from new replacement cost, for 
physical depreciation, economic obsolescence or both. The reasoning behind 
the concept is that the business will gain if a property is replaced with a 
new property. The main difficulty is measuring physical depreciation and 
economic obsolescence. 

 
i. Physical depreciation is the result of age plus wear and tear. 
ii. Economic obsolescence is illustrated by change in fashion or 

development of new, more efficient machinery. 
 

For valuing personal property, one must be careful to include costs for 
transportation, installation etc. 
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3. Property loss frequency and severity data 
 

Most firms will not be able to generate enough experience to generate its own 
data from which a risk manager can estimate probable loss frequency and 
severity. Some external sources of accident data may be found useful. Insurance 
companies do compile such data purely for their internal purposes of developing 
tables of rates of premium for various classes of their business. 

 

Tip 

 

Detailed inspection or investigation checklists for various classes are provided in 
a subsequent chapter. 

 

Test Yourself 2 

 

‘Technological advances’ is an example of which peril? 
 

I. Economic perils 

II. Natural perils 
III. Political perils 
IV. Human perils 

 

Test Yourself 3 

 

Which method recognises the value of property depending upon the present 
value of income it produces? 

 
I. New replacement cost 
II. Reproduction cost 
III. Economic value 
IV. Tax appraisal value 
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C. Net income loss exposures 
 

When any of its property gets lost, damaged or destroyed, a business may suffer 
a reduction in its net income (i.e. revenues less expenses) until the property is 
restored back to its former condition. This happens primarily because the 
business loses use of that property in whole or in part. 

 
As a result either: 

 

 Revenues are decreased or 
 Expenses are increased 

 
In many instances the net income loss may far exceed the property loss and in 
view of many variables getting involved, ascertaining the loss potential becomes 
difficult. 

 
Let us now look at major net income exposures and their potentials. 

 
1. Reduction in revenues 

 
The major ways in which revenues may get reduced as a result of an accidental 
loss toss to property include: 

 
a) Loss of rent 

 
b) Interruption in operations 

 

c) Contingent business interruption 
 

d) Lost profits on finished goods 
 

e) Reduction in receivables 
 

f) Increase in expenses 
 

2. Loss of rent 
 

Depending the terms of the lease agreement a tenant may not be responsible 
for payment of rent during the period the property is un-tenantable as a result 
of an accidental damage or destruction of a property. The landlord loses rent 
less any non-continuing expenses (such as electricity or water charges etc.). 
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3. Interruption in operations 
 

As a result of damage or destruction of a property, an organisation may have to 
suspend or reduce its operations. 

 

Example 

 

For example, a departmental store has to shut either partially or fully until 
damaged property is restored i.e. replaced or repaired. Similarly a 
manufacturer may have to stop or reduce production until restoring of damaged 
plant, machinery, materials in stores or goods in process. 

 

The loss caused by such a business interruption would be: 
 

a) Net profit the business would have earned if there was no interruption, 
b) Expenses that continue despite the interruption. 

 

4. Contingent business interruption 
 

Where an organisation depends on a single supplier either for raw materials or 
for services like power, water, gas etc. any interruption of such supplier’s 
operations will, in turn, interrupt the organisation’s production or sales. 

 
Similarly, where the organisation depends on sales to a single customer, any 
interruption of the supplier’s operations may cause interruption of its business. 

 

Such an interruption loss is termed as “contingent business interruption loss”. 
 

5. Loss of profits on finished goods 
 

A manufacturer’s operations get interrupted when the production process, not 
the sales, are interrupted. However, if the finished goods ready for sale, get 
destroyed he will lose the profits he would have made by selling them. 
Similarly, if any finished goods are sold but get damaged or destroyed before 
their delivery to the customer, the loss is the selling price including profit. 

 
6. Reduction in receivables 

 
If the records of an organisation’s account receivable get destroyed, it may 
encounter difficulties in collecting from customers. The difficulty may be 
greater if the number of customers is large and the average if the receivable is 
small. Records can, sometimes be reconstructed from other documents, but the 
reconstruction cost reduces the net collections. 
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7. Increase in expenses 
 

Expenses of an organisation would increase because of an accidental loss in a 
variety of ways including: 

 

a) Rental value loss 
 

If an owner cannot occupy his building or structure because of an accidental 
damage, he loses its rental value for the time it takes to make repairs. Such 
a rental value can be measured by the cost of equivalent premises 
elsewhere less non-continuing expenses. 

 

b) Extra expenses 
 

These relate to the additional costs that might be incurred by an 
organisation after an accidental interruption, to continue its operations 
either by temporarily shifting to and operating from another premises or by 
expediting repairs or by incurring higher labour costs; in short the increased 
costs to minimise effects of interruption. 

 
Generally, the financial impact of any net income loss increases under the 
following circumstances: 

 
i. As the time required to resume operations increases, 
ii. If the accident requires full rather than partial shutdown, 
iii. As the reduction in revenue increases with each day of interruption, 
iv. As the continuing, additional and expediting expenses increase, 
v. As the time needed to reach the pre-loss level of production increases. 

 

Given today’s environment in the global economy, many organisations are 
interdependent and a disruption in one may bring about net income 
simultaneously in many organisations. 

 
8. Consequential loss analysis (manufacturing) 

 
Outline of the procedure for such an analysis can be as under: 

a) Draw a schematic block diagram of the main processes showing routes 
in the preparation of various products from initial input to outward  
sales. 

 
As far as possible, individual buildings (or fire separated areas) should be 
shown as separate processing blocks but where several distinct processes 
take place in one building, they can be separated (with an explanatory note) 

 

b) Analyse products into products groups. 
 

Groups should consist of individual products with basically common 
processing requirements. 
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c) Analyse sales into product groups. 
 

If several factories make the same product – the sales should be sub-divided 
from factory into product. 

 

d) Determine 

i. Variable cost of production (V.C.): 
 

 Each group 
 Each factory (unit price will be helpful) 

 

ii. Factory fixed cost of production (F.F.C.) 
 

 Each group 
 Each factory 

 
iii. Overhead costs and basis of allocation 

 
e) Calculate gross profit and contribution 

 

i. Gross profit = Sales – (V.C. + F.F.C. + Allocated overheads) 
ii. Net contribution = Sales – (Gross profit + V.C.) for each product group 

and factory 
 

N.B. Gross profit is defined above in accounting sense – it is used quit 
differently in consequential loss insurance 

 

f) Tabulate for each product group 
 

i. Sales 
ii. Gross profit 
iii. Net contribution (all non-variable costs) 

 
g) Using schematic block diagram allocate sales, gross profit (G.P.) and 

net contribution (N.C.) to each processing block. 
 

i. Starting from final production stage and working backwards 
ii. Note that there is an exposure of G.P. and N.C. at each stage. Show final 

dependence without brackets and any previous dependence with 
brackets 

 
h) Tabulate values exposed and breakdown with relevant data. For each 

block there may be several streams of potential G.P. and N.C. List each 
product group separately under each block using brackets as in 7 and add 
a note to show source and destination of product group. 
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i) Produce simplified flow chart of each block. This should show: 

i. Inputs 

 Where from 
 What are they (form) 

 
ii. Each main process stage 

 
iii. Outputs 

 Where to 
 What are they (form) 

 
j) Notes should be appended to each flow chart of: 

i. Rough timings 
ii. Outside suppliers 
iii. Service needs – e.g. Water, gas, electricity, steam, refrigeration, 

instrument air, 

iv. Main items of plant used 
 

k) Property values at risk should be detailed for each block showing: 

i. Buildings 

ii. Plant and machinery 
iii. Stock 

 
To correspond with the block diagram 

 
l) Notes should be attached to property schedule showing: 

i. Basis of valuation 

ii. Depreciation policy 
iii. Main factors in stock fluctuation 

 
If factory plans are available, furnish with notes property values in these 
three categories to each building or fire division. 

 

Test Yourself 4 

 

Ramesh sold finished goods worth Rs. 5,000 to Sohan at a selling price of Rs. 
6,000. However, all the sold goods were destroyed by fire before their delivery 
to the customer. Determine the amount of loss. 

I. Rs. 5,000 
II. Rs. 1,000 
III. Rs. 6,000 
IV. NIL 
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D. Liability loss exposures 
 

In addition to the property and net income loss exposures, a business faces 
possibility that it will be held legally liable for property damage or personal 
injuries suffered by others. 

 
The term “liability” in general usage is synonymous with “responsibility” and 
involves the concept of penalty when a responsibility may not have been met. A 
person may be generally obligated to others because of moral or other reasons, 
to do or not to do something. The law, however, does not recognise moral 
responsibility alone as legally enforceable. 

 

Law is growing in dimension and complexity and so is the legal activity including 
‘claims consciousness (i.e. tendency to sue for wrongs)’ among people. 

 

Definition 

 

In the words of an expert in the field of legal liability, it can be mentioned that 
 

“Anyone can sue anyone for anything. They might not win – indeed they might 
be thrown out of court – but they can sue, making life difficult for the 
defendant even though he might have acted as a saint” 

 

Different legal systems can produce very different legal concepts of crime and 
punishments, rights and responsibilities. 

 
1. Even within a single legal system there are at least three different levels of 

legal environments which can affect an organisation; e.g. 
 

a) Common Law: In essence common law is a series of duties to others 
which are largely matters of common sense 

 
b) Statute Law: Specific legal requirements imposed on companies, 

individuals and others under Acts of parliament and statutory regulations 
 

c) Contract Law: The application of contracts that a company enters into 
with overall contract law supplemented by the specific contract 
provisions. 

 
2. International law may affect the multi-nationals or companies operating 

internationally. It is, therefore important for an organisation to: 
 

a) Understand the potential for legal damage to a company 
b) Develop a strategy for handling legal liability and associated risks in the 

organisation 
c) Remember that there is no finite precision about the law i.e. it will 

ultimately be decided in a court of law 
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3. The best starting point for an organisation to deal with such a situation 
would be to characterise the legal risk management process as: 

a) Knowing its legal obligations 
b) Operating within the law 
c) Being able to prove that it has operated within the law 
d) Recognising and effectively handling all legal threats 

4. An organisation faces liability arising out of its property and its activities. 
These sources of potential liabilities can be categorised as under: 

a) Ownership, use or possession of premises 
b) Manufacture, sale and distribution of products and services 
c) Property of others in care, custody or control 
d) Professional activities 
e) Fiduciary relationships such as management of provident fund or 

employee benefit schemes 
f) Vehicles – usually automobiles, aircrafts, boats etc. 

g) Occupation related diseases or injuries to workmen 
h) Activities that may be considered as public or private nuisance 
i) Property and activity of any other kind 

5. We can measure property or earnings exposure with some accuracy. Liability 
measurement is much harder. The issues that need to be addressed will be: 

a) Whose liability? 

 Individuals 
 Company 
 Group 

b) To whom? 

 Employees 
 Customers 
 Others 

c) Definitions of liability 

 Moral / legal 
 Contract / cost 
 Statute 
 Different jurisdictions 

d) Is liability limited? In what circumstances? 

Consider the circumstances / situation e.g. 

 Activity / operation 
 Product / service 
 Use / misuse 
 Location (Always look at the worse circumstances) 
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e) How does liability arise? 

 Failure to discharge duty of care or meet defined standard, and 

 Resulting event, and 
 Resulting loss due to failure, and 
 Plaintiff willing to sue and (where necessary) able to prosecute 

f) When will legal award be made? 

 Whose jurisdiction ? 

 How will law have changed ? 
 How will legal climate have changed ? 

g) How much do we have (assets) in all? 
 

That is our ultimate potential for loss. 

h) Liability risk relates to 

 Vulnerable persons or property 
 Lack of control, non-compliance with procedures 
 Inability to meet standards or failure to warn 
 Failure to respond to complaints 
 Inadequate defense 

 
i) Defense against a claim relates to: 

 Quality of records 
 Awareness of legal situation before, during and after event 
 Arrangement and availability of good legal support 

 
6. Financial consequences for a wrongdoer 

 
The financial consequences for legally wrongful conduct include the following: 

 

a) Costs for complying with injunctions and orders for specific 
performance, 

b) Money for out of court settlements, compensations, verdicts or fines, 
c) Legal expenses and 
d) Financial loss as a result of loss of reputation or market share. 

 

Tip 

 

A checklist for liability exposure is included in a subsequent chapter dealing 
with various checklists. 
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Test Yourself 5 
 

Which risk relates to failure to respond to complaints? 
 

I. Property risk 
II. Liability risk 
III. Financial risk 
IV. Personnel risk 

 

E. Personnel loss exposures 

 

Identifying how an organisation or a family depends upon certain persons 
requires careful evaluation of personnel loss exposures. 

 

Definition 

 

Personnel losses are caused by death, disability, retirement, resignation or 
unemployment. 

 

When such perils strike, two main effects are measurable in terms of money 
viz.: 

 

 Loss of the value of the person’s services 
 Any extra expenses caused by that loss 

 

Example 

 

1. Examples of the first category include the following: 
 

a) Loss of profits to a promoter when because of sickness or death of a 
popular artist, a series of events have to be cancelled, 

b) Loss of future earnings for an organisation when several technocrats 
resign to start their own company, 

c) Loss of future income if the plane carrying a group of leading 
salespersons, crashes, 

d) Loss of income to a family when the only earning member is laid off, etc. 
 

2. Examples of the second category include the following: 
 

a) Medical bills a family has to incur when one of its members falls ill, 
b) Extra expenses incurred from the delay in filming a movie when the lead 

hero or heroine falls ill, 
c) Extra costs necessitated for employing and training new staff if the old 

ones do not return after a long shutdown, etc. 
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1. Financial effects of personnel loss exposures 
 

The financial effects of personnel losses will by and large depend upon whether 
the loss to the organisation is temporary or permanent or whether the loss is 
considered normal or above-normal. 

 

a) Temporary vs. permanent 
 

i. Temporary loss of an individual 
 

Significance of temporary loss of an individual will be guided by answers the 
following questions 

 

 How long the key person will be absent? 
 What is the cost of finding and training a suitable replacement? 
 How long the replacement will take to achieve desired level of 

competence? 
 How much will be the total cost for such replacement? (This will 

include partial wages paid to the temporarily lost employee.) 
 When the regular employee returns back for work, what will be the 

costs of reinstating him? 
 

ii. Permanent loss of an individual 

Major changes, at times, may be necessary for an organisation when it loses 
a key person permanently. Under the situation, most of the previous 
questions may be relevant with additional investigation on the following: 

 

 Does it require making major changes in the operating procedures? If 
so, what will be the additional costs? 

 Does it call for abandoning any special projects for which the 
individual only possessed the necessary knowledge and expertise? 
What are the cost implications? 

 
b) Normal vs. abnormal 

 

Another way of evaluating financial consequences of personnel losses on an 
organisation focus is on whether these losses are normal or abnormal. 

 
i. Normal personnel losses 

 
These are expected losses whose frequency and severity are predictable for 
the organisation as a whole. Illness, injury, at times death are personnel 
exposures which are inevitable. Only uncertainty being whom it will strike. A 
small number of employees remaining away from work every day due to 
minor ailments are a normal expected loss. Similarly a few employees 
retiring at the prescribed age every year is a normal loss. Financial effects 
of such eventualities are well within predictable parameters. 
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ii. Abnormal personnel losses 
 

Normal losses and their rate in a year can be predicted, budgeted and 
controlled from an organisation’s records. The losses can be termed 
abnormal when they occur from random events, costs exceed normal 
predictions. 

 

As mentioned earlier, a group of technocrats leaving together to form their 
new company, death of a group of important individuals in plane crash etc. 
are examples of such abnormal personnel losses. 

 

Tip 

 

Personnel loss exposures are different from personal loss exposures. 
 

a) Personal loss exposure is any condition or situation that presents the 
possibility of financial loss to an individual or family by such causes as 
death, sickness, injury or unemployment. 

 
b) Personnel loss exposure is any condition or situation that presents the 

position of a financial loss to a business because of death, disability, 
retirement or resignation of key employees 
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Summary 
 

a) Three basic elements of any loss exposure comprise: Values exposed to loss, 
perils causing loss and financial consequences of loss. 

 
b) Natural perils include perils of nature e.g. earthquake, soil erosion, flood, 

drought, etc. 
 

c) Human perils relate to actions of individuals or a small group of individuals. 
 

d) Ascertaining monetary effects means valuing the exposures of the property 
to identified perils. 

 
e) For personal property, market value is the preferred method whereas for 

risk management purposes, the preferred ones are new replacement cost 
and new replacement cost less physical depreciation and obsolescence. 

 

f) Net income loss happens primarily because the business loses use of that 
property in whole or in part, and as a result, either revenues are decreased 
or expenses are increased. 

 
g) Personnel losses are caused by death, disability, retirement, resignation or 

unemployment. 
 

h) The issues that need to be addressed while measuring liability will be: 
Whose liability; Liability to whom; Definitions of liability; Is the liability 
limited; How does it arise; When will legal award be made, etc. 

 
i) Liability risk relates to vulnerable persons or property, lack of control, non- 

compliance with procedures, inability to meet standards or failure to warn, 
failure to respond to complaints, inadequate defence etc. 
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Answers to Test Yourself 
 

Answer 1 
 

The correct option is III. 
 

Combination of values exposed to loss, perils causing loss and financial 
consequences of loss lead to loss exposures. 

 

Answer 2 
 

The correct option is I. 
 

‘Technological advances’ is an example of economic perils. 
 

Answer 3 
 

The correct option is III. 
 

Economic value method recognises the value of property depending upon the 
present value of income it produces. 

 
Answer 4 

 

The correct option is III. 
 

If any finished goods are sold but get damaged or destroyed before their 
delivery to the customer, the loss is the selling price, including profit. 

 
Answer 5 

 

The correct option is II. 
 

Liability risk relates to failure to respond to complaints. 

 

Self-Examination Questions 

 

Question 1 
 

Which perils do not involve human intervention? 
 

I. Human perils 

II. Natural perils 
III. Social perils 
IV. Economic perils 
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Question 2 
 

Which of the following is the cost of replacing the existing property exactly at 
the current price? 

 

I. New replacement cost 
II. Market value 
III. Original cost 
IV. Reproduction cost 

 
Question 3 

 

If the records of an organisation’s account receivable get destroyed, they 
sometimes can be reconstructed. However, what difficulty can be faced? 

 
I. Reduction in the total receivables 
II. Reduction in the net collections 
III. Wastage of time 
IV. Impossible to reconstruct the data 

 

Question 4 
 

The possibility that a business will suffer financial loss due to disability, death, 
retirement, or resignation of a key employee is: 

 
I. Net income loss exposure 
II. Personal loss exposure 

III. Personnel loss exposure 
IV. Liability loss exposure 

 
Question 5 

 
Which loss exposure presents the possibility of a claim alleging legal 
responsibility of a person or business for injury or damage suffered by another 
party? 

 

I. Net income loss exposure 
II. Personal loss exposure 
III. Personnel loss exposure 
IV. Liability loss exposure 
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Answers to Self-Examination Questions 
 

Answer 1 
 

The correct option is II. 
 

Natural perils include perils of nature, also known as Acts of God (AOG) perils 
involving no human intervention. 

 
Answer 2 

 
The correct option is IV. 

 

Reproduction cost is the cost of replacing the existing property exactly at the 
current price. 

 
Answer 3 

 
The correct option is II. 

 
Records can sometimes be reconstructed from other documents, but the 
reconstruction cost reduces the net collections. 

 

Answer 4 
 

The correct option is III. 
 

Personnel loss exposure is the possibility that a business will suffer financial loss 
due to disability, death, retirement, or resignation of a key employee. 

 

Answer 5 
 

The correct option is IV. 
 

Liability loss exposure presents the possibility of a claim alleging legal 
responsibility of a person or business for injury or damage suffered by another 
party. 
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CHAPTER 10 
 

RISK MANAGEMENT CHECKLISTS 
 
 

 

Chapter Introduction 
 

A systematic approach always helps in finding risk solutions more effectively  
and efficiently. Standard sets of information in the form of checklists, charts, 
even question answers between management and staff etc. are commonly used 
in the process of risk evaluation/assessment and deciding appropriate actions 
and solutions. 

 

A few samples of such documents are given below with a view to achieve more 
clarity on variety of approaches. 

 
All these documents given below are indicative in nature to demonstrate the 
concepts: 

 

Learning Outcomes 

 

A. Security and safety checklist 

B. Property protection checklist 
C. Checklist to assess vulnerability of data systems 
D. Liability – a short checklist 
E. Product liability and risk control audit checklist 
F. Sexual harassment and discrimination checklist, 
G. Safety analysis chart 
H. Emergency management plan – FAQs for staff members – Chicago University 
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A. Security and safety checklist 
 

This checklist provides points for workers’ and visitors’ safety. It can be 
expanded to take care of specific needs of any organisation. 

 

Tip 

 

Unless specified as “W” i.e. to be tested once in a week or “M” i.e. to be tested 
once in a month, each item needs to be checked every day. 

 
Specific duties should be assigned to selected members of a team who will carry 
out the test as per checklist. 

 

Answers to each item of the checklist is either “Yes”(Y), or “NO” (N) or “Not 
Applicable” (NA). A tick mark to be put against each item in the appropriate 
column. 

 
Where answer to a question is “N”, descriptive note on that item should be 
made in the column provided at the end of the checklist. Such a description 
shall include explanation, corrective action and status of actions taken. 

 

Report format 
 

Name of the Inspector:    
Date and Time of Inspection:    

Type of Inspection: Daily / Weekly / Monthly 
 

1. Security 

 

Sr. No. Item Y N NA 

1. Are all openings secured?    

2. Are all gates and entrances, not in use, locked?    

3. 
Are all gates and entrances in use, manned with 
security guard(s)? 

   

4. Is the exterior of the facility well lit?    

5. Is public access to storage areas properly manned?    

6. 
Is entry to restricted areas allowed only to 
authorised persons? 

   

 
7. 

Review of closed circuit TV files done for anything 
unusual? (All unusual findings to be reported at the 
end of this checklist.) 

   

8. 
Are daily attendance files/records checked for 
checked to be up-to-date? 
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2. Alarm system 

 

Sr. No. Item Y N NA 

 

 
1. 

(M) Have alarm systems been tested 
 

a) Perimeter? 
b) Area specific? 
c) Object specific? 

   

2. 
Does the alarm annunciator panel indicate the 
system is “ON”? 

   

3. 
Are all entry points checked for operability of alarm 
system? 

   

 

3. Guard service 

 

Sr. No. Item Y N NA 

1. Are guards positioned at their assigned locations?    

2. Are guards properly uniformed?    

3. Are any changes noted in the guard staffing?    

 

4. Worker safety 
 

Sr. No. Item Y N NA 

1. 
(W) Are proper safety devices in place on tools and 
machinery? 

   

2. 
(W) Are ventilation systems operating in areas 
where solvents or other chemicals are used? 

   

3. 
(W) Is first aid kit available? 

And fully stocked? 

   

4. 
Are safety glasses, gloves and helmets available? 
And used? 

   

 

5. Emergency systems 

 

Sr. No. Item Y N NA 

1. 
Are all emergency exits clearly marked? and 
Are easily accessible? 

   

2. Are emergency instructions signs properly displayed?    

3. Are fire alarms easily accessible?    

4. (M) Is emergency lighting in working order?    
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6. Construction, renovation and repairs activity 

 

Sr. No. Item Y N NA 

1. 
Are construction workers restricted to specified 
areas? 

   

2. 
Are your employees separated from the 
construction, renovation or repairs activity/ 

   

3. 
Are work permits used for the construction, 
renovation or repairs activity? 

   

4. Do your contractors have insurance?    

 

7. Special events/functions 

 

Sr. No. Item Y N NA 

1. Are groups/individuals within their assigned areas?    

 
 

2. 

If groups have special requirements, have measures 
been taken to ensure their safety? (groups may 
comprise of elderly or physically handicapped or 
children or foreign language speaking persons) 

   

3. 
Has additional security been arranged for events that 
occur after regular hours? 

   

 
 
 

4. 

In the areas where event is to be held, are: 
 

a) Passages or isles clear? 
b) Fire alarms accessible? 
c) Emergency exits clearly marked? 
d) Arrangements made for proper housekeeping? 
e) System in place to restrict visitors to certain 

areas? 
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B. Property protection checklist 
 

The property protection checklist is intended to provide general information to 
assist clients in managing and minimising property risks. 

 
Report Format 

 
 

Name of the Inspector:    
Date and Time of Inspection:   
Type of Inspection: Daily / Weekly / Monthly 

 

1. Building and building systems 
 

The following checklist is designed to help one to look for items that have an 
important bearing on the safety of his/her building and to protect his/her 
building and its contents from damage. 

 

Sr. No. Item Y N NA 

1. Are all climate control systems operating properly?    

2. Are water levels in the boiler acceptable?    

3. 
Has the back-up power supply been tested and is it 
operable for all systems? 

   

 
4. 

Is the area around machinery free for spills and leaks 
that could fuel a fire or indicate potential for 
overheating? 

   

5. 
Are the alarm systems operable and activated 
whenever necessary? 

   

6. 
Are ceilings or ducts free of water marks or unusual 
condensation? 

   

 
7. 

Have provisions been made to accommodate any 
planned maintenance that requires shutdown of 
building systems? 

   

8. Are all lights functioning?    
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2. Fire protection and detection systems 

 

Sr. No. Item Y N NA 

 

1. 
 

Are sprinkler controls valves are in the OPEN position? 
   

 

2. 
Is there clear access to standpipe and sprinkler 
connections? 

   

 

3. 
(M) Have two- inch drain tests been conducted 
regularly to ensure proper pressure? 

   

 

4. 
Is there proper clearance for sprinkler heads in all 
areas of the building? 

   

5. 
(W) Are protective edges around sprinkler heads in 
main and storage areas in place? 

   

 

6. 

(W) Is the fire pump operating properly? 
 

a) Automatic start 
b) Manual start 

   

 

7. 
Are all fire doors free of obstructions that might 
prevent their closure in a fire situation? 

   

8. Are smoking restrictions posted?    

 

9. 
(W) Are fire extinguishers fully charged? 
And in proper locations? 

   

10. Are fire hydrants fully accessible?    

11. Is there clear access to fire alarms?    

12. (M) Are lightning rods properly grounded?    
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3. Heat-Producing systems 

 

Sr. No. Item Y N NA 

1. 
Are lubricating oil levels in motors, pumps and fans 
sufficient to prevent overheating? 

   

2. 
(W) Are motors free of dust build-up so that heat 
from the motors will not ignite the dust? 

   

3. 
Are heating and electrical system motors clean and 
free of clutter? 

   

4. (W) Is all electrical wiring in good condition?    

5. (W) Is electrical wiring securely fastened?    

6. 
Are covers to all fuse and circuit breaker boxes 
closed? 

   

7. 
Is the number of items plugged into any given 
electrical outlet within a safe limit? 

   

8. 
(W) Are computer, telephone and photocopy rooms 
free of unnecessary materials? 

   

9. 
(W) Are exhaust systems over cooking areas fully 
operational? 

   

10. 
(M) Is the automatic shut-off for the cooking system 
operable? 

   

11. 
Are spark screens in place in front of any operating 
fireplaces? 

   

12. Is the chimney spark arrester in good condition?    

13. Have all fire places been properly cleaned?    

 

4. Housekeeping 

 

Sr. No. Item Y N NA 

 

1. 
Are floors clear of paper, cloth and packing 
materials? 

   

2. Is dust build-up controlled throughout the facility?    

 

3. 
Are combustible packing materials kept in safe 
containers? 

   

 

4. 
Are appliances (microwave ovens, coffee makers) 
unplugged when not in use? 

   

5. Are wastepaper containers emptied daily?    
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5. Safety considerations 

 

Sr. No. Item Y N NA 

 
1. 

Are all exits accessible? And 
Clearly marked? 

   

2. Are all walkways (internal and external) well-lit?    

 
3. 

Are all emergency lights and communication 
systems operable? 

   

 
4. 

Are movements of people restricted to their 
assigned areas? 

   

5. (W) Are all handrails on staircases secure?    

 
6. 

(W) Are elevators and escalators operating 
properly? 

   

 

6. Walking surfaces 

 

Sr. No. Item Y N NA 

1. Are floor coverings well secured and flat?    

2. Are all staircases in proper condition? 
   

3. Are tripping hazards removed by cleaning spills?    

 

7. Hazardous material management 

 

Sr. No. Item Y N NA 

 
1. 

(W) Are chemical containers properly: 
 

 Labelled and 
 Stored in appropriate areas? 

   

 
2. 

Are high pressure gas cylinders: 
 

 Secured in an upright position? 
 Capped? 

   

3. 
Are flammable paints, solvents and glues stored in 
approved safety cabinets/areas? 

   

4. 
Are flammable liquids dispensed only from safety 
cans? 
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C. Sample risk assessment checklist 
 

The sample risk assessment checklist can be used as a tool to analyse 
vulnerabilities in a data system. This checklist is not all-inclusive and does not 
address all areas of data and processing system vulnerabilities. 

 
University Audit or external audit firms are good resources for application 
administrators interested in obtaining additional or more technology specific 
audit/assessment checklists. 

 

Additionally, items on this checklist may not apply to every environment (e.g., 
mainframe, mini, LAN/WAN, PC in office) or every situation however all items 
should be considered and addressed. 

 
Most of the items of the checklist are in Yes, No and Not Available format. 
Others may require descriptive answers. 

 

1. Physical security - general 

 

Sr. No. ITEM Y N N/A 

Location 

1 Not a target for vandals    

2 Not advertised    

3 
Not readily accessible by general public (in a student 
lab?) 

   

4 Away from high traffic areas or glass enclosures    

5 Close to emergency response units (e.g., Fire Dept.)    

6 Separate from user location    

7 Not close to rail lines    

8 Not close to airports    

9 Not close to manufacturing or chemical plants    

10 Not close to research facilities with toxic waste    

11 Not close to landfills    

12 Photo-badge systems used    

13 Sign-in log at entrances    

14 Policy to challenge unfamiliar visitors    

15 Visitors required to wear badges    

16 
Entrance security devices requiring keys, pass-codes or 
magnetic badges 

   

17 Security system monitored 24 hours/day, 7 days a week    
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18 Controlled access to computer during working hours    

19 Controlled access to computer during off-shift hours    

 
20 

Limit computer room access to operators and other 
employees with job duties requiring physical access to 
equipment 

   

21 
Control physical access to data libraries and files 
(whether paper, tape, cassette, CD, etc.) 

   

22 Published security policy/guidelines/procedures    

23 Internal staff access controlled in vital/restricted areas    

24 Internal staff access supervised in vital/restricted areas    

25 Authorized vendor service personnel list prepared    

26 Require positive identification of vendor personnel    

27 Vendor service personnel supervised while on premises    

28 
Control access to communications facilities/phone 
rooms 

   

29 
Collect keys and badges and/or change codes when 
employees terminate 

   

 

2. Physical security - Microcomputers/portables 

 

Sr. No. ITEM Y N N/A 

1 
Individuals authorised to use the microcomputer have 
been identified 

   

2 Microcomputer protected from unauthorized access    

3 
Microcomputer secured (e.g., has a locked 
cover/cabinet, is bolted/cabled to desk) 

   

4 Microcomputer is in a locked room    

5 Microcomputer has a locked power supply    

6 
Microcomputer drive key is not left in machine and is 
properly secured 

   

7 
Processing unit is locked so that the cover cannot be 
removed and internal boards removed 

   

8 
Microcomputers are password protected (installed 
chip) 

   

 
9 

Data storage media (e.g., tapes, disks, CD-ROM, etc.) 
Are properly secured in a media safe rated by 
Underwriters Laboratories 
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10 

An inventory (including serial and University 
equipment tag #) of microcomputers, laptops and 
other portable components is maintained 

   

 
11 

All microcomputers and laptops are marked in some 
way to indicate they are the property of the 
University and to help recover stolen hardware 

   

12 Non-removable labels are attached to:    

 a) The microcomputer    

 b) The laptop    

 c) The laptop case    

13 
Non-breakable cables are used to attach laptops to 
desks or other heavy, stationary furniture 

   

14 
Check out procedures are used and monitored to keep 
track of who has specific laptops 

   

15 
Employees sign statements of responsibility for taking 
due care of the laptops and the data on them 

   

16 Laptops are securely packed for travel    

17 Laptops are not checked as airline baggage    

18 
Laptops are not passed through x-ray machines (data 
stored on hard drives and disks can be damaged) 

   

19 Laptop cases meet airline safety standards    

 
20 

Laptops are checked in at hotel desk safes or cabled 
at when not in use (e.g., at night, during the day 
while left in room, etc.) to stationary furniture in the 
hotel room 

   

 

3. Environmental controls 

 

Sr. No. ITEM Y N N/A 

Flood / water 

1 Equipment located above water grade    

2 Steam or water pipes located below computer    

3 Adequate water drainage:    

 a) Under raised floor    

 b) On floors above    

 c) In adjacent areas    

4 
Water detection devices located under raised floor 
(equipment room) 
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5 Adequate water leak controls    

6 
Inform employees of procedure to report water leak or 
of location of water pipe shut-off valves 

   

7 Age of water mains    

8 Equipment located away from sprinkler heads    

9 
Equipment located away from restrooms, cafeterias, 
etc. 

   

10 Sealed windows    

11 
Covers for equipment in case of sprinkler release 
available and located near equipment 

   

Housekeeping 

12 Flammable materials properly stored    

13 
Office, equipment room and area under raised floor 
cleaned regularly 

   

14 
Print room separate from equipment room/printers not 
located near hard drives/CD-ROM drives 

   

15 
Paper, supplies and trash stored outside equipment 
area, desktop location, computer room 

   

16 No asbestos on utility steam pipes    

17 A no smoking policy in the office/equipment room    

18 
A no eating or drinking policy near desktop systems or 
in the equipment room/computer room 

   

19 Subfloors properly sealed    

20 Precut raised flooring panels for offsite use    

21 
Slots/components of laptops are protected from dust, 
rain, etc.(e.g., waterproof carrying case) 

   

Fire control 

22 Fire resistant/non-combustible materials used for:    

 a) Buildings    

 b) Partitions, walls, doors    

 c) Furnishings    

23 
Solid walls constructed to extend to the true ceiling of 
each floor 

   

24 
Smoke and heat detectors installed, including above 
ceiling and below floors 
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25 
A/c facilities automatically deactivated by smoke 
detectors 

   

26 Smoke detector system tested periodically    

27 Automatic carbon dioxide fire extinguishers    

28 Hand-held carbon dioxide fire extinguishers    

29 Hand-held water fire extinguisher    

 
30 

Adequate (i.e., size and type) fire extinguishers located 
with floor lifter tools in the data center’s raised floor 
areas 

   

31 
Adequate (i.e., size and type) fire extinguishers located 
in equipment room/lab or office 

   

32 
Fire extinguishers easily accessible, with type and use 
identified 

   

33 Fire extinguishers inspected and tested regularly    

34 
Established current emergency fire procedures and 
evacuation plan 

   

35 
Require all employees to read emergency fire 
procedures 

   

36 Staff on each shift trained for fire-related procedures    

37 Fire drill conducted on all shifts in the past 12 months    

38 
Post fire department’s phone number on/near each 
phone 

   

39 Close liaison established with the local fire department    

40 Training for all employees in fire prevention    

41 Alarm pull-boxes installed    

42 
Smoking restricted in the offices and equipment 
areas/computer room 

   

43 Emergency power switches located at exits    

44 
Air conditioning system tied to emergency power 
switches 

   

45 Fire alarms tested every 12 months    

46 Emergency exit diagrams posted near all exits    

47 Regular fire prevention inspections    

48 Fire exits clearly identified and kept open    

49 Multiple alarm zones    

50 Audible and visible alarms    
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51 
Fire detection system monitored 24 hours/day, 7 days a 
week 

   

52 
Limited number of staff with knowledge of fire 
detection codes, if applicable 

   

Electrical power 

53 Reliable electrical power    

54 Power lines checked with a power line monitor    

55 Power supply monitored and recorded    

56 
Power regulators installed to protect against 
spikes/brownouts 

   

57 
Surge Protectors or line filters used on all desktop 
systems 

   

58 Master power shutdown controls for computer    

59 Backup power available with appropriate size UPS    

60 Emergency power available for gradual power-down    

61 Emergency lights installed and working    

62 
Microcomputer on separate power line from other 
office equipment 

   

Climate control 

63 Separate HVAC system for the computer room    

64 
System protected from accidental and/or intentional 
shut-down 

   

65 Controlled humidity    

66 Static electricity controlled by:    

 a) Adequate humidity levels    

 b) Periodic spraying with anti-static spray    

 c) Use of antistatic mat under the chair/table on 
which the microcomputer sits 

   

67 Backup air conditioning facilities available    

68 Air conditioning shut-off readily accessible    

69 Air conditioning filtration and filters cleaned annually    

70 Preventive maintenance schedule observed    

71 
Laptop is protected from vibrations or temperature 
extremes during travel 

   

 

72 

A sufficient amount of time is allowed before a 
portable computer is turned on so it can adjust to room 
temperature and humidity, especially in very cold or 
hot climates 
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4. Contingency planning 

 

Sr. No. ITEM Y N N/A 

 

1 
Risk analysis (including a review of implemented 
controls) are performed annually on existing data 
systems 

   

 
2 

Risk analyses (including a review of controls) are 
performed as part of the implementation of a new 
critical or impacting data system 

   

 
3 

Multiple generations of operating system, application 
and data backups are be maintained in both on-site and 
off-site storage facilities 

   

4 
Copies of reciprocal agreements, or service bureau or 
hot/ cold site are kept at an off-site location 

   

5 
A formal written business resumption plan (BRP) is 
available which contains the following information: 

   

 
a) Clarification of what constitutes a disruption (what 

level/extent of disruption) for which the specific 
BRP needs to be implemented 

   

 
b) Maximum acceptable downtimes which can be 

incurred (i.e., how long the unit can function 
before the data system must be available) 

   

 c) Who determines whether the incident is classified 
as a business disruption 

   

 d) Who determines what level of disruption has 
occurred 

   

 e) Who determines to what degree the BRP needs to 
be implemented 

   

 f) Which staff are involved in the business resumption 
effort are they involved 

   

 g) Resumption team member responsibilities defined    

 h) How non-availability of certain key team members 
is addressed 

   

 i) Step-by-step, definitive procedures for each team 
member 

   

 j) Plans for cross-training on team member duties    

 k) Contact names and phone lists exist    

 l) Updated quarterly    

6 The location of the BRP coordination site identified    
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7 What information about the disruption is made public    

8 How information about the disruption is disseminated    

9 
Inventory of all critical resources necessary to resume 
processing including, but not limited to: 

   

 a) Software (systems and applications)    

 b) Communication requirements (front-end processors, 
lines, modems, etc.) 

   

 
c) Physical site requirements for an alternate facility, 

including air conditioning, power, cabling, 
communications, total square footage (personnel 
and office space needs, etc.), hardware and 
peripherals (e.g., PCs, printers, etc.), 
forms/documents, vendor support, staff security ( 
this should include any modifications to physical, 
data, and networks needed to allow the resumption 
team members to implement the BRP 

   

10 
Office equipment (e.g., telephones, copiers, 
typewriters, fax machines, etc.) 

   

11 
Off-site location of data (whether paper, tapes, 
cassettes, disks, etc.) 

   

12 Duplicate copies of documentation    

 a) BRP    

 b) System/application manuals    

 c) Contracts    

 d) Procedure manuals    

 e) Supplies and forms    

 f) A schedule for BRP testing procedures for 
documenting formal plan tests and test results 

   

 g) implementing corrective actions/recommendations    

13 
BRP is tested: at least annually using various testing 
approaches 

   

14 BRP training is regularly conducted    

15 An uninterruptible power supply (UPS) is installed    

16 
Parallel or backup systems are implemented for 
network./LAN, PBX 

   

17 
Back-up computer system is available: hot site and cold 
site 

   

18 Alternate processing site (i.e. reciprocal agreement    
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19 Back-up computer not located with main computer    

20 Sufficient back-up capacity for required workload    

21 Access to another computer available    

22 Plans available for use of back-up facility    

23 
A back-up facility designed Equipment and/or network 
configurations are stored offsite 

   

24 
Copies of data, software, and documentation are 
stored offsite 

   

25 Backup hardware is available    

26 Backup software is available    

27 BRP is tested on yearly basis    

 

The checklist can be expanded to include additional items like software, 
hardware etc. 

 

D. Liability – a short checklist 

 

Note: liability loss requires: 
 

a) Failure to conform with / perform legal duty 
b) As a result failure / harm is suffered by customer / employee / third 

party 
c) Legally acceptable defense not available 

Therefore, we need to understand law 

 To operate within the law 
 Be able to prove compliance 

Our liability can arise: 

a) From common law duty (Tort) e.g. negligence, assault, defamation 
b) By statute law – specific act or regulation 
c) By contract with other party 

 
1. Legal analysis and xontrol 

 

a) Managers to understand current law as it affects them 
b) System for monitoring legal changes – e.g. updating service, briefing to 

management 
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2. Legal control system 
 

Define role of: 
 

a) Legal department, if any 
b) Outside advisors 

 
Contract review 

 
a) Manager awareness of implications 
b) Use of standard contracts 
c) Review system for special conditions 

 

3. Procedure for notification of incidents with legal implications, 
 

a) Risk Control 
 

Can we control the risks by? 

 

 
Good 

 Organisation 
 System 
 Building / plant / equipment 

Protection 
 Equipment 
 System 

 
People 

 Training 
 Motivation 
 Monitoring 

 

b) Reaction 
 

 To complaints 
 Effective legal defence strategy 
 Biggest problem is that any action by any employee can create 

liability risk. 
 

c) We need 
 

 Risk analysis 
 Training 
 Motivation 
 Action and Reaction 
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E. Product liability risk control audit 
 

1. Audit topics 
 

a) Product range 
 

i. Purpose / use / misuse 
ii. Unique features / new? 
iii. Flow chart 
iv. Product standards 

 

b) Design 
 

i. Capability 
ii. Knowledge / skill / experience 
iii. State of art 
iv. Codes / standards 

v. Product definition 
vi. Documentation 
vii. Test methods 
viii. Risk control 

 
c) Purchasing 

 
i. Specification 

ii. Control 
iii. Warehousing 

 
d) Production 

 
i. As design plus 
ii. Quality control 
iii. Manufacturing and other tolerances 

iv. Critical areas 
v. Key dependencies plus any substitution 

 
e) Marketing 

 
i. Market position – strength / weaknesses 
ii. Advertising and promotion 
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f) Sales and distribution 
 

i. Packaging 

ii. Labelling 
iii. Warning 
iv. Instructions 
v. Guarantees 
vi. Maintenance / service 
vii. Complaint handling 

 
g) Legal and others 

 

i. Situation, preparedness 
ii. International variation 

 
2. Objectives behind the audit 

 
a) Manufacturer 

 

i. Review existing product range 
ii. Assess new product 

 
b) Insurer 

 
i. Underwriting risk evaluation 

 
c) Broker 

 

i. For client 
ii. To assist placing 

 
d) Be realistic 

 
i. Assess cost against advantages 

 
e) Companywide detail unnecessary 

 

i. Locate key points 
ii. Use training plus trial audit 
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F. Sexual harassment and discrimination checklist 
 

(Source CHUBB, USA) 
 

Today’s workplace has become a melting pot of diverse cultures, religious 
background and sexual orientation. This diversity enriches the business 
environment by bringing together people with different ideas to create better 
products and services for their clients. 

 
It has also created problems, where people are unaccustomed to working with 
others who are not “like them” or are “different”. This attitude can lead to 
discrimination based on age, sex, race, disability and religious beliefs. 

 

Employers who violate federal and state regulations which prohibit harassment 
and discrimination can be held liable for not preventing this situation and be 
subject to criminal charges. 

 
You can take the following steps at your office or plant, a place where diversity 
is welcome: 

 

1. Pre-loss strategies 

 

 

1 

 
i. Training to senior management in employment practices 
ii. Encourage them to treat all employees with respect 

 

2 

 
Develop an educational programme to help employees understand each 
other’s cultural background, religious beliefs and sexual orientation. 

 
3 

Post federal and state guidelines on sexual harassment and discrimination 
where all employees can read them 

 
4 

Follow Equal Employment Opportunity (EEO) hiring practices and adhere to 
the Americans with Disability Act (ADA) 

 
5 

Encourage employees to report any sign of sexual harassment and 
discrimination, immediately. 
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2. Post-loss strategies 

 

 
 
 
 
 

1 

 
If you, as a businessman, owner or senior management notice that anyone 
is harassing or discriminating against an employee, take prompt action. 

 
 
Meet with these individuals to let them know that you are aware of their 
actions. 

 
You may need to report incidents to your insurance company and confer 
with legal counsel. 

 
 

2 

 
If the situation warrants, do not allow the accused individual return to the 
workplace until all charges are cleared. 

 
 

 
3 

 

Be sure to communicate promptly and honestly with employees about the 
situation and the company’s stance on sexual harassment and 
discrimination. 

 

This will help eliminate rumours and counter any negative effect on 
employee morale 

 
 
 

 
4 

If the situation is reported in the media, appoint one individual to be the 
company spokesperson. 

 

Always confer with legal counsel prior to responding to media queries. 

 

Your goal is to maintain company’s reputation without disclosing 
proprietary information. 



 

 

 

 

 
 

Source of Danger Specific Origin 
Point of 
Contact 

Control Standards Protection 

 
Heat 

Process accidental or 

deliberate fire 

 
General 

 
Temperature 

 
Yes 

Shielding (incl. 

Clothes, cooling by 

water) 

 
Cold overpressure 

Process explosion 
process e.g.diving 

General, 

General and 
specific 

Temperature 

Pressure 
Control power 

Yes 
Yes 

Clothing Pressure 
suits 

Under pressure Compressed air Torso Tools 
  

Falling objects Height (watch walls) 
Especially 

head and feet 
Weight / height No 

Safety helmets / 

shoes 

 

Moving objects 
 

Exploding bottles 
 

Especially eyes 
 

Speed / mass 
 

No 
Shields, guards 

automatic cut off 
shields / guards 

Contact at speed 

with fixed objects 
Movement 

    

Falling and 

smothering note 

Ladders, grains, 

powders, sand 

 
Height Yes 

Safety belt, harness – 

danger underneath 

Light Process Eyes 
 

Yes Eye shields 

Noise Process / explosion Ears Loudness Yes Earmuffs 

Radiation Process Skin respiration Concentration Yes 
Shielding (incl. 

Clothing) 

Poisoning, liquid, 
dust 

 
Process 

Nose, mouth, 
skin 

 
Concentration 

 
Yes 

Masks, gas, solid 
respirators, 
containers 

Occupational 

disease or injury 

Overuse of limb 

overexposure 

  
Sometimes 
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H. Emergency management plan – FAQs 
 

Frequently asked questions and answers for staff members – Chicago 
University 

 

Question: What is a University-wide emergency? 

 
 

Answer: 

A University-wide emergency is an unplanned event that 
significantly disrupts normal operations or poses a serious threat to 
persons or property, cannot be managed by routine response, and 
requires a quick and coordinated response across multiple 
departments or divisions. 

Question: 
What is the purpose of the University's Emergency Management 
Plan? 

 
Answer: 

The Emergency Management Plan provides guidelines for activating 
decision processes, gathering decision-makers, and marshalling 
resources to address University-wide emergencies. 

Question: What are the priorities of the Emergency Management Plan? 

 
 

Answer: 

The first priority is the safety of students, staff, faculty, and 
affected community residents. The second priority of the 
Emergency Management Plan is the mitigation of damage, including 
the safety and protection of research animals. The next priority is 
communication with University constituencies. The fourth priority 
is the recovery and restoration of academic and research 
operations. 

Question: What should I do to report an emergency situation? 

 
Answer: 

Anyone with knowledge of an emergency should immediately call 
the University Police by calling 123 from any campus phone or (773) 
702-8181 or call the Safety Office at (773) 702-9999. 

Question: 
What are the three categories of events that must be reported 
to the University Police or the Safety Office? 

 
 
 

 
Answer: 

Category 1 Events affect only one department or division of the 
University and do not require a response beyond the capability of 
that unit working with University Police or the Safety Office. 
Examples include hazardous chemical spills or small fires. 

Category 2 Events require a coordinated response by multiple 
departments or divisions of the University. These events require 
the initiation of the Emergency Management Plan. Some examples 
of Category 2 events include major fires, extended electrical 
outages, large-scale windstorm damage, and severe snowstorms. 
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 Category 3 Events are catastrophic in scale and affect the 
community surrounding the University. Response to these events 
goes far beyond the University's internal capabilities; they require 
the activation of the Emergency Management Plan as well as the 
cooperation of the Emergency Management Group with local, state, 
and federal agencies. Some examples include tornadoes, large civil 
disturbances, and acts of war. 

 

Question: 
If the Emergency Management Plan won't be activated for a 
Category One Event, why should we bother to call University 
Police or the Safety Office? 

 
 

Answer: 

Even though they don't trigger the activation of the Emergency 
Management Plan, Category 1 Events must be reported because the 
progression of events in an emergency is unpredictable. Further 
damage may be averted if the authorities are notified. 

Question: 
In Category 2 or 3 Events, what will the Emergency Management 
Group do in response to the situation? 

 

 
Answer: 

Depending on the nature of the emergency, the Emergency Director 
will convene all or portions of the Policy Group and the Emergency 
Management Group, establish the Emergency Operations Centre, 
and activate the Emergency Site Operations Group. Details about 
meeting locations, Operations Centre specifications, and group 
members are detailed in the Emergency Management Plan. 

Question: 
Who are the members of the Policy Group and the Emergency 
Management Group? 

 
 
 
 
 
 
 

 

Answer: 

Emergency Management Group: 

1. Vice President and Chief Financial Officer 

2. Vice President for Community and Government Affairs 

3. Vice President and General Counsel 

4. Associate Vice President for Facilities Services (backup: 
Director of Operations and Maintenance, Facilities Services) 

5. Executive Director, University Police (backup: Associate 
Director, University Police) 

6. Director of Operations and Maintenance, Facilities Services 

7. Chief Information Officer (backup: Executive Director, NSIT) 

8. Vice President and Dean of Student Services (backup: Deputy 
Dean of Student Services, Housing and Dining Services) 

9. Associate Vice President, University Human Resources 
Management (backup: Director, Employee and Labour 
Relations) 

10. Director of Safety, Facilities Services 
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Answer: 

(backup: Sr. Industrial Hygienist, Safety and Environmental Affairs) 

11. Director of Operations, Biological Sciences Division (backup: 
Associate Dean and Chief Financial Officer) 

12. Associate Dean for Administration, Physical Sciences Division 
backup: Facilities Manager, LASR, HEP, AAC, ACC, RI) 

13. Deputy Dean of Student Services, Housing and Dining Services 
(backup: Director, University Housing System) 

14. Director of Real Estate Operations (backup: Assistant Director, 
Real Estate Operations) 

15. Vice President, Hospitals (backup: Director of Security/Support 
Services, Hospitals) 

16. Director, Risk Management and Audit (backup: Administrator: 
Risk Management and Audit) 

17. Director, University Communications (backup: News Writer, 
University News Office) 

18. Director, Laboratory Schools (backup: Associate Director, 
Laboratory Schools) 

Policy Group: 

1. President 

2. Provost 

3. Vice President and Chief Financial Officer 

4. Vice President for Community and Government Affairs 

5. Vice President and General Counsel 

6. Vice President and Dean of Students 

7. Special Assistant to the President 

Question: What are my responsibilities as a manager or supervisor? 

 
 

Answer: 

You have a responsibility to inform all your employees of the Plan; 
to post a copy of the Plan in an accessible, public location; to make 
sure all of your employees understand where the document is 
posted; and to identify a back-up in case you are unavailable when 
an emergency occurs. 

Question: 
How should we respond to the threat of anthrax contamination 
of the mail? 

 

 
Answer: 

Facilities Services has issued a memo discussing the threat of 
anthrax by mail. It can be found at: 
http://facilities.uchicago.edu/organisation/safety/anthrax.html 
As with any emergency scenario, employees who handle suspicious 
mail should call the University Police at extension 123, who will in 
turn contact the Safety Office and other agencies. 

http://facilities.uchicago.edu/organisation/safety/anthrax.html
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Question: 
Winter is coming - is there anything we should know about the 
Snow and Severe Weather Procedures? 

 
 
 
 
 

 
Answer: 

Because of operations in the residence halls and the research and 
clinical facilities, the University must never entirely shut down. 
There are cases, however, when severe winter weather can disrupt 
classes and the administrative functions of the University. The 
Associate Vice President (AVP) for Facilities Services will confer 
first with the Executive Director of the University Police to 
determine if conditions make travel to or around the campus 
unsafe. The AVP for Facilities will then confer with available 
members of the Policy Group, to obtain authorization for 
shutdown, and inform other departments. Notification of the 
closing will be transmitted on the University's Web site, to the local 
media, and to divisions and departments around the University. 
Closings will also be announced on a pre-recorded message at (773) 
834-SNOW (4-7669). 

Question: Where can I get a copy of the Emergency Management Plan? 

Answer: 
Contact the Safety Office at 773-702-1733 or access it on the Web: 
http://www.uchicago.edu/docs/emergency/plan/ 

http://www.uchicago.edu/docs/emergency/plan/
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Summary 
 

a) Risk management checklists provide examples of the type of risks that could 
be found at many locations and types of groups. 

 
b) The security and safety checklist provides points for workers’ and visitors’ 

safety. 
 

c) The property protection checklist is intended to provide general information 
to assist clients in managing and minimising property risks. 

 
d) The sample risk assessment checklist can be used as a tool to analyse 

vulnerabilities in a data system. 
 

e) Today’s workplace has become a melting pot of diverse cultures, religious 
background and sexual orientation. This diversity can lead to discrimination 
based on age, sex, race, disability and religious beliefs. 
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Self-Examination Questions 

Question 1 

What cannot be the answer to an item on the checklist? 

I. Yes 

II. No 
III. Not applicable 
IV. Not available 

Question 2 

When should a descriptive note on the item be made in the column provided at 
the end of the checklist? 

I. Where the answer to a question is “Y” 
II. Where the answer to a question is “N” 
III. Where the answer to a question is “NA” 
IV. Where the answer to a question is unclear 

Question 3 

Identify the objective of the insurer behind the product liability risk control 
audit. 

I. Review of existing product range 
II. Assessment of new product 

III. Underwriting risk evaluation 
IV. Assessment of cost against advantages 

 

Answers to Self-Examination Questions 

Answer 1 

The correct option is II. 

Where the answer to a question is “N”, a descriptive note on that item should 
be made in the column provided at the end of the checklist. 

Answer 2 

The correct option is IV. 

Answers to each item of the checklist can be either “Yes”(Y), or “NO” (N) or 
“Not Applicable” (NA). 

Answer 3 

The correct option is III. 

Underwriting risk evaluation is the objective of the insurer behind the product 
liability risk control audit. 
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