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MODULE E – ETHICS IN BANKS AND FINANCIAL 

INSTITUTIONS 

Unit 1- Ethics, Business Ethics & Banking: An Integrated Perspective: Business Ethics, 
Ethical Foundation and Banking Ethics in Global and Indian Contexts 

Unit 2- Ethics at the Individual Level: Values, Norms, Beliefs, Morality, Conflict, Integrity, 

Golden Rule, Dilemmas, Decision-Making. 

Unit 3- Ethical Dimensions: Employees: Obligation to Bank/ Third Parties, Abuse of 

Official Position, Sexual Harassment, Conflict of Interest, Fair Accounting Practices, HRM 
Ethics, Employees as Ethics Ambassadors & Managers as Ethical Leaders 

Unit 4- Work Ethics and the Workplace: Work Ethics, Benefits of Ethical Behavior, 

Unethical Behavior: Causes and Remedies, Code of Ethics Manual, Whistleblowing in Banks, 
Whistleblowing Laws in India 

Unit 5- Banking Ethics: Changing Dynamics: Ethics and Technology, Data Security and 

Privacy, Intellectual Property Rights, Patents and Proprietary Rights, Ethics of Information 
Security, Cyber Threats, Digital Rights Management 
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Ethics, Business Ethics & Banking: An Integrated 

Perspective (Unit-1) 

Business Ethics 

Ethics has become a buzzword in the corporate world. The reason for this is the 

globalization and the explosion in the communication in the organization. As a result, 

businesses are focusing more on the ethics part. The rules or the principles of the 
organization should be maintained. Business ethics are given much importance nowadays. 

Business Ethics 

Ethics means the set of rules or principles that the organization should follow. While in 

business ethics refers to a code of conduct that businesses are expected to follow while 

doing business. 

Through ethics, a standard is set for the organization to regulate their behavior. This helps 

them in distinguishing between the wrong and the right part of the businesses. 

The ethics that are formed in the organization are not rocket science. They are based on the 

creation of a human mind. That is why ethics depend on the influence of the place, time, 

and the situation. 

Code of conduct is another term that is used extensively in businesses nowadays. It is a set 
of rules that are considered as binding by the people working in the organization. 

Business ethics compromises of all these values and principles and helps in guiding the 

behavior in the organizations. Businesses should have a balance between the needs of the 

stakeholders and their desire to make profits. 
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While maintaining these balances, many times businesses require to do tradeoffs. To 
combat such scenarios, rules and principles are formed in the organization. 

This ensures that businesses gain money without affecting the individuals or society as a 
whole. The ethics involved in the businesses reflect the philosophy of that organization. 

One of these policies determines the fundamentals of that organization. As a result, 

businesses often have ethical principles. There is a list of ethical principles involved in the 
businesses. 

Ethical Principles in Businesses from an Indian Perspective 

Integrity 

Whenever there is great pressure to do right instead of maximizing profits, this principle is 

tested. The executives need to demonstrate courage and personal integrity, by doing what-

what think is right. 

These are the principles, which are upright, honorable. They need to fight for their beliefs. 
For these principles, they will not back down and be hypocritical or experience. 

Loyalty 

No ethical behavior can be promoted without trust. And for trust, loyalty needs to be 

demonstrated. The executives need to be worthy of this trust while remaining loyal to the 

institutions and the person. There should be friendship in the time of adversity and support 
and devotion for the duty. 

They should not use or disclose personal information. This leads to confidence in the 

organization. They should safeguard the ability of a professional to make an independent 
decision by avoiding any kind of influence or the conflicts of interest. 

So, they should remain loyal to their company and their colleagues. When they accept the 

other employees, they need to provide a reasonable time to the firm and respect the 

proprietary information attach to the previous firm. Thus, they should refuse to take part in 
any activity that might take the undue advantage of the firm. 

Honesty 

The ethical executives are honest while dealing with their regular work. They also need to 

be truthful and do not deliberately deceive or mislead the information to others. There 

should be an avoidance of the partial truths, overstatements, misrepresentations, etc. Thus, 

they should not have selective omission by any means possible. 

Respect and Concern 
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These are two necessarily different forms of behavior in the organization. But they go in 

tandem that is why they have been put under one principle. When the executive is ethical 

he is compassionate, kind, and caring. 

There is one golden rule which states that help those who are in need. Further, seek their 

accomplishments in such a manner that the business objectives of the firm are achieved. 

The executives also need to show respect towards the employee’s dignity, privacy, 

autonomy, and rights. He needs to maintain the interests of all those whose decisions are at 

stake. They need to be courteous and treat the person equally and rightly. 

Fairness 

The executives need not be just fair in all the dealings, but they also should not exercise the 

wrong use of their power. They should not try to use over each or other indecent manners 

to gain any sort of advantage. Also, they should not take undue advantage of anything or 

other people’s mistakes. 

Fair people are inclined more towards justice and ensure that the people are equally 

treated. They should be tolerant, open-minded, willing to admit their own mistakes. The 

executives should also be able to change their beliefs and positions based on the situation. 

Leadership 

Any executive, if ethical, should be a leader to others. They should be able to handle the 

responsibilities. They should be aware of the opportunities due to their position. The 
executives need to be a proper role model for others. 

 

Role of Business in Environmental Protection 

The environment is everything we depend on. Whether it be the trees that give us oxygen, 

the land we live upon and the rivers that provide us with water. The environment is crucial 

for the society and businesses together. We all have a responsibility to conserve and 

protect the environment. And whether it be governments, businesses, consumers, workers 

or other members of society, each much contribute to stop the environment from polluting 
further. 

Governments must initiate programs to ban the use of hazardous products such as plastic 

carry bags. Consumers, workers and society can support environmental protection by not 
using these hazardous products or other products that are not environmental friendly. 

Steps that can be Taken 
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Business enterprises should take lead in solving environmental issues. It is their 

responsibility to check the consequences of their actions and also to protect environmental 

resources. Some initiatives which can be taken by business enterprises for environmental 
protection are: 

• A sincere commitment by the top management of the business to cultivate, maintain 
and develop work culture for environmental protection and pollution prevention. 

• To ensure that the commitment towards environmental protection is shared by all 
the employees of all the divisions of the business. 

• Developing clear-cut policies and programmes for purchasing good quality raw 
material, using latest technology, using scientific techniques of disposal and waste 
management and to develop the skills of the employees for the purpose of pollution 
control. 

• To adapt to the laws and regulations passes by the government for the prevention 
of pollution. 

• Participation in government programmes relating to the management of hazardous 
substances, clearing up of polluted water bodies, plantation of trees and to reduce 
deforestation. 

• Assesment of pollution control programmes in terms of costs and benefits to 
increase the progress with respect to environmental protection. 

• Also businesses can arrange workshops and give training material and share 
technical information and experience with suppliers and customers to get them 
involved in pollution control programmes. 

• Promoting green energy that reduces the use of fossil fuels. 
 

 

Unit 2- Ethics at the Individual Level 

Ethics and Morals 

Some have even defined ethics as pertaining to something which deals with moral 

obligation and duty whereas others have described it as the principles of conduct 
governing a single individual or a group of people. 

The scope of ethics spreads over all human relationships which exist in our society. 
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Above all, the moral philosophy of ethics defends, systemizes and recommends right and 

wrong concepts of conduct. Instances are also not rare when we interchangeably use the 

concept of ethics and morals for defining what is right and what is wrong. 

However, a significant point of difference exists between these two concepts. Today, we are 

going to carry out a comparative analysis of ethics and morals by taking a look at real-life 
examples so that you develop a clear idea about the same. 

Difference Between Ethics and Moral 

Ethics Morals 

It is derived from a Greek word meaning 
character. 

It is derived from a Latin word meaning 
custom. 

Ethics deals with right and wrong conduct. 
Morals deal with the principles 
governing the same. 

It deals with individual character. 
It deals with the standards set and 
followed by a group of people. 

Ethics are consistent to a certain context but 
might vary between contexts. 

Morals are comparatively consistent 
provided the beliefs of an individual does 
not undergo any alteration. 

Professional and legal guidelines pertaining 
to a particular place and time governs ethics. 

Cultural norms are often transcended by 
morality. 

Ethics are abstract in nature. 
Morals are expressed via general rules 
and statements. 

Conflict Between Ethics and Morals 
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The work of a defense attorney, for example, undergoes a constant conflict between the 

two concepts of ethics and morals as his morals instruct him to punish all murderers and 

his ethics require him to defend his client. 

This professional commitment needs to be there even when the attorney is completely 

aware of his client’s malicious intents. 

Conflicts between ethics and morals are widely prevalent in the medical profession. 

Patients request for euthanization although it considered illegal worldwide. Medical 

professional becomes incapacitated by the ethical standards to act otherwise. 

Examples Of Ethics and Morals 

• A close acquaintance interviews a person and selects him without gauging his skills. 
This is an example of an unethical act as the selection process needs to be unbiased and 
transparent. 

• Rahul, a powerful politicians son commits a heinous crime and uses his position to 
bail out of the jail is an example of an immoral act as the politician is trying to safeguard 
a culprit. 

• A corrupt shopkeeper sells expired medicines to illiterate villagers which is also an 
immoral and unethical act as he is cheating both his customer and profession 
simultaneously. 

 

Ethical Dilemma 

In spite of all the dilemmas and tensions, the leaders know how to resolve the arguments in 

the best manner. They know how to align the team again for working towards the same 

target. There is often one choice that these leaders come across: right versus the wrong 

dilemmas. 

The reason for this is when the peak performers in the company debate there is no one 

right or wrong. They know that these arguments only happen when the right decisions 

collide. This leads to friction in the group. 

Solving Ethical Dilemma 

Let us say, for example, there is a merger of two companies which is going on. Thus, the two 

back offices of both the companies are required to be merged. Now, the main decision here 

is, which office should absorb the other? Because in such cases both the managers of 

respective companies will argue that they are right. 
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This type of dilemma in the business world is known as the ‘good for unit v/s good for the 
whole(company)c’. These types of dilemmas only make the job of the managers tougher. 

These dilemmas have been part of the organizations for many years. They are still going to 

continue only. But there are some measures, which a business leader can take to decrease 

its effects. 

Adopting ‘and’ 

When the performers in the group collide, they start the discussion by proving their points 
‘right’. But, gradually the discussion moves towards proving each other wrong. This does not 
resolve the dilemma. For this, you can try and invite both the groups towards the solution of 
‘and’. Here it is becomes 

• Good for the unit AND good for the whole company 

• Loyalty AND truth 

• Mercy AND justice 
 

Outcomes 

If the above solution is not able to solve the dilemma then think about the right decision. In 

the right versus the wrong dilemma, go with the option that is more ‘right’. For this, there 

are three ways which you can use. End based, care based, and rule-based. 

In end based, choose the option which is more inclined towards the good of the people. In 

care based, choose the one which you are going to be affected by the most. And in rule-

based, choose the one that follows the standard procedure. 

Commitment towards the decision 

No matter what the final outcome or the solution is to any of the dilemmas, make sure that 

the group is focused on making the decision. That is the group should be committed to 
making the decision. For this, you adopt a different type of policy of consensus. 

Instead of making the group agree to whatever you say to try and think whether the 

process that was adopted for making the decision was fair and rational for everybody 

involved. Were that person that participated in the decision was listened to and treated 

well? These skills will add value to the company and your vitality will be increased. In this 

way, you will keep the group moving ahead. 
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Demonstrate Ethics and Integrity 

1.Customer Value Strategy 

Ethical standards in business are built off of a customer focus and commitment to 
providing value to its customers. 

When an organization is committed to improving the lives of its customers, it would be 

when there is a violation of that trust that would cause concern from a strategic 

perspective. 

For instance, the Facebook privacy and data sharing scandal, caused mistrust of users.  

There was deception and users did not have a good understanding of how Facebook was 

using their profile data. 

Not something you would prefer if you are committed to providing value to your 

customers. 

2. Accounting Practices 

Financial honesty and transparency is a basic expectation of shareholders, customers and 
employees. 

It serves no one when organizations “cook the books” – whether it be intentional or 

accidental. 

Careless accounting practices limit an organization’s ability to operate with good financial 

management. 

How can an organization’s budget be accurate when there is not complete transparency in 

spending? 

3. Truth-in-Selling 

When an organization markets a product or service, they are obligated to deliver what was 

promised to the customer. Whether it is a television ad or a print ad in the newspaper, the 

product described should be what is delivered to the customer. 

For instance, we responded to a furniture ad one time and when we went to the 

department store we discovered they were out of that particular item and the sales person 
tried to sell us a similar item that was more expensive. 

Needless to say we walked out of that store. Unfortunately the sting of the “bait-and-

switch” experience kept us from visiting that department store again. Not a good way to 
grow a customer base. 
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You owe it to your customers to deliver what is promised. 

4. Integrity in Management Practices 

Management practices are the underlying foundation for organizational integrity. 

Whether it is commitment to good customer service or fair employment practices, a 

businesses’ reputation can be tarnished by unresolved service or product issues. 

Additionally, employees observe how leadership resolves issues and follows up on 

promises made. 

For example, SAS ranked number 1 out of the top 100 employers to work for in 2010. 

In addition to a very generous benefit package, and an industry low turnover of merely 2%, 

the architect of its culture is based on “trust between our employees and the company” 
according to Jim Goodnight, SAS CEO. 

Influence integrity in managing by creating a code of conduct and ethics policy. Teach 

employees the importance of its content and the organization’s commitment to ensuring 
that all employees adhere to the policy. 

5. Customer Service Integrity 

Service after the sale is what service integrity is all about. 

integrity and ethics in business 

Integrity and Ethics in Business 

It is easy to make promises before a sale but following up and ensuring a great customer 

experience is what makes some organizations stand out. 

For example, we built a house a few years ago. The customer experience was over the top – 
until we closed on the house. 

Unfortunately it went from one of the best service experiences I’d ever had to one of the 
worst – after we closed the deal. 

Service after the sale is critical to providing a great customer experience and growing a 

loyal customer base. 

6. Personal Integrity 

It is important for business leaders to live a lifestyle of honesty, integrity and high ethical 

standards because what these leaders do can harm the reputation of the organization. 

https://www.facebook.com/BankPoClerk/?ref=aymt_homepage_panel
https://www.facebook.com/groups/2148759855448538/?source_id=117234085093214
https://t.me/joinchat/J8jQkg8azrnOjC1LiWFvJg
file:///F:/Ambitious%20Baba/One%20liner/January%202019/t.me/ambitiousbaba


 

Facebook Page                     Facebook Group                    Telegram Group                    Telegram Channel 

  

AMBITIOUSBABA.COM | MAIL US AT 

CONTACT@AMBITIOUSBABA.COM 
12 

 

 

Two former Tyco executives, who have become the poster children for failed ethical 
leadership, are a good example of this. 

Both were sentenced up to 25 years in prison after stealing hundreds of millions of dollars 
from the company. 

 

Ethics in Decision Making 

It is our intent to focus on the practical application of ethics in decision making. We need to 

start by creating some clarifying distinctions to facilitate our purpose. First, we must 

acknowledge the vast amount of research and study on the topic, and recognize that our 

application of ethics within business decision making, only addresses a small portion of the 

much broader topic. Second, our goal is to address decision making ethics in view of our 

decision making model in a way that will enable a consistent application of ethics in the 
decision making process. 

Distinguishing Morals from Ethics in Decision Making 

In our research we have found an overwhelming amount of information just to address the 

meaning or distinction between "morals" and "ethics." There are a large range of views that 

include the words being synonyms and the word ethics being "moral philosophy," or the 

study of moral principles. Both relate to determination of right conduct. 

For our purpose we will reserve the term "moral" for use in a personal decision making 

context. This means that we will use "moral" when dealing with personal or life decisions 

with a focus on "right conduct" as the result of a personal choice. Ethical decision making 

will be reserved for use in a group decision making context. Specifically, we will address 

ethical decision making in business as providing the guiding requirements or goals for right 

conduct. These requirements often come as the result of organizational definition, 

agreement, or long-standing custom. There is clear recognition that ultimately a personal 

choice must be made with respect to right conduct, but business ethics will provide the 

assessment framework for correct behavior in the business organization. 

How Important is the source of ethical standards in business decision making? 

Moral Compass ImageA large portion of the study of ethics deals with the approach or 

source of the principles or standards to be used for ethical decision making in business. A 

number of schools of thought have developed that include the following approaches (in no 

specific order): 

• Utilitarian 
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• Moral rights 
• Universalist 
• Cost-benefit 
• Fairness or justice 
• Common good 
• Virtue 
• Deontological (based on study of moral obligation) 
• Theological 
• Contextualist 
• Principle-based 
• As well as others 

The good news is that, in general, most approaches will lead to similar choices for most 
decisions involving ethics. There are obvious and sometimes notable exceptions, but these 
often involve ethical dilemmas that can only be addressed in the context of the specific 
decision being made. 

Ethics in decision making impacts the choices for words and actions 

In confining ethical decision making to a business or group context, decisions on ethics are 
necessarily limited to actions and words (e.g., no deceit in sales promotion, use words to 
manipulate performance, ...). Right behavior can be evaluated though actions and words, 

but there is no way to know one's thoughts. Per our distinction, thoughts and beliefs (e.g., I 
want to help and benefit my customer as opposed to I want their money without regards to 
what is right, personal gain at the cost of someone else's reputation, ...) will be confined to 
moral decisions that are part of personal decision making. 

Clearly our thoughts affect our words and deeds, and in a group context, ethics in decision 
making can be evaluated through the tangible evidence and outcomes from words and 
actions. Again, thoughts and motivation are left to the personal realm. As a consequence, 
evaluation of appropriate ethical behavior will have limitations. In all outcomes there are 
the following possibilities: 

• Right motivation with right action 
• Right motivation with wrong action 
• Wrong motivation with right action 
• Wrong motivation with wrong action 

Given the difficulty in exposing true motivation, ethical assessments will inherently be 
limited to an evaluation emphasis on action or outcome. 
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Will an immoral person make an ethical decision or a moral person make an 
unethical decision? 

Most certainly. However, those that seek to make moral personal decisions have the will or 
desire to seek what's right over the long term. This will be reflected in their ethics in 
decision making (decisions made in the business context). There will also be the case 
where a person's morals may come into conflict with the organization's ethics. Expect this 
to be the greatest source of dilemmas in ethics and decision making in an organizational 
context. 

How do we incorporate ethics in decision making using our decision making 
process? 

Image of business decision network - 8 decision mini-networkAddressing ethics in decision 
making in business or other large organizations or groups (e.g., government) does point to 
the need to ensure that key focusing decisions (the decisions highlighted in green) have 
been made and are in place. In particular, the business decision for core values should be in 
place to provide the goals/requirements that will be used to create and constrain the 
criteria used in the network of business decisions. This focusing decision can influence 
criteria for decisions throughout the network of business decisions (the decisions in blue), 
directly influencing ethical decision making and organizational conduct. Additional related 
decisions include choosing the business mission and the code of conduct that will add 
compliance criteria to decisions across the business decision network. 

Here are some criteria that can help ensure appropriate ethical considerations are part of 
the decisions being made in the organization: 

• Compliance - Does it conform to the company's values and code of ethics? Does it 
meet (should exceed) legal requirements? 

• Promote good and reduce harm - What solution will be good to the most people 
while minimizing any possible harm? 

• Responsibility - What alternative provides the most responsible response? Does 
the solution ensure meeting our duties as a good corporate citizen? 

• Respects and preserves rights - Does the option negatively impact an individual's 
or organization's rights? 

• Promotes trust - Does the solution lead to honest and open communication? Is it 
truthful? Is there full disclosure? 

• Builds reputation - Would a headline of your decision generate pride or shame? 
Does your solution add to or detract with the identity you want for the 
organization? 

When is the best time to address personal morals versus organization ethics? 
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Future conflict between a person's moral choices and an organization's ethical 
decisions are most easily addressed as someone seeks to join the organization. If a 
person is ready to join a company or business, it is important that he (or she) be 
presented with the company's core values and code of conduct (if available). The 
prospective new member must then determine if it is possible to reconcile their moral 
choices with the organization's ethics as conveyed in the company's values and code of 
conduct. Agreement to join the company implicitly assumes that this reconciliation has 
taken place, but it can be made explicit by requiring agreement to a code of conduct. 

Given this understanding that should exist between the company and the individual, a 
change to the company's values and code of conduct should be given careful 
consideration. Changing the basis for the organization's ethics in decision making, in 
theory, requires a new agreement with each individual to reconcile with their personal 
moral choices. In practice, this change can lead to conflict as an individual's morals now 
lead to choices that violate the company's decision making ethics. 

Ethical Dimensions: Employees 

(Unit-3) 

Sexual Harassment 

According to the Sexual Harassment of Women at Workplace (Prevention, Prohibition and 

Redressal) Act, 2013, “sexual harassment includes one or more of the following unwelcome 

acts or behaviour (whether directly or by implication) namely: 

 • Physical contact or advances, or 

 • A demand or request for sexual favours, or  

• Making sexually coloured remarks, or 

 • Showing pornography, or  

• Any other unwelcome physical, verbal or non-verbal conduct of a sexual nature. 

Types of Sexual Harassment at the Workplace Sexual harassment manifests itself in 

different forms – verbal, non-verbal and physical. The fourth category is called “Quid pro 

quo”. Some examples are: 

Physical conduct  

• Physical violence  
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• Rape or attempted rape  

• Physical contact, e.g. unwelcome touching, patting, stroking, grabbing pinching, hugging  

• Blocking someone’s path with the purpose of making a sexual advance. 

Verbal conduct 

 • Comments on a worker’s appearance, age, private life, etc.  

• Sexual comments, stories and jokes 

 • Sexual advances (explicit or implicit)  

 • Repeated unwelcome social invitations  

• Insults based on the sex of the worker 

 • Condescending or paternalistic remarks  

• Telling lies or spreading rumors about a person’s personal or sex life. 

 

Non-verbal conduct  

• Display of sexually explicit or suggestive material 

 • Sexually suggestive gestures 

 • Starting, stalking, whistling, etc.  

• Unwanted SMS/e-mail containing sexual comments 

Quid pro quo 

 It occurs when (1) job benefit, including employment, promotion, salary increases, shift or 

work assignments, performance expectations and other conditions of employment are 

associated with the provision of sexual favours, usually to an employer, supervisor or agent 

of the employer who has the authority to make decisions about employment issues; or (2) 

the rejection of a sexual favour or request for sexual favour results in a tangible 

employment detriment, a loss of a job benefit of the kind described above. 

Hostile work environment  

Hostile working environment involves uninvited and unwelcome conducts or behaviour, 

whether physical, verbal or non-verbal, leading to a work environment that is 
uncomfortable to an employee. 
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Conflict of Interest 

Conflict of interest as an opposition between the private interests and the official or 

professional responsibilities of a person in a position of trust, power, and/or authority. 

Such conflicts may result in a situation in which personal, financial, and/or nonfinancial 

considerations have the potential to influence or compromise professional judgment in 

clinical service, research, consultation, instruction, administration, or any other 

professional activity. It is important to note that it is not necessary for such influence or 

compromise to have occurred before a situation can be identified as a conflict of interest. It 

is sufficient for the situation to appear to provide the potential for professional judgment to 

be compromised. 

The following information is provided in an attempt to heighten sensitivity, increase 

awareness, and enhance judgments in those circumstances when conflicts of interest 
influence, or appear to influence, professional conduct. 

Ethics in Accounting 

Accounting concerns itself with truth in the form of faithful numerical descriptions of 

business activities. The ethical principles that drive the profession speak to the importance 

of providing accurate and unbiased information. This allows business owners to glean the 

information they need, and auditing agencies can make useful assessments. Ethics in 

accounting is a matter of both guidelines and principles. Specific standards are set by 

governing bodies and trade organizations who craft the rules of accounting, but personal 

values and professional ethics must guide accountants. This extra layer of ethical judgment 

helps in making decisions in the face of ambiguities and gray areas. 

The Importance of Ethics in Accounting 

Ethics is important enough in accounting to have earned a dedicated set of principles. 

Independence and objectivity:  In order to provide fair and accurate information, 

accountants must approach their work free from bias or agenda. Having preconceptions 

can affect the accuracy of financial data. Having a stake in the outcome can likewise 

interfere with letting the numbers tell their own story as clearly and honestly as possible. 

 

Integrity: Accountants are morally and legally obligated to do their work with conscience 

— that is, to exercise honesty and a willingness to handle information thoroughly and 

carefully. It is their responsibility to engage in fair and accurate reporting with regard to 

the veracity of the data they provide as well as its completeness. 
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Confidentialit:  Accountants handle sensitive information, and they are morally obligated 

to make sure this information isn't shared with anyone who doesn't have the right to see it. 

This ethical obligation is especially important for public accountants who handle the books 
for multiple companies but must not divulge one client's information to another. 

Competence:  It may seem strange to include as an ethical guideline for accountants the 

obligation to perform work competently. However, the act of performing a professional 

service includes both an ethical and a professional commitment to do it right. Shoddy 
accounting puts a client at risk of legal trouble and poor decisions. 

Professional behavior: Accountants are also responsible for performing work in 

accordance with the standards set by their profession. These include legal parameters as 

well as guidelines set by trade organizations that protect the integrity of the industry as a 

whole. 

HRM Ethics 

Human Resource Management (HRM) deals with work force management, manpower 
planning and other employee related activities in an organization. Therefore, we can say 
that it is a special branch of management where ethics play a crucial role. HRM concerns 
human issues, especially those related with compensation, development, industrial 
relations, health and safety issues. However, there are sufficient disagreements in 
managing HRM issues that stem from various quarters. 

Ethics and Market System 

Various types of market systems affect business and HR ethics differently and hence, 
business ethics becomes negotiable. Occupations in which the market conditions do not 
favor the employees, it becomes necessary to have government and labor union 
interventions for controlling the possible exploitation of employees. 

• Free market systems empower employees and the employers equally; negotiations 
are used to create win-win situations for both of these parties. Government or 
labor union interventions are often harmful in free market systems because they 
stall the operations and create unnecessary hindrances. 

• With the growth of globalization, the concept of globalizing labor has gained 
importance. Trade unions have ceased to exist and the role of HR as such in issues 
like employee management, desirable policies and practices has become debatable 
topics. 

• Many people now have the opinion that HR is nothing but a part of the 
stakeholders, which initiates major strategic and policy decisions to divulge the 
organization and gear it towards profit making. 
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There cannot be a single opinion about ethics in HR that is completely convincing. Market 
is neither an ethical institution nor an unethical one; no policies and procedures can 
govern and align the markets for human well-being. However, the need of these policies 
and procedures cannot be denied or ignored because human development is the ultimate 
aim of all human initiatives. 

HRM Ethics 

Out of all organizational issues or policies, ethical considerations are the most difficult to 
deal with. Issues arise in employment, remuneration and benefits, industrial relations and 
health and safety. 

 

Important Clusters of HRM related with Ethics 

Some HRM issues are more important than the rest because we, as human beings, are 
more responsible for the development and empowerment of the human resources 
involved in the operation and management of organizations. Some of these issues are 
discussed below. 

Cash and Compensation Plans 

There are some general ethical issues pertaining to the employee salaries, executive 
perquisites and compensations and the annual incentive plans, etc. The HR department is 
often under pressure to increase the band of base salaries. There is always an increased 
pressure upon the HR function to pay out more incentives to the top management and 
provide justification for the same to retain them. 

Further, ethical issues arise when HR deals with long-term compensation and incentive 
plans by consulting with the CEO or an external consultant. There is a pressure on the HR 
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managers on favouring the interests of the top management in comparison to that of the 
other employees and stakeholders. 

Race, Gender, and Disability 

There are several examples of organizations where, until recently, the employees were 
treated differently based on the race, gender, origin, and their disability. This is not the 
case anymore since the evolution of laws and a regulatory framework standardized for the 
employee behavior. In ethical organisations, the only factor of appraisal is performance. 

Employment Issues 

Human resource managers face many dilemmas in hiring employees. One particular 
dilemma stems from the pressure of hiring one, who has been recommended by a friend 
or someone from the family of a top executive. 

Another major dilemma arises due to employees who are later found to have fake 
documents. Both of the issues are critical. In the first case, the person may have been 
trained and filling the position is critical. In the second case, the person may be efficient in 
his work and have the right kind of attitude. Both the situations are tough and HR 
managers face such cases day in and day out. 

Privacy Issues 

All human beings working with any organization have their personal life. An employee 
needs the organization to directly or indirectly protect his/her personal life. This personal 
life includes things like the religious, political and social beliefs etc. 

There are many ethical issues in HR that are related to health and safety, restructuring and 
layoffs and employee responsibilities. A debate is still going on whether some activities 
are ethically permitted and why some are not. Layoffs, for example, are not considered 
unethical as they were thought of in the past. 
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Employees as Ethics Ambassadors 

What are Ethics Ambassadors? 

Ethics ambassadors are employees selected to assist senior management in promoting 
and embedding ethics policies, codes of conduct and other related policies. The post of 
ethics ambassador may be full-time or may be taken on in addition to an employee’s day-
to-day job. Ethics ambassadors are not part of the ethics function but will normally be 
positioned throughout the company – across business units, geographical locations and/or 
the hierarchy of an organisation, and form an informal ‘network’ of diverse employees 
with similar responsibilities. 

They can provide local knowledge, language and case studies to help make the ethics 
programme relevant to the needs of the local operating environment. This encourages 
buy-in from employees and decreases the likelihood of misconceptions which can arise 
from faulty translations or a clumsy choice of wording; historical context can be important 
to the perceived meaning of a word and taking this into consideration is best done by 
someone familiar with the local culture. 

Ethics ambassadors can also act as a local point of contact, so if an employee has a query 
or an ethical dilemma they can talk to a local person rather than a telephone helpline or a 
more formal contact within head office. Ambassadors may also deliver training, record 
and report issues and occasionally help conduct investigations into unethical behaviour. 
However, as their name suggests, it is as advocates for the ethics programme that 
ambassadors are most valuable.  As Richard Bistrong noted in a recent blog, “It’s about 
integrating compliance into routine work and goals, as opposed to the corporate voice of 
‘compliance from afar’.” 

Establishing an ethics ambassadors network which is distributed across the organisation – 
geographically, departmentally and hierarchically – can help ensure ethical values are part 
of ‘the way business is done around here’. 

Ethics ambassadors: an important element of the ethics programme 
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An effective ethics programme is paramount to support an ethical culture based on the 

company’s core values. Ethics ambassadors can help to broaden the scope of a company’s 

programme, reaching out further into the organisation and promoting core values at local 

level. A recent survey by the Institute of Business Ethics indicates that companies with 

ethics ambassador networks operate more comprehensive ethics programme than those 

without. 

Main elements of the ethics programme in companies with and without ethics 

ambassadors 

 Companies WITH 
ethics ambassadors 

Companies WITHOUT 
ethics ambassadors 

A global code of ethics (or equivalent 
document) 

100% 100% 

A speak up (whistleblowing) line 96% 94% 

Internal reporting on ethics performance 96% 67% 

External reporting on ethics 
performance 

87% 72% 

Employee training on ethics 96% 89% 

An ethics monitoring programme 87% 72% 

A board level ethics committee 83% 44% 

A management level ethics committee 65% 44% 

External stakeholder engagement 78% 61% 

 

In both groups, the code of ethics has become an essential element of a company’s ethics 

programme and all respondents report that their organisation provides this sort of 

guidance to their staff. However, companies with a network of ethics ambassadors appear 

to adopt a more advanced approach to embedding an ethical culture. 

In particular, companies with ethics ambassadors seem to place more importance on 

reporting on their ethical performance – especially internally. Ethics training is also more 

common in this group. These results support the idea that ethics ambassadors have an 

important role to play in raising awareness and enhancing employee knowledge, and the 

acceptance and implementation of the ethics programme. Similarly, it is important to note 
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that for the ethics ambassadors to fulfil their role effectively, they need to be supported by 

a number of tools and mechanisms. 

Ethical leaders 

Ethical leaders always know how to do the right thing. It may be difficult to define exactly 

what “right” is, but a leader who is ethical is not afraid to do what they truly believe to be 

right – even if it is unpopular, unprofitable, or inconvenient. 

Here are 10 ethical leadership characteristics: 

1. Justice 

An ethical leader is always fair and just. They have no favorites, and treat everyone equally. 

Under an ethical leader, no employee has any reason to fear biased treatment on the basis 
of gender, ethnicity, nationality, or any other factor. 

2. Respect others 

One of the most important traits of ethical leadership is the respect that is given to 

followers. An ethical leader shows respect all members of the team by listening to them 

attentively, valuing their contributions, being compassionate, and being generous while 
considering opposing viewpoints. 

3. Honesty 

It goes without saying that anyone who is ethical will also be honest and loyal. Honesty is 

particularly important to be an effective ethical leader, because followers trust honest and 

dependable leaders. Ethical leaders convey facts transparently, no matter how unpopular 

they may be. 

4. Humane 

Being humane is one of the most revealing traits of a leader who is ethical and moral. 

Ethical leaders place importance in being kind, and act in a manner that is always beneficial 
to the team. 

5. Focus on teambuilding 

Ethical leaders foster a sense of community and team spirit within the organization. When 

an ethical leader strives to achieve goals, it is not just personal goals that they’re concerned 

about. They make genuine efforts to achieve goals that benefit the entire organization – not 
just themselves. 

6. Value driven decision-making 
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In ethical leadership, all decisions are first checked to ensure that they are in accordance 

with the overall organizational values. Only those decisions that meet this criterion are 

implemented. 

7. Encourages initiative 

Under an ethical leader, employees thrive and flourish. Employees are rewarded for 

coming up with innovative ideas, and are encouraged to do what it takes to improve the 

way things are done. Employees are praised for taking the first step rather than waiting for 

somebody else to do it for them. 

8. Leadership by example 

Ethical leadership is not just about talking the talk, this type of leader also walks the walk. 

The high expectations that an ethical leader has of employees are also applicable on the 
individual level. Leaders expect others to do the right thing by leading from example. 

9. Values awareness 

An ethical leader will regularly discuss the high values and expectations that they place on 

themselves, other employees, and the organization. By regularly communicating and 

discussing values, they ensure that there is consistent understanding across the 
organization. 

10. No tolerance for ethical violations 

An ethical leader expects employees to do the right thing at all times, not just when it is 

convenient for them. Don’t expect a leader of such high values to overlook or tolerate 

ethical violations. 

 

Work Ethics and the Workplace 

(Unit-4) 
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Work Ethic 

Work ethic is a belief that hard work and diligence have a moral benefit and an inherent 

ability, virtue or value to strengthen character and individual abilities.It is a set of values 

centered on importance of work and manifested by determination or desire to work hard. 

Social ingrainment of this value is considered to enhance character through hard work that 

is respective to an individual's field of work. 

Factors of a good work ethic 

Proponents of a strong work ethic consider it to be vital for achieving goals, that it gives 

strength to their orientation and the right mindset. A work ethic is a set of moral principles 

a person uses in their job. People who possess a strong work ethic embody certain 

principles that guide their work behavior, leading them to produce high-quality work 

consistently and the output motivates them to stay on track. A good work ethic fuels an 

individual's needs and goals, it is related to the initiative by a person for the objectives. It is 
considered as a source of self respect, satisfaction, and fulfillment.[citation needed] 

Factors are: 

Goal-oriented actions: it is not about making plans or the next logical steps; it's about 
getting things done so that the work invested wouldn't be counter-productive. 

Prioritized focus: focusing on qualitative activities that a person is responsible of and in 

areas where they can make a difference or a high impact based on objectives. 

Being available and reliable: spending time on the work and building oneself up for the 

task. 

Conscientiousness: a desire to do a task well, being vigilant and organized. 

Creating a rewarding routine/system: Engaging in tasks that provide strength and 

energy which can be transferred to your ultimate goals, creating a habit and a habitat for 

success. 

Embracing positivism: shape a problem with the statement "good, (action) (problem)", 

e.g. "I'm tired and it is time for a workout" leads to "Good. Workout tired". 

Ethical behaviour advantages & Disadvantages 

Let's take one of the above – suppliers. 

A business cannot claim to be ethical firm if it ignores unethical practices by its suppliers – 
e.g. 
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•Use of child labour and forced labour 

•Production in sweatshops 

•Violation of the basic rights of workers 

•Ignoring health, safety and environmental standards 

An ethical business has to be concerned with the behaviour of all businesses that 
operate in the supply chain – i.e. 

•Suppliers 

•Contractors 

•Distributors 

•Sales agents 

Pressure for businesses to act ethically 

Businesses and industries increasingly find themselves facing external pressure to improve 

their ethical track record. 

An interesting feature of the rise of consumer activism online has been increased scrutiny 
of business activities. 

Pressure groups are a good example of this. Pressure groups are external stakeholders they 

•Tend to focus on activities & ethical practice of multinationals or industries with ethical 
issues 

•Combine direct and indirect action can damage the target business or industry 

Direct consumer action is another way in which business ethics can be challenged. 
Consumers may take action against: 

•Businesses they consider to be unethical in some ways (e.g. animal furs) 

•Business acting irresponsibly 

•Businesses that use business practices they find unacceptable 

Consumer action can also be positive – supporting businesses with a strong ethical stance 
& record. A good example of this is Fairtrade. 

Is ethical behaviour good or bad for business? 
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You might think the above question is an easy one for businesses to answer? Surely acting 

ethically makes good business sense? As with all issues in business studies, there are two 

sides to every argument: 

The advantages of ethical behaviour include: 

•Higher revenues – demand from positive consumer support 

•Improved brand and business awareness and recognition 

•Better employee motivation and recruitment 

•New sources of finance – e.g. from ethical investors 

The disadvantages claimed for ethical business include: 

•Higher costs – e.g. sourcing from Fairtrade suppliers rather than lowest price 

•Higher overheads – e.g. training & communication of ethical policy 

•A danger of building up false expectations 

 

Unethical Behavior: Causes and Remedies 

Misusing company time 

Whether it is covering for someone who shows up late or altering a time sheet, misusing 

company time tops the list. This category includes knowing that one of your co-workers is 

conducting personal business on company time. By "personal business" the survey 

recognizes the difference between making cold calls to advance your freelance business 

and calling your spouse to find out how your sick child is doing. 

Abusive behavior 

Too many workplaces are filled with managers and supervisors who use their position and 

power to mistreat or disrespect others. Unfortunately, unless the situation you're in 

involves race, gender or ethnic origin, there is often no legal protection against abusive 

behavior in the workplace.  

Employee theft 

Theft at work comes in a variety of forms, and oftentimes employees do not view it as une 

thical behavior, believing no one gets hurt by the action. Employees take home office 

supplies, use business computers for personal tasks, pad expense accounts and abuse sick 

time or allotted personal days. Unethical behavior also includes having another employee 
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punch a time card, or not punching out for lunch hours or other non approved time off. 

Though these may seem like minor infractions, they eventually have an impact on the 

bottom line of the company, which then hurts all employees. Theft also affects employee 
morale and is disheartening to those who choose to behave ethically. 

Lying to employees 

The fastest way to lose the trust of your employees is to lie to them, yet employers do it all 

the time. One of out every five employees report that their manager or supervisor has lied 

to them within the past year. 

 Violating company internet policies 

Cyberslackers. Cyberloafers. These are terms used to identify people who surf the Web 

when they should be working. It's a huge, multi-billion-dollar problem for companies. A 

survey conducted recently by Salary.com found that everyday at least 64 percent of 

employees visit websites that have nothing to do with their work. Who would have thought 
that checking your Facebook page is becoming an ethical issue? 

The good news from the ERC study is that most American workers and employers do the 

right thing. The survey reveals that most of us follow our company's ethical standards of 

behavior, and we are willing to report wrongdoing when we see it (unless it's the 

company's Internet use policy). But for those of us who track ethical behavior in the 

workplace, there are some troublesome trends in the ERC survey. The percentage of 

employees who experienced some form of retaliation for reporting non-ethical behavior 

climbed from 15 percent to 22 percent. Confidence in the ethics of senior leaders declined 

from 68 percent to 62 percent. When it comes to the ethical workplace, we may be on a 

downward shift. 

Codes of Ethics for Indian Business 

First step in a corporate is to set vision statement. In order to act with integrity the next 

step will be to define its values and set priorities. The corporate values thus made are 

communicated as code of conduct or code of ethics. There are 3 phrases, code of ethics, 

code of conduct and code of practice which are used rather loosely one in place of 

another. 

Codes of ethics: 

Codes of Ethics are statements of values and principles which define the purpose of the 

company. These principles are written as credos or guiding principles. For example credo 

of M/s Johnson and Johnson and ITC Ltd., are given in this book. Code of ethics state ‘this is 

who we are and this is what we stand for’. 
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Codes of practice: 

Codes of Practice and interpretation are examples of corporate values and principles. 

Generally, codes of practice act as guide to decision making managers. In other words, code 
of practice is ‘this is how we do things here in our company’. 

The practices followed by the employees are illustrated or discussed. Code of Ethic relies 

on guidelines and thumb rule is to seek advice. Codes of practice take a view ‘we do in a 
particular way because of our character’. 

Codes of conduct: 

Codes of Conduct are statement or rules given what one must do or one must not to in a 

company. These are different from codes of ethics. Codes of conduct state ‘this is how we 

expect an employee to behave or conduct himself’. 

Typical codes conduct is set of rules listed as laws of the company prohibiting some actions. 

Penalties for violation of rules are detailed. Potential conflicts and resolutions are given 

with guidance. It is view of ethics showing what is not to be done and consequence for 
wrong work. 

The PHC Chamber of Commerce and Industry developed a code of ethics for Indian 

business asking to be truthful and realistic in stating claims, responsibility to customer 

needs and concerns, fair treatment of all stakeholders fairly; respect, protect and promote 

the environment and community interests. 

This Code has been designed as a voluntary guideline to achieve these objectives: 

i. Be truthful and realistic in stating claims. 

ii. Be responsive to customer needs and concerns. 

iii. Treat all stakeholders fairly and with respect. 

iv. Protect and promote the environment and community interests. 

 

Whistleblowing Laws in India 

Whistle Blowers Protection Act, 2014 is an Act in the Parliament of India which provides a 

mechanism to investigate alleged corruption and misuse of power by public servants and 

also protect anyone who exposes alleged wrongdoing in government bodies, projects and 

offices. The wrongdoing might take the form of fraud, corruption or mismanagement. The 
Act will also ensure punishment for false or frivolous complaints. 
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The Act was approved by the Cabinet of India as part of a drive to eliminate corruption in 

the country's bureaucracy and passed by the Lok Sabha on 27 December 2011.The Bill was 

passed by Rajya Sabha on 21 February 2014 and received the President's assent on 9 May 
2014. 

Salient Features 

i)The Act seeks to protect whistle blowers, i.e. persons making a public interest disclosure 
related to an act of corruption, misuse of power, or criminal offense by a public servant. 

ii)Any public servant or any other person including a non-governmental organization may 

make such a disclosure to the Central or State Vigilance Commission. 

iii)Every complaint has to include the identity of the complainant. 

iv)The Vigilance Commission shall not disclose the identity of the complainant except to 

the head of the department if he deems it necessary. The Act penalizes any person who has 
disclosed the identity of the complainant. 

The Act prescribes penalties for knowingly making false complaints. 

Types Of Whistleblowers 

Internal: When the whistleblower reports the wrong doings to the officials at higher 

position in the organization. The usual subjects of internal whistleblowing are disloyality , 

improper conduct, indiscipline, insubordination, disobedience etc. 

External: Where the wrongdoings are reported to the people outside the organization like 

media, public interest groups or enforcement agencies it is called external whistleblowing. 

Alumini: When the whistleblowing is done by the former employee of the organization it is 
called alumini whistle blowing. 

Open: When the identity of the whistleblower is revealed, it is called Open Whistle 
Blowing. 

Personal: Where the organizational wrongdoings are to harm one person only, disclosing 

such wrong doings it is called personal whistle blowing. 

Impersonal: When the wrong doing is to harm others, it is called impersonal whistle 
blowing. 

Government: When a disclosure is made about wrong doings or unethical practices 
adopted by the officials of the Government. 
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Corporate: When a disclosure is made about the wrongdoings in a business corporation, it 
is called corporate whistle blowing. 

 

Banking Ethics: Changing Dynamics 

(Unit-5) 

Technology ethics 

Technology ethics (tech ethics) is a field of study that seeks to understand and resolve 

moral issues that surround the development and practical application of mechanical and 

electronic technology. Tech ethics focuses on subjects such as the relationship between 

technology and human values and well-being, the condition in which technological 

advances occur and the social repercussions for technological advancements. 

The John J. Reilly Center for Science, Technology and Values at the University of Notre 

Dame compiles an annual list of what it determines to be that year’s top 10 ethical 

dilemmas in science and technology. In 2019, for example, the list includes DNA testing, pet 

cloning, the collection of data generated by children and 3-D printing schematics for 

weapons. In the United Kingdom, the House of Lords Select Committee recommended that 

ethics should be put at the center of artificial intelligence (AI) adoption to ensure cognitive 
technology is developed and used for the common good and benefit of humanity. 

Although developers are still in the early stages of AI adoption, it's important for 

enterprises to take ethical and responsible approaches when creating AI systems. To that 

end, a non-profit institute founded by MIT cosmologist Max Tegmark, Skype co-founder 

Jaan Tallinn and DeepMind research scientist Viktoriya Krakovnahas have helped establish 

a set of guiding principles for AI ethics which are now referred to as the Asilomar AI 

Principles. Among other things, the Asilomar AI code of ethics mandates that: 

• Highly autonomous AI systems should be designed so that their goals and behaviors 

can be assured to align with human values throughout their operation. 

• AI systems should be designed and operated so as to be compatible with ideals of 

human dignity, rights, freedoms, and cultural diversity. 
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• The power conferred by control of highly advanced AI systems should respect and 

improve, rather than subvert, the social and civic processes on which the health of 

society depends. 

 

Technology ethics problems and challenges 

Another common subject of technology ethics in the enterprise surrounds the use of 

customer data on social media platforms. A company can collect information users put on a 

social media website to profile each user and use that information to target advertising to 

them. The same information can be sold and used to sway political opinions. This 

circumstance occurred in 2018 when it was revealed that the consulting firm, Cambridge 

Analytica was collecting information of around 50 million Facebook users. There was a 

large uproar (many people feel third-party companies collecting and selling user data is 

wrong) in which the occurrence became a major news story in 2018. 

In 2018, the European Union enacted a new directive, called the General Data Protection 

Regulation (GDPR). GDPR aims to keep businesses transparent and expand the privacy 

rights of data subjects for EU citizens. Organizations outside of the EU must comply with 

GDPR regulations if they wish to be active in the EU market. Data policy rights included in 

the GDPR include the right for data to be erased upon request, letting users review data 

stored about them, giving users the right to request a company not utilize their data, letting 

users transfer their data, and allowing users to correct incorrect information. 

The GDPR policy can be viewed as a general pushback to the ethical misconduct of the way 

data was being used by organizations like Cambridge Analytica, while also assuring any 

policy or data breaches by companies such as Facebook must be reported within 72 hours 

of occurrence. 

 

Data Security and Privacy 

What’s the difference between privacy and security? 

Here’s an example. You might share personal information with your bank when you open a 

checking account. What happens after that? Here are three possible outcomes, all related to 

your personal information (not to the money you may have deposited in the checking 

account). 

i)Your privacy and security are maintained: The bank uses your information to open 
your account and provide you with products and services. They go on to protect that data. 
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ii)Your privacy is compromised, and your security is maintained: The bank sells some 

of your information to a marketer. Note: You may have agreed to this in the bank’s privacy 

disclosure. The result? Your personal information is in more hands than you may have 
wanted. 

iii)Both your privacy and security are compromised: The bank gets hit by a data 

breach. Cybercriminals penetrate a bank database, a security breach. Your information is 

exposed and could be sold on the dark web. Your privacy is gone. You could become the 
victim of cyber fraud and identity theft. 

It would be great if your risks began and ended with that theoretical bank. But your 

personal information is likely all over the connected world — in government offices, at 

healthcare providers, at stores and restaurants, and in many of your online accounts. You 

might say it’s everywhere — not literally, but it’s certainly in enough places that it’s out of 
your control. 

If a cybercriminal accesses that information, it could be off to the races. Your privacy and 
security could both get trampled. 

What’s the difference between privacy and security in the online world? 

Cybersecurity products can help protect your privacy and security — sometimes at the 
same time. 

For instance, consider a VPN — a virtual private network. It’s a security product that acts 
like a tunnel for your information and your activity on the internet, encrypting all the data 
that you send or receive on your device. It’s like an online version of sitting with your back 
to a wall when you don’t want someone else to see what you’re doing on your computer or 
phone when you’re at a café or airport. 

Here’s how a VPN helps you win two ways: 

• Privacy: It helps to block websites, internet browsers, cable companies, and internet 
service providers from tracking your information and your browser history. 

• Security: It helps protect you from other people accessing your personal 
information and other data. 

Tips for protecting your privacy and security 

It’s smart to do business with companies and organizations that value your privacy and 
take measures to protect your personal information. But there are things you can do, too, to 
help protect your privacy and boost your security. 
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Here are some examples: 

• Limit what you share on social media and online in general. 
• Shred important documents before tossing them in the trash. 
• Guard your Social Security number. Keep it in a secure place and don’t give it out if 

possible. Ask if you can provide another form of identification. 
• Safeguard your data and devices. This might include enlisting the help of security 

software, a secure router, a VPN on public Wi-Fi, and identity theft protection 
services. 

 

Intellectual Property Rights in India 

Intellectual Property Rights are legal rights governing the use of creations of the human 

mind. The recognition and protection of these rights is of recent origin. Patents, designs 

and trademarks are considered as industrial property. As per International Convention for 

the protection of industrial (Paris Convention) the protection of industrial property has as 

its object patents, utility models, industrial designs, trademarks, service marks, trade 

names, indications of source or appellations or origin and the repression of unfair 

competition when copyrights, Geographical indicators, layout Designs and confidential 

information were included to industrial property, they all become intellectual property. 

With the trade related Aspects of Intellectual Property Rights (TRIPS) Agreement of World 

Trade Organisation (WTO), the intellectual property rights attained the authority to 

enforce the law internationally. According to TRIPS, the intellectual property rights are: 

1) Copyright and Related Rights 

a) Rights of artists, painters, musicians sculptors, photographers, and authors for copyright 

in their works; 

b) Rights of computer programmes whether in source or object code for a copyright in 

their programmes and compilation data; 

c) Rights of performers producers of phonogram’s and broadcasting organizations in 

respect of fixation on their programmes for copyright in their work. 

2) Right of traders in their trade marks. 

3) Right of manufacturers & producers on geographical indication in relation to such 
products and produce. 

4) Right of designers for their distinctive design striking to the eye. 
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5) Patents: 

a) Right of the inventor for patent is his invention. 

b) Rights of plant breeders and farmers. 

c) Rights of biological diversity. 

6) Right of computer technologist for their layout design of integrated circuits. 

7) Right of businessmen for protection of their undisclosed information on technology and 
management. 

Ethical & Security Issues in Information System 

Information systems have made many businesses successful today. Some companies such 

as Google, Facebook, EBay, etc. would not exist without information technology. However, 

improper use of information technology can create problems for the organization and 

employees. 

Criminals gaining access to credit card information can lead to financial loss to the owners 

of the cards or financial institute. Using organization information systems i.e. posting 

inappropriate content on Facebook or Twitter using a company account can lead to 

lawsuits and loss of business. 

This tutorial will address such challenges that are posed by information systems and what 
can be done to minimize or eliminate the risks. 

 

In this tutorial, you will learn – 
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Cyber-crime 

Information system Security 

Information system Ethics 

Information Communication Technology (ICT) policy 

 

Cyber-crime 

Cyber-crime refers to the use of information technology to commit crimes. Cyber-crimes 

can range from simply annoying computer users to huge financial losses and even the loss 

of human life. The growth of smartphones and other high-end Mobile devices that have 

access to the internet have also contributed to the growth of cyber-crime. 

Types of cyber-crime 

Identity theft 

Identity theft occurs when a cyber-criminal impersonates someone else identity to practice 

malfunction. This is usually done by accessing personal details of someone else. The details 

used in such crimes include social security numbers, date of birth, credit and debit card 

numbers, passport numbers, etc. 

Once the information has been acquired by the cyber-criminal, it can be used to make 

purchases online while impersonating himself to be someone else. One of the ways that 

cyber-criminals use to obtain such personal details is phishing. Phishing involves creating 
fake websites that look like legitimate business websites or emails. 

For example, an email that appears to come from YAHOO may ask the user to confirm their 

personal details including contact numbers and email password. If the user falls for the 

trick and updates the details and provides the password, the attacker will have access to 
personal details and the email of the victim. 

If the victim uses services such as PayPal, then the attacker can use the account to make 

purchases online or transfer funds. 

Other phishing techniques involve the use of fake Wi-Fi hotspots that look like legitimate 

ones. This is common in public places such as restaurants and airports. If an unsuspecting 

user logons into the network, then cyber-crimes may try to gain access to sensitive 

information such as usernames, passwords, credit card numbers, etc. 

According to the US Department of Justice, a former state department employee used email 

phishing to gain access to email and social media accounts of hundreds of women and 
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accessed explicit photos. He was able to use the photos to extort the women and threatened 
to make the photos public if they did not give in to his demands. 

Copyright infringement 

Piracy is one of the biggest problems with digital products. Websites such as the pirate bay 

are used to distribute copyrighted materials such as audio, video, software, etc. Copyright 

infringement refers to the unauthorized use of copyrighted materials. 

Fast internet access and reducing costs of storage have also contributed to the growth of 
copyright infringement crimes. 

Click fraud 

Advertising companies such as Google AdSense offer pay per click advertising services. 

Click fraud occurs when a person clicks such a link with no intention of knowing more 

about the click but to make more money. This can also be accomplished by using 
automated software that makes the clicks. 

Advance Fee Fraud 

An email is sent to the target victim that promises them a lot of money in favor of helping 
them to claim their inheritance money. 

In such cases, the criminal usually pretends to be a close relative of a very rich well-known 

person who died. He/she claims to have inherited the wealth of the late rich person and 

needs help to claim the inheritance. He/she will ask for financial assistance and promise to 

reward later. If the victim sends the money to the scammer, the scammer vanishes and the 

victim loses the money. 

Hacking 

Hacking is used to by-pass security controls to gain unauthorized access to a system. Once 

the attacker has gained access to the system, they can do whatever they want. Some of the 

common activities done when system is hacked are; 

• Install programs that allow the attackers to spy on the user or control their system 
remotely 

• Deface websites 
• Steal sensitive information. This can be done using techniques such as SQL Injection, 

exploiting vulnerabilities in the database software to gain access, social engineering 
techniques that trick users into submitting ids and passwords, etc. 

Computer virus 
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Viruses are unauthorized programs that can annoy users, steal sensitive data or be used to 
control equipment that is controlled by computers. 

 

Information system Security 

MIS security refers to measures put in place to protect information system resources from 

unauthorized access or being compromised. Security vulnerabilities are weaknesses in a 

computer system, software, or hardware that can be exploited by the attacker to gain 
unauthorized access or compromise a system. 

People as part of the information system components can also be exploited using social 

engineering techniques. The goal of social engineering is to gain the trust of the users of the 

system. 

Let's now look at some of the threats that information system face and what can be done to 
eliminate or minimize the damage if the threat were to materialize. 

Computer viruses – these are malicious programs as described in the above section. The 

threats posed by viruses can be eliminated or the impact minimized by using Anti-Virus 

software and following laid down security best practices of an organization. 

Unauthorized access – the standard convention is to use a combination of a username and 

a password. Hackers have learnt how to circumvent these controls if the user does not 

follow security best practices. Most organizations have added the use of mobile devices 
such as phones to provide an extra layer of security. 

Let's take Gmail as an example, if Google is suspicious of the login on an account, they will 

ask the person about to login to confirm their identity using their android powered mobile 

devices or send an SMS with a PIN number which should supplement the username and 

password. 

If the company does not have enough resources to implement extra security like Google, 

they can use other techniques. These techniques can include asking questions to users 

during signup such as what town they grew up in, the name of their first pet, etc. If the 

person provides accurate answers to these question, access is granted into the system. 

Data loss – if the data center caught fire or was flooded, the hardware with the data can be 

damaged, and the data on it will be lost. As a standard security best practice, most 

organizations keep backups of the data at remote places. The backups are made 

periodically and are usually put in more than one remote area. 

https://www.facebook.com/BankPoClerk/?ref=aymt_homepage_panel
https://www.facebook.com/groups/2148759855448538/?source_id=117234085093214
https://t.me/joinchat/J8jQkg8azrnOjC1LiWFvJg
file:///F:/Ambitious%20Baba/One%20liner/January%202019/t.me/ambitiousbaba


 

Facebook Page                     Facebook Group                    Telegram Group                    Telegram Channel 

  

AMBITIOUSBABA.COM | MAIL US AT 

CONTACT@AMBITIOUSBABA.COM 
39 

 

 

Biometric Identification – this is now becoming very common especially with mobile 

devices such as smartphones. The phone can record the user fingerprint and use it for 

authentication purposes. This makes it harder for attackers to gain unauthorized access to 

the mobile device. Such technology can also be used to stop unauthorized people from 

getting access to your devices. 

Information system Ethics 

Ethics refers to rules of right and wrong that people use to make choices to guide their 

behaviors. Ethics in MIS seek to protect and safeguard individuals and society by using 

information systems responsibly. Most professions usually have defined a code of ethics or 

code of conduct guidelines that all professionals affiliated with the profession must adhere 
to. 

In a nutshell, a code of ethics makes individuals acting on their free will responsible and 

accountable for their actions. An example of a Code of Ethics for MIS professionals can be 

found on the British Computer Society (BCS) website. 

Information Communication Technology (ICT) policy 

An ICT policy is a set of guidelines that defines how an organization should use information 
technology and information systems responsibly. ICT policies usually include guidelines on; 

• Purchase and usage of hardware equipment and how to safely dispose them 
• Use of licensed software only and ensuring that all software is up to date with latest 

patches for security reasons 
• Rules on how to create passwords (complexity enforcement), changing passwords, 

etc. 
• Acceptable use of information technology and information systems 
• Training of all users involved in using ICT and MIS 

Digital rights management 

Digital rights management (DRM) tools or technological protection measures (TPM) are a 

set of access control technologies for restricting the use of proprietary hardware and 

copyrighted works. DRM technologies try to control the use, modification, and distribution 

of copyrighted works (such as software and multimedia content), as well as systems within 

devices that enforce these policies. 

The use of digital rights management is not universally accepted. Proponents of DRM argue 

that it is necessary to prevent intellectual property from being copied freely, just as 

physical locks are needed to prevent personal property from being stolen, that it can help 

the copyright holder maintain artistic control, and that it can ensure continued revenue 
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streams. Those opposed to DRM contend there is no evidence that DRM helps prevent 

copyright infringement, arguing instead that it serves only to inconvenience legitimate 

customers, and that DRM helps big business stifle innovation and competition. 

Furthermore, works can become permanently inaccessible if the DRM scheme changes or if 

the service is discontinued. DRM can also restrict users from exercising their legal rights 

under the copyright law, such as backing up copies of CDs or DVDs (instead having to buy 

another copy, if it can still be purchased), lending materials out through a library, accessing 

works in the public domain, or using copyrighted materials for research and education 

under the fair use doctrine. 

 

Worldwide, many laws have been created which criminalize the circumvention of DRM, 

communication about such circumvention, and the creation and distribution of tools used 

for such circumvention. Such laws are part of the United States' Digital Millennium 

Copyright Act, and the European Union's Information Society Directive, (the French 

DADVSI is an example of a member state of the European Union ("EU") implementing the 

directive). 

Verifications 

-Product keys 

-Limited install activations 

-Persistent online authentication 

-Encryption 

-Copying Restriction 

-Anti-tampering 

 

 

 

Question and Answer  

I am posted as an Accountant in a Branch. I find that the Cash Officer, otherwise very 

efficient in work, has a tendency of taking out some cash from his hand balance to 

meet his daily cash requirements, and replenish it in the evening. He has been 
quietly doing this for quite some time with no problem . What should I do? 
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This is an unethical conduct. You should immediately bring the  matter to the notice of the 
Branch Manager. 

My brother-in-law comes to my branch to get issued a high value Demand Draft. He 

knows that the Bank does not charge commission from the staff- members for 

issuing drafts. He requests me to use my staff account to make the Draft on his behalf 
in order to save money. What should I do? 

The action does not meet the standards of integrity. Decline the request of your brother-in-

law politely and firmly. 

I am facing financial strain these days. One of my borrowers offers to lend me. I feel 

tempted as I trust him. Moreover, I will be having surplus funds shortly to pay back 
with interest. Should I accept the offer? 

Decline firmly. This is a situation of actual conflict of interest. 

You are working as a senior officer in advances. You are trying to bring one highly 

reputed corporate to your books. Your marketing officer suggests to take-over the 

corporate on the existing terms & conditions from other Bank and, once the account 

is taken over, pass on some benefit after 2-3 months, by way of reduction in rate 

ofinterest to the borrower. If you agree, he is confident to bring the account to the 

Bank's books. What would you do? 

No. You should decline. It's not competing fairly. 

A customer has complained that the Bank has recovered charges for issuing 

statement of account without him asking for it. What should I do? 

First, enquire whether a request in any form has been received from him for the same . If 

not, then immediately refund the charges recovered. An explanation of the staff who 

initiated this deduction be called to know the reasons for this mistake. In matters of 

customer complaints, swift & timely action is of utmost importance.  

 

My relationship manager marketed 500 SB accounts of the students of a local 

engineering college. My SWOs are however complaining against huge rush of 

students daily in the Branch for withdrawing cash & other transactions. What should 

I do? 

Arrange for a presentation at the college on ATM, Internet banking and YONO. Explain to 
students about the benefits & ease of using the alternate channels. 

https://www.facebook.com/BankPoClerk/?ref=aymt_homepage_panel
https://www.facebook.com/groups/2148759855448538/?source_id=117234085093214
https://t.me/joinchat/J8jQkg8azrnOjC1LiWFvJg
file:///F:/Ambitious%20Baba/One%20liner/January%202019/t.me/ambitiousbaba


 

Facebook Page                     Facebook Group                    Telegram Group                    Telegram Channel 

  

AMBITIOUSBABA.COM | MAIL US AT 

CONTACT@AMBITIOUSBABA.COM 
42 

 

 

I am heading a medium sized branch in a rural area mainly catering to 8 nearby 

villages and with huge workload. As it takes quite some time commuting to the 

branch from the nearest town where our families are based, I & other staff members 

stay near the branch and visit our families during th e weekends only. The Block 

Development Officer of the area wants to hold a camp on Sunday in one of the 

villages and  requests me and my team to accompany him to educate villagers about 

various Govt schemes. The staff is not happy with the BDO's suggestion. What should 
I do? 

By participating in socially relevant initiatives, we not only contribute to nation building, 

but also project the Bank's image as a responsible and caring institution. Therefore, you 

should first sensitise the staff members on Bank's role in nation building. At the same time, 

the work-life balance is equally important. The Bank emphasises on this too. So, secondly, 

you should request the BDO to hold the camp on a working day after the public hours- and 
attend with your team to make it a success. 

While handling a customer transaction, the Single Window Operator makes some 

pertinent observations and suggests improvements about the token system in use at 
the branch. What should I do? 

You should thank the SWO for suggestions, make a note of the same & discuss with your 

superiors. Please also note to thank the SWO again if his suggestions lead to actual  

improvement in the token system. 

I am attending a Customers' Meet with a colleague who makes  a misleading 
statement about the  Bank's services. What should I do? 

You should assist your colleague in correcting the inaccuracy during the meeting itself so 

that the Bank's image doesn't suffer  later. Once meeting is over, make your colleague 

aware of the importance of being truthful while talking with customers. 

One of my long -standing customers wants to make a big fixed deposit for 1 year. She 

also asks for the rates offered by other banks. I am aware that our rates are better 

than all but one Local Cooperative Bank. Is it OK if I with hold this piece o f 
information from her? 

No. You are required to be fully transparent with your customers. 

One of my customers wants to invest in fixed deposits. I am running short of my 

cross-selling budget. Is it OK if I try to persuade the customer to invest in cross 

selling products? 
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No. At most, you can give the customer an option for the same. But, you should be very 
particular in sharing full details of the offerings. 

One of my customers shares with me that she is in a dire need of funds and wants to 

sell off one of her properties. My property dealer friend asks me to share her details 

as he feels that he can make a good deal for himself out of it. Should I share the 
information with him? 

No. This will amount to taking unfair advantage of your customers' trust in you. 

In a newly opened Savings Bank account, you observe many transactions of sizeable 

amounts. What should you do? 

Ask the customer about these transactions. If not satisfied with the responses, report the 

matter to Controllers through STR. This reporting should not be disclosed to the customer. 

One of my listed corporates has had a great success with a new product & is looking 

for additional funding to make huge capital investment. I'd like to buy shares of the 

company as the future seems bright. Can I buy? 

No. You have inside information.  You can't trade in the company shares until it has publicly 

disclosed all information about its product sales and future plans. Also, you're not 

supposed to share this information with anyone else as the same would provide an unfair 

advantage in the market. 

My assistant comes with a request from one of our valued customers who wants to 

know about the market prospects of one corporate dealing with us. He intends to 

make investments in that company. What should I do? 

Tell your assistant to decline politely. It is a kind of insider information & not to be shared. 

One of my officers, who is very popular in the area, requests me to allow him to 

participate in the upcoming municipal elections as the people in the locality where 
he lives want him to represent them. What should I do? 

 

Deny permission. As per rules, no  employee can take part in active politics outside the 
Bank or contest elections. 

I am ethical in my behaviour. Why should I bother about others' behaviour and 

report what they are doing? 
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This is the right thing to do & you  have an obligation to do so. Not reporting a known or 

suspected wrong is unethical. Such behaviour may be detrimental to the interests of the 

Bank. It's your duty to protect the Bank's interest. 

I feel that my supervisor is treating  me unfairly for reporting a concern. What 

should I do? 

Realiation against anyone who raise saconcern is strictly prohibited. You should promptly  
report this action of your superior to your controllers or to the Chief Ethics Officer. 

If my BM asks me to do something wrong, what should I do? 

Refuse politely. Never do anything that you believe is wrong. Express your concerns 
directly to your controllers. You may also contact the Chief Ethics Officer. 

 

 

Quiz 

1. The buzzword in ethics in the corporate world is  because of: 

A. Explosion in communication 

B. Globalization 

C. Both of the above 

D. Either of the above 

2. The business should have which of the following approach? 

A. Social responsibility 

B. Earnings 

C. Both a and b 

D. None of the above 

3. Who all are responsible for environmental protection? 

A. The Government 

B. Businesses 

C. Citizens 

https://www.facebook.com/BankPoClerk/?ref=aymt_homepage_panel
https://www.facebook.com/groups/2148759855448538/?source_id=117234085093214
https://t.me/joinchat/J8jQkg8azrnOjC1LiWFvJg
file:///F:/Ambitious%20Baba/One%20liner/January%202019/t.me/ambitiousbaba


 

Facebook Page                     Facebook Group                    Telegram Group                    Telegram Channel 

  

AMBITIOUSBABA.COM | MAIL US AT 

CONTACT@AMBITIOUSBABA.COM 
45 

 

 

D. All of the above 

4. At which business level does the measures to improve ethical behavior are taken? 

A. Societal level 

B. Institutional level 

C. Governmental level 

D. All of the above 

5. The application of business ethics is ______. 

A. Practical 

B. Universal 

C. Natural 

D. None of the above 

6. The business ethics in the organization are well accepted on 

A. Social values only 

B. Moral values only 

C. Both of the above 

D. None of the above 

7. In which area is the scope of ethics in business is there? 

A. Finance              

 B. HR                  

 C. Compliance                        

D. All of the above 

8. The person/expert that can solve the ethical dilemmas confidentially is known as: 

A. Ethics guide               

 B. Coach(Ethics)              

C. Ethics trainer               

 D. None of these 
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9. Question: You are giving a speech, which one of the following should you do: 

A. make eye contact with your friend only 

B. make eye contact in all directions of people while giving an adequate amount of time to 

each 

C. stare at a person profusely 

D. Look away from them as much as possible 

10. Which of the followings are not a business correspondence? Why? 

A.Emails 

B. Memos 

C. Written communication 

D. Telephonic Conversation 

E. Face to face communication 

 

Answer 

1)Answer: D. Either of the above 

2) Answer: C. Both a and b 

3) Ans: The correct answer is option “D”. Environmental protection is not the responsibility 

of just one entity. It is a unified effort. The government must form rules and regulations and 

the citizens must abide by them. And businesses also play a huge part in environmental 

protection as it is also their social responsibility. 

4) Answer: D. All of the above 

5)  Answer: B. Universal 

6) Answer: C. Both of the above 

7) Answer: D. All of the above 

8) Answer: B. Coach(Ethics) 

9) Solution: b. make eye contact in all directions of people while giving an adequate amount 
of time to each 
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10) Solution: D,Telephonic conversation and face to face communication. A correspondence 

is a written communication between persons. Any oral communication is not a business 

correspondence. 

 

Fill in the blank 

1._________ lays the foundation stone of business ethics. 

A. Social values only 

B. Moral values only 

C. Both of the above 

D. None of the above 

2 .Business ethics refer to the code of conduct and this should ideally be followed by 

businessmen during _________. 

A.Moral Activities 

B. Social Acitivities 

C.  AB Normal Activities 

D. Normal Activities 

3. Business ethics relate to the decisions of an _________. 

A. Individual 

B. Work group 

C. Either Individual or workgroup 

D. None of these 

4. The application scope of business ethics is ________. 

A. Local 

B. Individual 

C. Universal 

D. None of these 
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5. Business ethics started catching the attention of business firms, media and 
academics towards the end of _________. 

A. Cold War 

B. Hot War 

C. Individual war 

D. Group war 

6.____ is the origin of the word ethics. 

A. Ethics guide               

 B. Coach(Ethics)              

C. Ethics trainer      

D. Greek work ēthikos 

 7. ________ refers to the founded standards of right and wrong describing what 

humans should ideally do for benefiting the society. 

A. Ethics 

B. RTI 

C. LAW 

D. None of these 

8. Law is _________ of ethics. 

Ans.     Codification 

9. For effective communication, the process is _________. 

A. one-way                   

 B. two-way                  

 C. Both                    

 D. None 

10. In business, communication is done to ________. 

A. persuade and inform                 
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B. to inform               

C. to persuade                  

D. none 

Answer 

1)Ans C Moral and social values 

2) Ans D. Normal activities 

3) Ans.C. Individual or workgroup 

4) Ans.C.Universal 

5) Ans.A.Cold war 

6) Ans.D.Greek work ēthikos 

7) Ans. A.Ethics 

9) Answer: B. two-way 

10) Answer: A. persuade and inform 
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